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A Leading Provider of Smart, Connected and Secure Embedded Control Solutions 

Intro to CEC1736 Trust Shield
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Computing Product Group



2

Platform Root of Trust (PRoT) Portfolio

CEC1702
ARM M4F w/MPU @ 48MHz

Secure Boot w/ HW RoT

84-WFBGA

CEC1712 
ARM M4 @ 48 MHz

CNSA Suite Secure Boot

Key Revocation

Code Rollback Protection

84-WFBGA

CEC1302
ARM M4 @ 48MHz

Secure Boot w/ HW RoT

144-WFBGA

3rd generation Root of Trust of CEC17xx series for
Datacenters, Telecom, Networking, Embedded Computing & Industrial

CEC1736 Trust Shield
ARM M4 @ 96M MHz

Real-time system bus protection

Attestation

Physical Attack Countermeasures

64-/84-WFBGA

May-17, 2022 Announcement
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Recap - Secure Boot (Basic Root of Trust)
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• The Root of Trust (RoT) Controller contains 

the Immutable Boot Code and OTP

• At power-on, the RoT Controller:

• Holds Application Processor in reset

• Loads and authenticates RoT Image with the 

public key in the OTP 

• The authenticated RoT Image begins 

execution, authenticates the Processor 

System BIOS code

• Releases the Host Processor from reset

RoT
Image 

I2C
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Why CEC1736 Trust Shield?
• Best in-class Platform Root of Trust Controllers

• Hardware Cryptographic Cipher Suite (AES-256, SHA-512, RSA-4096, ECC and ECDSA P-384)

• Boot ROM, 8Kbit OTP

• Real-time system bus protection (SPI, I2C/SMBus)

• Device Identity Authentication

• Physical Unclonable Function (PUF) technology

• Reduced system cost
• In-package 2MByte/4MByte Flash

• Integrated QSPI Analog Switches

• Quick time-to-market
• Development board, Trust Platform Design Suite (GUI), MPLAB Harmony

• Sample Code, User Guides, Design Collateral, Webinars

• Standards / Compliance
• NIST 800-193 PFR, Open Compute Project (OCP) Security, TCG DICE

• Printer Working Group HCD-CPP, FIPS 140-2, CAVP, 3rd party penetration tests
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CEC1736 vs CEC1712?

Hardware
(Components)

Firmware /
Boot loader

Runtime /
Operating System

Applications

Trusted hardware
& boot code 

CEC1712 (RoT)

CEC173x (Real-time PRoT)

Provisioned Keys/Certs

Firmware Authentication

Recovery

Secure Boot / Update

Device Identity 
Authentication

Data Exfiltration
Countermeasures

Real-time system Bus 
Protection

Ownership Transfer

Lifecycle Management

Advanced Key Generation
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CEC1736 Brings Next Gen Root of Trust Subsystem
Application Example
Real-time root of trust in server’s 
baseboard management system 

CEC173x

Image B

CEC173x

Image A

BMC uBoot

Golden Image

CPU uBoot

Golden Image
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CEC173x Trust Shield (84-pin package) 

BMC

Flash

NOTE: 64-pin package option to support
one (1) application processor system
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Target Markets
• Data Centers
• Edge
• Backplane

• Embedded Computing
• Multi-function printers

• Telecommunications
• Distributed/Central units
• Small cells

• Networking/Internet of Things
• Routers
• Gateways

• Industrial
• Control systems
• Robotics/Automation
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DC-SCM Example Block Diagram
(Open Compute Project)

CEC1736 Trust Shield
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Industrial Network and System Security – IEC62443
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CEC1736 Development Board
CPN EV19K07A - $399
• Out-of-box demo with a pre-provisioned CEC1736

• Application processor emulation

• On-board 4x flash devices (128MByte)

• Standalone demo, or Daughter card to the system 

• CEC1736 socket

• BMC host header – I2C, QSPI, GPIOs

• CPU host header – QSPI, GPIOs

• Programming/debugging interface

CEC1736 Development Board

(CPN EV19K07A – $399) 
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CEC1736 Supporting Collateral
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Thank You!


