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Connected Systems - Everywhere

Electric
Vehicles

Data Centers

Al/ Machine
Learning

And more ...
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Cyberattacks at the Root

* Cyberattacks moving beyond attacking the OS & applications

* Increased attacks at the root - hardware & boot
code / firmware
* Bad hardware & boot code/firmware to perform

TLS
malicious attacks, or lie dormant until days, weeks
or years later
IPSec
Malicious Compromised
Boot code Secrets Info
TPM (OS)

Unauthorized

BIOS Access Extract Secrets

Unauthorized Backdoor
System Commands Access
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Outcome from Root Level Attacks

Personal data was stolen from Computers, Ransomware Cyber attack caused Colonial
Mobile Devices

Pipeline to shut down

Stuxnet reprogrammed PLCs, destroyed Hackers reprogram printers, play Doom,
20% of Iran’s centrifuges start fires
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NIST 800-193
Platform Firmware Resiliency Guidelines

® Protection: Mechanisms for ensuring that Platform Firmware code and critical data
remain in a state of integrity and are protected from corruption, such as the
process for ensuring the authenticity and integrity of firmware updates.

® Detection: Mechanisms for detecting when Platform Firmware code and critical
data have been corrupted or otherwise changed from an authorized state.

® Recovery: Mechanisms for restoring Platform Firmware code and critical data to a
state of integrity in the event that any such firmware code or critical data are
detected to have been corrupted, or when forced to recover through an authorized
mechanism. Recovery is limited to the ability to recover firmware code and critical
data.
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Firmware Resiliency

Platform Firmware Resiliency
Guidelines

® Protect
* Maintain state of integrity
* Prevent unauthorized access and corruption

* Authenticate the integrity of firmware
updates

® Detect
* Detect unauthorized access or corruption

® Recover
* Restore FW to a state of integrity

NIST
SP 800-193
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Recap - Basic Root of Trust (Secure Boot)

Application Root of Trust Cntrler . The Root of Trust Controller contains the
Processor SRAM Immutable Boot Code and OTP
Memory CEC
12C Image
- «—> At power-on, the Root of Trust Controller:
ROM oTP *  Holds Host Processor in reset
Boot F’?l‘jg;i'c *  Loads and authenticates CEC Image with the public
Code Key key in the OTP
RSMRS# *  The authenticated CEC Image begins execution,
Sp| authenticates the Processor System BIOS code
*  Releases the Host Processor from reset
SPI Flash
System
BIOS
CEC
Image
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Root of Trust Solution

Datacenter | Computing | Al ML |Industrial | Medical
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CEC173x Trust Shield Family

Product Features

96MHz ARM® Cortex-M4F-based MPU
384KB SRAM: code + data

2MB/4MB flash, Boot ROM

8Kb OTP with anti-fuse technology

FIPS CAVP hardware crypto engine
SP800-90B TRNG

HW Physical Unclonable Function (PUF)

Advanced Security Features

Real-Time SPI bus monitoring
12C/SMBus filtering
Device attestation

32 kHz Internal
Oscillator

96 MHz PLL
Arm® M4F

W/MPU

Memory

Timers: 2x 16- or
32-bits, ICC, RTOS

Watchdog Timer

CEC173x Family

Hardware Physically
Unclonable Function
(PUF) -384 bits

Key Management

DRNG/ TRNG

Tamper Counter
Measures

Security

AES 128-256

SHA 256-512

RSA 1024-4096

ECC
(key size up to 571 bits)

ECDSA, KC-ECDSA
Ed25519
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PUF (Physical Unclonable Function)

® Impossible to:
* Duplicate, Clone or Predict

® Generate:
* Device-Unique ID
* Device-Unigue Random Number Generation

* Device-Unique Key Derivation

* Wrap and Unwrap:
* Keys/Secrets Stored in SPI Flash

@ MICROCHIP



CEC173x Brings Next Gen Root of Trust Subsystem

Application Example

[ ] Y ’
Real-time root of trust in server’s e e - -
baseboard management system Flash ~ Flash Flash  Flash

asei | asel I

CEC173x Trust Shield (84-pin package)

QSPI Host / Target Controller

Internal Flash

SPI
Filter CEC173x CPU uBoot
Image B Golden Image

QSPI Analog
Switches

QSPI Analog

Switches

SPI
Filter

CEC173x BMC uBoot
RAM Image A Golden Image RAM
QSPI QsPI
12C
BMC CPU

PCle
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Microchip Root Of Trust Solution Overview

Attacks at Root level —Hardware and Boot Code are on the rise...
NIST and Open Compute Project recommends Protect, Detect and Recover mechanisms using

Hardware Root Of Trust on EVERY Platforms, Devices and Peripherals

Platform Active Root Of Trust | Active Component Root Of Trust

f«_ D P E n | Device / Peripheral

N H Compute Project® On-board
BMC System
Components
NIST 800-193
Platform Firmware Resiliency Guidelines PA RoT et (Elmuware

(Platform
Active RoT )

Secure Boot ,Secure Update
Crisis Recovery

Attestation

SPI/12C Monitor, Filter
Transfer Of Ownership

Life Cycle Management

Complete Turnkey Solution — Meets NIST and OCP Guidelines

System
Flash

Firmware

Protection Detection Recovery

Root Of Trust Chain Of Trust

Open Compute Security Project

* Real-Time Platform Root Of Trust Controllers — CEC173x Family

v" Cortex-M4F w/Immutable ROM Boot loader
v CNSA, FIPS Compliant and CAVP Certified Hardware Crypto Engine

|
|

|

Secure Boot Attestation Secure Update :
|

|

|

|

v Reduced System Cost with Integrated SPI Flash and Analog Switches :
|

|

|

|

|

|

|

|

[

- Ownership Life Cycle
Transfer Management

Secure Supply Chain and Manufacturing

- —————

|
|
|
|
|
|
|
|
|
N
i *  Easily Configurable and Customizable Soteria Firmware and Tools
i v/ NIST and OCP Compliant Soteria FW
i v TPDS Configurator for Rapid Prototyping and Development
|
[

.____*__Common Criteria Certified Secure Provisioning @ MICROCHIP



CEC1736 Development Board

CPN EV19K07A

e Out-of-box demo with a pre-provisioned CEC1736
* Application processor emulation

* On-board 4x flash devices (128 MByte)
» Standalone demo or Daughter card to the system

IR

e $
nien

=3"

0
e

5@4 g
CNCH)) s FLLLLEL)

 CEC1736 socket

e BMC host header —12C, QSPI, GPIOs
 CPU host header — QSPI, GPIOs CEC1736 Development Board
* Programming/debugging interface PN RS
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MicroOCHIP CEC173x TPDS Configurator

S —

Use Cases / Soteria Features Selection

1 Provisioning package
(OTP hex, SPI Flash images, certificates)

EV19K07A
14

Secure Exchange

Certificates Signing
Request Process

Custom Part Number

Venfication Units

Validation and Approval

Release To Production

Submit Provisioning package for
Factory Provisioning
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@ Trust Platform Design Suite - o b
File Packages Help

Ooks Conigsien System Configuration

— System Architecture Selection
SP1 Monitor h

on Application Processors and Flash Components

Secure Update

AP
“SHFshe

Crisis Recovery

Cad
St
E  Update INI Fles
T Agoinaton PIocREE e ¢ Appleason Procezsar
12 Hgsh Corporert 1+ Rag» Camponent
D import Settings 1AP-1C (2HW) 1AP-1C (22W)
B export Settings
¢ Reset All to Tool defaults
P
CPITIND
APt
S0 Neen 1
AP
Aen T

5 ApSlisasen Procatest 2 Appication Processar

2 Pasn Comporant M Fuma o J @ Prasn Campanant

1AP-2C 2ZW) 2AP-2C (2ZW) 2AP-4C (2ZW)

2 Agianon Procatast

APO External Flash Size Frovids APQ Extarnal Flash size in Megabns
126 128

Select Device a (D Select Real-Time Platform Root of Trust Controlier device

Lcecacee
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APQ External Flash Size  Provide APO Externa! Flash size in Meganns
128 128

Select Device m (1) Select Real-Time Platform Root of Trust Controller device

Q ceci7ze CEC1734

N

008

Feature(s) Selection Salect Soteris-G3 Firmware Features

3.0

Secure Boot SP1 Monitor Roliback Protection Key Revocation Attestation Life Cycle Management Transfer of Ownership
Select Provisioning Flow
Q© TrustrLEX TrustCUSTOM

Packages to Generate and Program Selecr the packages to generats and program on réquast

@ oerackege (@ Internai SPIPackage [ External SPI Package

Bypass Pin Polarity Selection m © Test Bypass and JTAG Debug are enabled for generating proto packsge, and disabied for production package. Select bypass pin polarity.

BypassonAcive High () Bypass on Active Low
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CEC173x TrustFLEX TPDS Configurator

® Trust Platform Design Suite — X
File Help
Tools ] Helb -5 Boot 5 x
elp - Secureboof ol
Webviews CEC1 736 TI"USU:LEX
TIEIO Or tne AF IMages >electuon section an "N

Trust Platform Design Suite the Secure Boot page, where properties such
Critical/Fallback/Golden image and the
: System Configuration @ 2
CEC173x Configurator e BY! flash address and component can be
configured. This section also allows for the

Device Configuration upload of the public keys which will be used
‘ to authenticate the AP images, provided to

the AP Image Authentication Keys field.

?

Boot ROM autheniicates

Secure Boot

SPI Monitor

Soteria Firmware
APD .
: SP1 Monitor
RollbackProtection selfno KN G %
Soteria Image FATAL_ERROR
loaded and runs
Key Revocation
Arestarion L niernal Flasn Soteria Validates Key Hash Blob
SPI Flash 1 Solera-G3
Secure Update
2x Application Processor
4 Flash Component ~
Crisis Recovery

2AP-4C (2ZW) Attestation Transaction Diagram

Life Cycle Management Board

R Application Owner Application Processor Boot ROM
Transfer of Ownership

Provisioning / Prototyping J Zoom Qut
'

Platform RoT (CEC173x)

Help - AP Base Address Pointer Base Address Setup Information for Attestation Certificates ) Zoom_Out

: Set Provisioning HSM Serial Number

| Setup Root CA Key and Certificate,
| Intermediate CA and DevIK Certificates
_using Assets

| Select upto 6 2 Certificates, setup upto 8
| Cert Chains using these Certs in APCFG
. table

_Mam—

Help - APCFG & Hash Table Rollback Protection Feature Setting TRUST

PLATFORM
Use this field to select either Auto or Manual Rollback Protection or disable Rollback Protection. This

option is mutually exclusive SPI Monitor Rollback Protection

A4 A\ \ Secure Update

CEC1736 Trust Shield MlCRDCHlp
TPDS Configurator Overview




HOW TO START IT !!
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Download & install Trust Platform Design Suite (TPDS)

o\ MicrocHIP Developer Help

| Search This Site

Site updated 12 days ago

active pages
A Home

Installing the Trust Platform Design Suite

~ M N
el sty

Click image to enlarge.

! Training

This page shows you how to install and set up Microchip's
Trust Platform Design Suite for CryptoAuthentication™ . The
design suite dramatically reduces the time you'll spend
provisioning and using Microchip's secure elements.

X Development Tools

CUsTOM

7

£¥} Functions

£} Embedded Software Integration
&> WI-Fi® and Ethemnet

% Universal Serial Bus

& Wired Communications

i &P Installing the Design Suite
7 Wireless Communications

@] Touch Sensing

& Displays

B~ Motor Control

¥ Power Conversion

M\, Signal Conditioning

*y Digital Signal Processing
& Authentication

1. Installing the Trust Platform Design Suite Graphical User Interface
o Includes the Trust Platform GUI, Python and Jupyter Notebook.

2. Cloning the Trust Platform Repository
e The Trust Platform repository is hosted on GitHub and must be downloaded separately.
o Includes Python packages, C projects, and use case user guides.

3. Setting the Path to the MPLAB X IDE Installation Folder
o Enables the GUI to re-program the CryptoAuth Trust Platform board.

© Get Started Here
& Trust Platform Design Suite
B Secure Provisioning of TrustFLEX
B CryptoAuth Trust Platform Factory Reset
BB Trust Platform Getting Started Labs
B Asymmetric Authentication - Use Case Example
Bi Symmetric Authentication - Use Case Example
Bi Symmetric Authentication with Non-Secure MCU - Use
Case Example
B Secure Firmware Download - Use Case Example
= Hardware-Software Integration

@) After Installation

1. Choosing the Right Trust Platform Family
2. Starting Jupyter Notebook
o Start Jupyter Notebook to provision the secure element.

Ed Projects Installing the Trust Platform Design Suite Graphical User Interface
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https://microchipdeveloper.com/authentication:trust-platform

Order Development Kit EVK19K07A

@Mlcnocmp okOTA o s

Purchasing & Chient Services

Products Request Large-Quantity Pricing Design Services Purchasing Tools Support . 588-624-7435

Home / Development Tools

Part Number: EV19K07A - CEC1736 Development Board
The CEC1736 Development Board is an evaluation board that can be used for development, customer evaluation and demos.

The CEC1736 "Trust Shield" solution acts as an external root of trust for data center, telecom/5G, embedded computing, networking and industrial platforms. It's rich feature set ensures that a device not only boots and updates its firmware securely, but also provides
protection during run-time and throughout its life cycle.

[8 view Product Details The board comes equipped with a socket that houses a CEC1736 Trust Shield Controller. The CEC1736 can be replaced, allowing customers to experiment and develop with its internal One Time Programmable (OTP) block.

The board comes with an optionally pre-provisioned CEC1736 that partners with a Graphic User Interface to demo several of the part's features.

Standard Pricing: In Stock Now: 53

Order Quantity USD per Unit
1+ 458,85 £5 Order now, up to 53 estimated to ship on 25-Mar-2024
Are You Looking For Large-Quantity Pricing? (i ] Lead Time For Additional Quantities. Order Now to Secure @

. - Additional quantities estimated to ship by 17-Jun-2024
Request Special Pricing for Annual Volume

Delivery and scheduling options available in the cart @

Quantity _@ Add to Cart

20 ﬁ\ MICROCHIP


https://www.microchipdirect.com/dev-tools/EV19K07A

Evaluate select Use Case(s)

. Trust Platform Design Suite

- >
File Help
Tools (=
CEC1736 TrustFLEX
e Select to Generate/Program Packages
System Configuration
Device Configuration 128 128
Secure Boot Select Device @ (D Select Real-Time Platform Root of Trust Controller device
SPI Monitor © cec173e CEC1734

Rollback Protection
Feature(s) Selection Select Soteria-G3 Firmware Features

Key Revocation /
Attestation ) I I .
Secure Update / ﬂ O

Crisis Recovery

Secure Boot SPI Monitor Rollback Protection Key Revocation Attestation Secure Update

7Y

q
ALY O %"’

Life Cycle Management
Transfer of Ownership A
- 4 CO
| S

& Tools

Crisis Recovery Life Cycle Management Transfer of Ownership
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Thank You-
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