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Connected Systems - Everywhere

And more …
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Cyberattacks at the Root
• Cyberattacks moving beyond attacking the OS & applications

• Increased attacks at the root - hardware & boot 
code / firmware
• Bad hardware & boot code/firmware to perform 

malicious attacks, or lie dormant until days, weeks 
or years later
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Outcome from Root Level Attacks

Ransomware Cyber attack caused Colonial 
Pipeline to shut down

Personal data was stolen from Computers, 
Mobile Devices 

Stuxnet reprogrammed PLCs, destroyed 
20% of Iran’s centrifuges

Hackers reprogram printers, play Doom, 
start fires



NIST 800-193

Platform Firmware Resiliency Guidelines

⚫ Protection: Mechanisms for ensuring that Platform Firmware code and critical data 
remain in a state of integrity and are protected from corruption, such as the 
process for ensuring the authenticity and integrity of firmware updates. 

⚫ Detection: Mechanisms for detecting when Platform Firmware code and critical 
data have been corrupted or otherwise changed from an authorized state. 

⚫ Recovery: Mechanisms for restoring Platform Firmware code and critical data to a 
state of integrity in the event that any such firmware code or critical data are 
detected to have been corrupted, or when forced to recover through an authorized 
mechanism. Recovery is limited to the ability to recover firmware code and critical 
data. 



Firmware Resiliency

Platform Firmware Resiliency 
Guidelines
⚫ Protect
• Maintain state of integrity
• Prevent unauthorized access and corruption
• Authenticate the integrity of firmware 

updates

⚫ Detect
• Detect unauthorized access or corruption

⚫ Recover
• Restore FW to a state of integrity

NIST 
SP 800-193



Recap - Basic Root of Trust (Secure Boot)
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• The Root of Trust Controller contains the 
Immutable Boot Code and OTP

• At power-on, the Root of Trust Controller:

• Holds Host Processor in reset

• Loads and authenticates CEC Image with the public 
key in the OTP 

• The authenticated CEC Image begins execution, 
authenticates the Processor System BIOS code

• Releases the Host Processor from reset

CEC
Image 
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CEC173x Trust Shield Family 
Product Features
• 96MHz ARM® Cortex-M4F-based MPU

• 384KB SRAM: code + data

• 2MB/4MB flash, Boot ROM

• 8Kb OTP with anti-fuse technology 

• FIPS CAVP hardware crypto engine

• SP800-90B TRNG

• HW Physical Unclonable Function (PUF) 

Advanced Security Features
• Real-Time SPI bus monitoring

• I2C/SMBus filtering

• Device attestation



PUF (Physical Unclonable Function)

⚫ Impossible to:
•  Duplicate, Clone or Predict

⚫ Generate:
• Device-Unique ID

• Device-Unique Random Number Generation

• Device-Unique Key Derivation
• Wrap and Unwrap:
• Keys/Secrets Stored in SPI Flash



CEC173x Brings Next Gen Root of Trust Subsystem
Application Example
Real-time root of trust in server’s 
baseboard management system 
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Microchip Root Of Trust Solution Overview

Platform Active Root Of Trust | Active Component Root Of Trust

Attacks at Root level –Hardware and Boot Code are on the rise…
NIST and Open Compute Project recommends Protect, Detect and Recover mechanisms using 

Hardware Root Of Trust on EVERY Platforms, Devices and Peripherals

Complete Turnkey Solution – Meets NIST and OCP Guidelines

• Real-Time Platform Root Of Trust Controllers – CEC173x Family

✓ Cortex-M4F w/Immutable ROM Boot loader

✓ CNSA, FIPS Compliant and CAVP Certified Hardware Crypto Engine

✓ Reduced System Cost with Integrated SPI Flash and Analog Switches

• Easily Configurable and Customizable Soteria Firmware and Tools

✓ NIST and OCP Compliant Soteria FW

✓ TPDS Configurator for Rapid Prototyping and Development

• Common Criteria Certified Secure Provisioning

NIST 800-193 
Platform Firmware Resiliency Guidelines
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Open Compute Security Project

Detection Recovery

Secure Boot Attestation Secure Update
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Transfer
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Hardware Root of Trust Controller 

Secure Supply Chain and Manufacturing

Immutable Boot Loader CNSA Cryptography

Root Of Trust Chain Of Trust



CEC1736 Development Board
CPN EV19K07A
• Out-of-box demo with a pre-provisioned CEC1736

• Application processor emulation

• On-board 4x flash devices (128MByte)

• Standalone demo or Daughter card to the system 

• CEC1736 socket

• BMC host header – I2C, QSPI, GPIOs

• CPU host header – QSPI, GPIOs

• Programming/debugging interface

CEC1736 Development Board

(CPN EV19K07A) 
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CEC173x TrustFLEX TPDS Configurator
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HOW TO START IT !!



Download & install Trust Platform Design Suite (TPDS)
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https://microchipdeveloper.com/authentication:trust-platform


Order Development Kit EVK19K07A
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https://www.microchipdirect.com/dev-tools/EV19K07A


Evaluate select Use Case(s)

21



Thank You-
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