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SAM series course history and brief

* SAM1001 - MCU32 Peripheral Library (PLIB)
* (2017~2018)
* Peripheral Library (PLIB) on APP045v2.0 (SAMD21 Arm Cortex-MO+)
* Advance Software Framework (ASF) v3.x + GNU C compiler + Microchip Studio 7
* (2019~2022)
* Peripheral Library (PLIB) on APP045v2.0/v4.x (SAMD21 Arm Cortex-MO0+)
*  MPLAB Harmony Framework v3.x + XC32 Compiler + MPLAB X IDE
* (2023~2024)
* Peripheral Library (PLIB) on APP045v4.x/v5.x (SAMD21 Arm Cortex-MO+)
*  MCC Harmony + XC32 Compiler + MPLAB X IDE
* SAM2001ADV - MCU32 Advanced Peripheral Library (PLIB)
* (2021~2022)
* Peripheral Library (PLIB) Advanced modules on APP045v4.x (SAMD21 Arm Cortex-MO0+)
*  MPLAB Harmony Framework v3.x + XC32 Compiler + MPLAB X IDE
* (2023~2024)
* Peripheral Library (PLIB) Advanced modules on APP045v4.x/v5.x (SAMD21 Arm Cortex-MO+)
*  MCC Harmony + XC32 Compiler + MPLAB X IDE
* SAM2002 — MCU32 System Service and Driver
* (2019~2022)
* System Service and Driver on APP045v4.x (SAMD21 Arm Cortex-MO0+)
*  MPLAB Harmony Framework v3.x + XC32 Compiler + MPLAB X IDE
* (2023~2024)
*  System Service and Driver on APP045v4.x/v5.x (SAMD21 Arm Cortex-MO+)
*  MCC Harmony + XC32 Compiler + MPLAB X IDE
* SAM2002ADV — MCU32 Touch and USB Device
* (2021~2022)
* QTouch Library and USB Device Driver on APP045v4.x (SAMD21 Arm Cortex-MO0+)
*  MPLAB Harmony Framework v3.x + XC32 Compiler + MPLAB X IDE
* (2023~2024)
* QTouch Library and USB Device Driver on APP045v4.x (SAMD21 Arm Cortex-MO0+)
*  MCC Harmony + XC32 Compiler + MPLAB X IDE
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Background Knowledge and Preparation

« SAM2002ADV is for advanced users, then we will not introduce :

MPALB X IDE and Harmony Configuration. (Please study from SAM2001 course)

How to download(prepare) latest Harmony Framework. (Please study from SAM2001 course)
How to create a new project. (Please study from SAM2001 course)

PLIB (Peripheral Library) implementation. (Please study from SAM2001 and SAM2001ADV course)
System Service and Driver implementation. (Please study from SAM2002 course)

. SAMZOOZADV will use below tool versions for Labs.

 MPLAB® X IDE v6.15 https://www.microchip.com/mplab/mplab-x-ide
MPLAB® XC32 v4.35 https://www.microchip.com/mplab/compilers

MPLAB® Code Configurator v5.4.1 (Install in MPLAB X IDE Plug-in)

SAMD21 DFP v3.6.144 (Device Family Pack download from X IDE \Tools\Packs)
CMSIS v5.8.0 (Common Microcontroller Software Interface Standard)

MCC Core v5.6.1 (Install with MPLAB X IDE v6.15)

MPLAB® MCC Harmony Framework (From X IDE MCC Harmony Content Manager)

* Required Content (Must install)
* csp3.184
* harmony-services 1.3.2
+ CMSIS_55.9.0
* quick_docs 1.6.0
* Optional Content (Manual select in Content Manager)
* touchv3.15.0
* usbv3.12.0
* dev_packsv3.18.1
* corev3.13.3
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Advance Course

* Introduction to QTouch® Peripheral Touch Controller (PTC)
 Harmony Touch Configurator
 APP045 EVB QTouch® Design and Pattern
SHLab1 Touch Buttons
S Lab2 Touch Slider
S Lab3 Data Visualizer for Touch
 USB Fundamentals
e USB Device Library (USB Device Architecture)
 Harmony USB Device - Device Layer Configurator
ZLab4 USB Device - Device Layer Initialize
* USB Device CDC Class
S Lab5 USB Device CDC Class - Basic TX and RX
* USB Device HID Class
S Lab6 USB Device HID Class - Basic TX and RX
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Course Coverage

Course will not include :

e The principle of Capacitive Touch.
e Pattern design for Capacitive Touch.

e The principle of our PTC/CVD.
e PTC tuning parameters.

Course will include :

e Usage of MCC Harmony Touch library.
e Introduction to the MCC Harmony Touch Configurator.
e Touch visualization with MPLAB Data Visualizer.
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Bootloader Fundamentals
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What’s a Bootloader ?

* Bootloader is a small application that starts the operation of the device, that can be
used to upgrade firmware on a target device without the need for an external
programmer/debugger.

 Why firmware update ?

* Add/remove functionality

* Update interface

* Parameter update

* Any upgradable function in firmware
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Control Flow at Reset

* The flowchart below outlines the startup handoff between the Bootloader and the
Application.

» After reset, the Bootloader takes control first and evaluates predefined trigger
conditions to decide whether to enter
firmware-update mode or (rem )
transfer control to the Application. |

Y

* The Bootloader and Application occupy I
separate Flash and SRAM regions
and do not interfere with each other.
Each can maintain an independent
VT (Vector Table)

* The device Configuration bits/Fuses

are the only shared resource. (remsotion )
un Application

v
Firmware
Upgrade
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Memory Reallocation
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Memory Reallocation for Bootloader

* In a typical system without a Bootloader, the Application owns the entire memory
space. When a Bootloader is present, portions of Flash and SRAM must be reserved
for both the Bootloader and the Application.

* Use two independent linker scripts(*./d) to map non-overlapping memory regions and
prevent conflicts.

Classic Re-Arrangement
Application for Bootloader

Bootloader
User Application

Memory Layout

User Application
) ) Bootloader Data
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Linker Script Design

* The example below uses two independent linker scripts (*./d),

one for the Bootloader and one for the Application to define their memory allocations.

* In the linker scripts,
you can see the Flash(rom (LRX)) and SRAM(ram (WX!R))

reserved separately for the Bootloader and the Application.

Bootloader

Bootloader

Linker Script for Bootloader

Bootloader Data

MEMORY

rom (LRX) : ORIGIN = @, LENGTH = ROM_LENGTH_BOOT
ram (WX!R) : ORIGIN = @, LENGTH = RAM_LENGTH_BOOT

LUl Ly YYvousuduou . UNLULIN = JYAUUOUSUUU, LCINUITT — YAS

config 00804004 : ORIGIN = 0x00804004, LENGTH = Ox4
}

Linker Script for Application
MEMORY

[r‘om (LRX) : ORIGIN = ROM_ORIGIN_APP, LENGTH = ROM_LENGTH_APP

]

IIIIII 6 VU oOouUTuUuv . VindL U4iN - UAUVUUOUTTUUU NG - UAST

config 00804004 : ORIGIN = Ox00804004, LENGTH = 0Ox4
}

Application

User Application
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Bootloader Trigger
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Bootloader Trigger Mechanisms

* Bootloader should be triggered through specific mechanisms, e.g.,

* Hardware 1/0
Check a button or GPIO state at startup to decide whether to enter the bootloader.

* Firmware State
Validate firmware version or markers; if they mismatch or
the Application looks invalid, Application Reset vector is OxFFFFFFFF.

* Application-invoked
The application writes a magic value to a reserved SRAM location,

then issues a software reset.

In MCC Harmony Bootloader, use “Number of Bytes to Reserve from Start of RAM”
(and optional offset) to reserve this area in the linker script.

* Others
Host handshake within a timeout,
double-tap reset, debug probe detected, pin-strap/DIP switch, etc.
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Hardware 1/0 and Magic Number Trigger

* The example below
that triggers the bootloader via a magic number or a button status.

#define BTL_TRIGGER_PATTERN (©0x5048434DUL)
static uint32_t *ramStart = (uint32_t *)BTL_TRIGGER_RAM_START;

<: Reset :>
bool bootloader Trigger(void)
{
uint32 t i; >
- [ Initialize ’

// Cheap delay. This should give at leat 1 ms delay.
for (i = @; i < 2000; i++)
asm("nop");

/* Check for Magic Number */

if (BTL_TRIGGER_PATTERN == ramStart[0] &&
BTL_TRIGGER_PATTERN == ramStart[1] &&
BTL_TRIGGER_PATTERN == ramStart[2] &&
BTL_TRIGGER_PATTERN == ramStart[3])

Bootloader
Trigger ?

{
ramStart[0] = O; \
DCACHE_CLEAN_BY_ADDR(ramStart, 4); Application Firmware
return true; Valid ? Upgrade
}

/* Check for Button */
if (!BT1_Get())
return true; <: Run Application :>

return false;
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Handoff Control
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VTs Allocation

* Beyond Flash and SRAM placement, planning how to allocate and remap the VT
(Vector Table) is critical.

* Decide how to allocate separate VTs for the Bootloader and the Application,

and how to switch between Re-Arrangement
them during handoff. for Bootloader
VT
* At handoff to the Application, Bootloader >
VT

Reallocate the VT

. e ) . VT Reallocated When Switching
to the Appllc.atlon s vector table; Bootloader and Application
when returning to the Bootloader, * Vector Table Offset Register (Cortex M)
Reallocate it to the Bootloader’s * Exception Base Address Register (MIPS)

vector table.
(Cortex-M: VTOR; PIC32/MIPS: EBASE).
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Handoff Control to Application (cortex mas exampre)

* The figure shows the order of the vectors

in the vector table.

It contains the reset value of the stack pointer

and the start addresses,

also called exception vectors, for all exception handlers.

Required settings for a handoff,

Stack Pointer
Load Application’s SP Value to MSP Register.

VTOR (Optional)
Set SCB->VTOR to the application’s vector table base.

Reset Vector
Branch to the address in the application’s
Reset vector (Reset Handler).

Exception number |IRQ number

Vector

IRQN

IRQ2

IRQ1

IRQO

SysTick, if implemented

PendSV

Reserved

Svcall

Reserved

HardFault

Offset

0x40+4n

0x48
0x44
0x40
0x3C
0x38

0x2C

0x10
0x0C

16+n n
18 2
17 1
16 0
15 -1
14 -2
13
12
11 -5
10
9
8
7
6
5
4
3 -13
2 —14
1

Reset

:

Initial SP value

0x08
0x04
0x00

https://developer.arm.com/documentation/dui0662/b/

The-Cortex-M0O--Processor/Exception-model/Vector-table
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Handoff Control to Application cont. (cortex m as exampie)

* The following code example shows the mechanism used in the bootloader to transfer
control to the user application.

* Sets the Main Stack Pointer (MSP) to the
top of the user application’s stack, ( wem )
and finally jumps to the user [

Application’s reset handler to begin execution.

In MCC Harmony Bootloader,
use “Application Start Address (Hex)” to set start address.

A

Initialize ’

Bootloader
Trigger ?

void run_Application(uint32_t address)

{
uint32_t msp = *(uint32_t *)(address); // Application Start
uint32 t reset_vector = *(uint32_t *)(address + 4U); N
Applicati Firmware
if (msp == Oxffffffffu) R Upgrade
return;
SYS DelInitialize(NULL);
__set_MSP(msp); // Re-initial Stack Pointer (Point to Application Stack) <: Run Application :>
asm("bx %0"::"r" (reset_vector)); // Jumper to Application
}
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Robust Handoff Control to Application (cortex mas exampre)

* VTOR setting is optional,
the Application’s startup code typically setting SCB->VTOR to
its own vector table anyway.

* startup xc32.c

# ifdef SCB_VTOR_TBLOFF_Msk
/ * Cpt the vector-tabhle bace addrecce in FI ASH */
pSrc = (uint32_t *) & _ svectors;
SCB->VTOR = ((uint32_t) pSrc & SCB_VTOR_TBLOFF_Msk);

# chultl /- OUD_VIUR_IDLUINr_IisN "/

* For a more robust handoff,
set VTOR in advance, disable interrupts,
clear any interrupt pending flags, and stop SysTick
before branching to Application reset vector.
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Robust Handoff Procedure

* The following code example shows the mechanism used in the bootloader to transfer
control to the user application with robust handoff procedure.

void run_Application(uint32_t address)

uint32_t msp = *(uint32_t *)(address); // Application Start
uint32_t reset_vector = *(uint32_t *)(address + 4U);

if (msp == oxffffffffu)
return;

SYS DeInitialize(NULL);

(" SysTick->CTRL = 0;

__disable_irq();
NVIC->ICER[O] = oOxffffffff;
NVIC->ICPR[O] = oOxffffffff;

SCB->VTOR = address;
__DSB();
__ISB();

__set MSP(msp); // Re-initial Stack Pointer (Point to Application Stack)
asm("bx %0"::"r" (reset_vector)); // Jumper to Application

J

C e

A
[ Initialize ’

Bootloader
Trigger ?

A

Application
Valid ?

Firmware
Upgrade

( Run Application )
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Configuration Bits & Fuses
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Configuration Bits & Fuses Definition

In A Bootloader-based design,
the device Configuration Bits/Fuses are shared.

The setting needs applied to both the Bootloader and the Application,
choose a suitable setting that work for both is very important.

In the current design, the device Configuration Bits/Fuses are defined and
programmed by the Bootloader.
The Application project bypasses these settings.

In advanced designs, you can dynamically change (On Fly Change) the device
Configuration Bits/Fuses,

so the Bootloader and the Application can run with independent settings.
However, this approach carries substantial risk

(e.g., bricking the device, losing debug access, or misconfiguring clock/BOD/WDT),
so we will not cover it in this course.”
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Bootloader Libraries Maintain at
Microchip Harmony 3
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Bootloader Libraries at MH3

* Bootloader Libraries must be preparation, before develop the Bootloader application.

* Select suitable version of “Harmony 3 - Bootloader solutions” at
MCC Content Manager & Apply it.

B4 MCC Content Manager - Editor — O *
MCC Content Manager =@
ect Export/Impaort O “w 1, Load Manifest [ Select Latest Viersion(s) Y@=
Device Content Type Show Local Content Only
ATSAMD21G18A > HARMONY X v
L N MCC Core Versions
Component Tl ersion Status Update progress Description License Agreemen t
Harmony 3 - Chip Support Package
Harmony 3 - Bootloader solutions
@ bootloader v Latest P S
(1) bootloader_apps_can v Latest B “5_:
= T~ EEITISTiL
(0 bootloader_apps_ethernet i Latest ,- _“ \:f_ “s,:
ense Agreemeant
() bootloader_apps_i2c v Latest —" _“ T “5’:
= T~ SCITISTiL
v Iatast PACIEEn ~OTare M
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Bootloader Loader Library Modes
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MCC Harmony Bootloader Loader Library

* The MCC Harmony Bootloader library provide multiple firmware updates paths mode.

for example,
UART, USB HID, I2C, SPI, CAN, and
Ethernet (UDP), as well as file systems,
serial memories,
and over-the-air (OTA).

* The Figure shows for SAMD21G18A,
(e.g., UART, USB HID, I*C).

* Actual support varies by device family
and by the hardware present
on the target board,
such as an SD-card slot or
an Ethernet/Wi-Fi module.

]

Resource Management [MCOC] =

MCCv5.5.2

Project Resources | Generate || Import...

Xport

» Libraries
» System

Device Resources

Content Manager

¥ Libraries

¥ Harmo

iy

» Board Support Packages (B5Fs)

¥ Bootloader

& File System Bootloader
# |2C Bootloader
# OTA Bootloader

2 Serial Memory Bootloader

2 5P| Bootloader
2 UART Bootloader

2= UJSBE Device HID Bootloader
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Bootloader Loader Library

UART, I12C & SPI Bootloader for connection and load firmware with Host

7

User Application

\

J

7

User Application

\

J

7

User Application

UART Bootloader

D

S

I2C Bootloader

\

J

SPI Bootloader

A

A

SERCOM ][ NVM Control ] [ SERCOM ][ NVM Control ] [ SERCOM ][ NVM Control ]
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Bootloader Loader Library

Serial Memory Bootloader for load firmware from external memory

7

User Application

\

Serial Memory Bootloader

A

S$S26/38/39
Core Service

AT24
Core Service

AT25/AT25DF
Core Service

N

$S26/38/39

*Parallel, Flash

AT24
*2C, EEPROM

[ AT25/AT25DF | [ NVM Control ]

*SPl, EEPROM
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Bootloader Loader Library

File System Bootloader for load firmware storage

[

User Application

A

File System Bootloader

File System
Core Service

SDMMC
Core Service

SD Card

Core Service

Memory
Core Service

[ NVM Control ]

A

A

SDHC

SERCOM

$S26/38/39
Core Service

AT24
Core Service

1 ( AT25/AT25DF
Core Service

A

A

$S26/38/39

*Parallel, Flash

AT24
*2C, EEPROM

*SPI, EEPROM

[ AT25/AT25DF |
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Bootloader Loader Library

USB Host MSD Bootloader for load firmware via USB storage

[ User Application

[ File System Bootloader
( File System
\ Core Service

MSD Function Driver [ NVM Control ]

USB Host Layer

USB FS/HS Driver
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Bootloader Loader Library

USB Device HID Bootloader for connection and load firmware via USB Host

é N

User Application

USB Device HID Bootloader

HID Function Driver

USB Device Layer

USB FS/HS Driver [ NVM Control ]

) uss

ﬁ\ MICROCHIP



Bootloader Loader Library

* Harmony offers a wider range of bootloader modes,
such as including OTA, CAN, and Ethernet (UDP), etc.

* For details,
please refer to the example projects of MCC Harmony
and documentation provided by MCC Harmony.

AR\MICROCHIP  MPLAB® Harmony Bootloader Library

> 1 MPLAB® Harmony Bootloader Library

> Microchip Information
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UART Bootloader
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UART Bootloader

* Supported on Cortex-M based MCUs, MIPS based MCUs and MPUs
e.g., ATSAMD21G18A (APP045 EVB), PIC32CX10255G41128 (APP055 EVB), etc.

* MCC Harmony UART PLIB to communicate resulting in smaller bootloader size.

* Takes Binary File as input
* Uses command line host script (bt _host.py) to receive binary (*. BIN) from Host PC.
* Supports Fail Safe update for the devices which have a Dual Bank flash memory.
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UART Bootloader

* Below flowchart routine shows how to switch between the UART Bootloader and the

Application at startup.

t#tdefine BTL_TRIGGER_PATTERN (©x5048434DUL)
static uint32_t *ramStart = (uint32_t *)BTL_TRIGGER_RAM_START;

bool bootloader Trigger(void)

uint32_t i;

/* Check for Magic Number */

if (BTL_TRIGGER_PATTERN == ramStart[0] &&
BTL_TRIGGER_PATTERN == ramStart[1] &&
BTL_TRIGGER_PATTERN == ramStart[2] &&

BTL_TRIGGER_PATTERN ramStart[3])
{
ramStart[0] = ©;
DCACHE_CLEAN_BY_ADDR(ramStart, 4);
return true;
}

/* Check for Button */
if (!BT1_Get())
return true;

return false;

void run_Application(uint32_t address)

uint32_t msp = *(uint32_t *)(address); // Application Start

uint32_t reset_vector = *(uint32_t *)(address + 4U);

if (msp == Oxffffffffu)
return;

set_MSP(msp); // Re-initial Stack Pointer

asm("bx %@"::"r" (reset_vector)); // Jumper to Application

Reset

)

v

Initialize

Bootloader
Trigger ?

Application

Valid ?

( Run Application )

void _ attribute__ ((noinline, section(".romfunc.Reset_Handler"))) Reset_Handler(void)

register uint32_t count;
uint32_t *pSrc, *pDst;
uintptr_t src, dst;

src = (uintptr_t)& etext;
pSrc = (uint32_t *)src;
dst = (uintptr_t)&_ sdata;
pDst = (uint32_t *)dst;

/* flash functions start after .text */

/* boundaries of .data area to init */

/* Init .data */

for (count = @QU; count < (((uint32_t)& edata - (uint32_t)dst) / 4U); count++)
pDst[count] = pSrc[count];

/* Init .bss */

dst = (uintptr_t)& sbss;

pDst = (uint32_t *)dst;

for (count = @QU; count < (((uint32_t)&_ebss - (uint32_t)dst) / 4U); count++)
pDst[count] = oU;

/* Branch to application's main function */
(void)main();

void bootloader UART_Tasks(void)
do

input_task();

Firmware
Upgrade

3

if (flash_data_ready)

flash_task();
else if (packet_received)
command_task();

} while (uartBLActive);
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UART Bootloader

* Below flowchart routine shows how the firmware upgrade works.

* Receives packets, parses commands, and executes them; upon receiving a reset
command, the system reboots.

Firmware
Upgrade

‘ Input Task

Reset
Command ?

@ MICROCHIP



UART Bootloader Protocol

* The UART bootloader protocol as shown in below figure is common for all the
supported command.

Constant Value
0x5048434D

GUARD Data Size | Command Data 0 Data n
[ 4 Bytes 4 Bytes J§ 1 Byte 4 Bytes ] oo [ 4 Bytes ]

Commands
Unlock, 0xA0Q
Data, OxAl

Verify, 0xA2
Reset, OxA3
Bank Swap and reset, 0xA4
Device Configuration, OxA5 Re S po nse
Read Version, OxA6
« D
Responses
OK, 0x50
Error, 0x51
Invalid, 0x52
CRC OK, 0x53
L CRC Fail, 0x54 )
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Binary Generation

* The UART bootloader uses a binary transfer format,
so you must first convert the Intel HEX (.hex) file to a raw binary (.bin) image.

* xc32-objcopy,
bundled with Microchip’s XC32 toolchain, is used to convert and edit firmware images.
* |t supports ELF, Intel HEX, S-record, and raw binary.

You can select sections, shift addresses, fill gaps, and pad sizes to produce
deterministic, bootloader-ready outputs.

* ideal for ELF -> BIN/JHEX and HEX -> BIN in automated, reproducible build scripts.

* In an MPLAB X IDE project,
you can use “Execute After Build” to run xc32-objcopy
after compilation and automatically generate a binary (.bin) file.

${MP_CC_DIR}/xc32-objcopy -I ihex -0 binary ${DISTDIR}/${PROIJECTNAME}.${IMAGE_TYPE}.hex ${DISTDIR}/${PROJECTNAME}.${IMAGE_TYPE}.bin
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Bootloader Host Script

* The UART bootloader host (btl_host.py) is
implemented as a Python script compatible with Python 3.x and later.

* It requires the “pyserial” package to communicate with the device over UART.
Install it with:

pip3 install pyserial

* Run btl_host.py from the command line to perform a firmware update.
e.g.

btl host.py -v -i COM1I©0 -d samd2x -a 0x800 -f .\Application.bin

* Below is the syntax to show help menu for the script
btl host.py --help
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Harmony Bootloader - UART Bootloader Configurator

Add UART Bootloader and SERCOM in MHC

ﬁ MPLAB X IDE v6.25 - Lab7_UART_Bootloader_Initialize : default — [m] *
File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help |Q' |
| - - B . LEL BN - - T

PGS D56 b T UR U208 i~

Poxots | Fiks | Classes | Resource IMCC] % | B |[ StatPage x| KitWindow x| 3 MPLABX Store x| PuojeotGraph x| [ 7] (=)(@ | Configuration Options x| =

MCCv5.5.2 I Il’lugms Profiles: Main View: Root o =l

Project Resourc... | Gener || Impo- || o [ @ /[ © EHUART Bootoader

¥ Libraries Device Family Pack (DFP) .-Bootloader Peripheral Used SERCOMS_USART

¥ Harmony ootloader NvM Memory Used NVMCTRL
¥ Bootloader ootloader Size (Bytes) 2048

= UART Bootloader nable Bootloader Trigger Fram Firmware

Bacl: NVMCTRL UART Bootloader ‘.. Mumber Of Bytes To Reserve From Start OFf RAM |ln
v Peripherals P il nahle Fuse Programming O
» DsU MEMORY (NVM)
“-Enahle Watchdog Refresh If Enabled Through FUSE []
> EVSYS SERCOMS
¥ NVMCTRL Paripheral Library
@ = NVYMCTRL UART -
¥ SERCOM
@ = strRcoMs
ystem
e =+ System
Device Resources | % Content Manager
¥ Libraries

P = Harmony

outloader_Tnitialize - Dashboard | Navigator =]
%a Vg Lab7_UART Bootloader Intialize A
@a "'8 Project Type: Application - Configuration: default

G Device
| 0 g ATSAMDIIG1BA
@ 4 Checksun: Blank, no code loaded

B CRC32: Hex file unavailable
Packs
& SAMDZ1_DFF (3.6.144)

= Compiler Toalehain

Y KC32 (wd B0) [C:\Program Filesthicrachiploc 324 Bbin
'ﬁh Production Image: Optimization: gee 00

'ﬁ’ Device support information: $AMD21_DFP (3.6.144)

'ﬁh License: Workstation - cpp - HP4:6609 day(s) - Press for &
(53 Memony

P BB Teana Sirmbale dicahlad Clirl o anahla T nad Sumhale

@)
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Harmony Bootloader - UART Bootloader Configurator

Configure SERCOM PADs at Pin Table

£4 Pin Settings - Editar - O
Pin Settings  x ED|R|E
Onder: | Pats v | TableView | [A Eesy View

fﬁusmher Pin ID Cuztom Name Funetion Mode Drivec tiom Latch Pollllp  Poll Down  Drive Strength
21 PA12 Available Drigital High Impedance Lo O | NORMAL
22 PA13 Available Diigital High Impedance Low O [l NORMAL
23 PA14 BT1 GPIO Digital In Lo O O MNORMAL
24 PA1S BT2 GPID Digital || In Low O ] | normaL
25 PA1E Available Digital High Impedance Lo O | NORMAL
20 PAL7 LEDS GPIO Digital Qut Low MORMAL
27 PA13 Available Digital High Impedance Loy O O NORMAL
23 PA19 Available Diigital High Impedance Lo O | NORMAL
29 PAZ20 LED1 GPIO Digital Out Low MORMAL
30 PAZ1 LEDZ GPIO Digital Qut Lo MORMAL
3 PAZ2 Available Drigital High Impedance Lo O | NORMAL
=6 PRt Avaiabie izt Highimpedance == O | NORMAL
37 PB22 UARTS_TX SERCOMS_PADZ Digital || High Impedance nfs O O | NORMAL
33 PB23 LARTS_RX SERCOMS_PAD3 Digital || High Impedance nfa O 0 NORMAL
5 CGNOANA Tlizital Linh Tmnadancs T NORMAL
[ VDDANA Digital High Impedance Lo NORMAL
17 VDDIO Digital || High Impedance Lo NORMAL
13 GMNDIO Dhgital High Impedance Lo MORMAL
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UART Bootloader API

API functions in bootloader_common.c

bootloader_Tasks( ) Starts bootloader execution.

bootloader_Trigger( ) Checks if Bootloader has to be executed at startup.
bootloader GetVersion( ) Returns the current bootloader version.
run_Application() Runs the programmed application at startup.

bootloader_ProgramFlashBankSelect( )
Selects Appropriate Program Flash Bank after reset.
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€ Lab7 UART Bootloader
Initialize
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% Lab7 UART Bootloader Initialize

* At this lab, we try to getting started with UART Bootloader.

 Add UART Bootloader in MHC and assign parameters and application start address.
* Implement suitable bootloader trigger method use to trigger Bootloader.

* Implement an LEDs status to indicate Bootloader enter or not.

* Try to use python script to upload “DemoApplication” firmware to APP045 EVB via
UART based on UART Bootloader.

°Let’s go !
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Memory Layout for ATSAMD?21

* This figure shows the memory layout of the ATSAMD21x18A,

which features 256 KB of Flash and 32 KB of SRAM within a 4 GB addressable space.

Flash, 0x00000000 - 0x0003FFFF 256KB
SRAM, 0x20000000 - 0x20007FFFF, 32KB

0x00000000
0x00000000

0x20000000 0x00000800 |

0x20008000
Undefined
0x40000000

R
=

Peripherals ;
0x20000000 |

0x20000010

0x43000000
Reserved

0x60000000

Undefined
0x60000200

Reserved 0x20008000

0xE0000000

OXFFFFFFFF
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Memory Re-Arrangement for Bootloader arsamp21 as an example

* In a typical application, the entire memory space is dedicated to the application itself.

* When a bootloader is present, part of the Flash and SRAM needs to be allocated for
the bootloader.

* In UART Bootloader Application, Bootloader occupies the first 0x800 bytes of flash and
reserve the first 16 Bytes of SRAM for bootloader trigger by Application.

0x00000000 ¢

0x20000000 |

0x20008000

Memory Layout

Classic Re-Arrangement
Application for Bootloader

0x00000000 0x00000000
Bootloader
User Application 0x00000800
User Application

0x20000000 0x20000000

0x20000010

0x20008000 0x20008000
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Memory Re-Arrangement for Bootloader cont. arsavpz1 as an example

 Set two independent linker scripts (*./d),
one for the Bootloader and one for the Application to define their memory allocations.

* In the linker scripts,
reserved separately for the Bootloader and the Application.

Bootloader
Bootloader Linker Script for Bootloader
MEMORY Application
rom (LRX) : ORIGIN = ©x00, LENGTH = ©x800 ]
ram (WX!R) : ORIGIN = ©x20000010, LENGTH = OX7FFO

LUl Ly YYvousuduou . UNLULIN = JYAUUOUSUUU, LCINUITT — YAS

config 00804004 : ORIGIN = 0Ox00804004, LENGTH = Ox4 User Application

}

Linker Script for Application
MEMORY

{
rom (LRX) : ORIGIN = Ox800, LENGTH = ©x3F800
Pam—§WX!R) : ORIGIN = 0x20000010, LENGTH = Ox7FF0

IIIIII 6 VU oOouUTuUuv . VindL U4iN - UAUVUUOUTTUUU NG - UAST

config 00804004 : ORIGIN = Ox00804004, LENGTH = 0Ox4
}
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Link Script for ATSAMD21x18A

* In MCC Harmony project, apply preprocessor definition to dynamic management
linker script.

The corresponding file will be generated ——
after press “generate” button at MHC depend on your setting. for Bootloader

0x00000000

* For Bootloader (optionai), OX00000800 Bootloader
-DROM_ORIGIN = 0x00000000, -DROM_LEHGTH = 0x800 User Application
-DRAM_ORIGIN = 0x20000010, -DRAM_LEHGTH = 0x7FF0

* For User Application,

0x20000000

-DROM_ORIGIN = 0x00000800, -DROM_LEHGTH = Ox3F800 0x20000010
-DRAM_ORIGIN = 0x20000010, -DRAM_LEHGTH = Ox7FF0

0x20008000

* These definitions are applied in the linker script,
and during the linking process,
they ensure that the program code and data are in the designated memory areas.
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%€ Lab7 UART Bootloader Initialize

* Create a new project and add UART Bootloader and SERCOMS5 in MHC.

B MPLAB X IDE v6.25 - LabT_UART_Bootloader_Initialize : default - ] X

File Edit View Navigate Source Refactor Production Debug Tesm Tools Window Help Search (CEHI)

] & D@ o v“@‘b"%ﬁ'@'@-@-%’-z‘,@@ How do 17 o
Progsts | Fikes | Rowuree MCC] x| S| Kit Window x| StrtPage x| [7) ATSAMD21GIBAM x| MPLABY Store x| Wjmaine x| Mmeine x| ProjectGraph x| LMEO[c ion, Options | =
MECvsS2 X OREEME §| |Phen o] ofies |Mein v View: [Reot J|EE

Project Resourc..._Gener. || Impo.. || B ‘2” @ = USRT Bootloader

v Libraries CMSIS Pack Device Family Pack (DFP) - Bootloader Peripheral Used SERCOM5_USART

¥ Hammony * ootloader VM Memary Used NYMCTRL
Bootloader - Bootloader Size (Bytes) 2048
£ UART Bootloader & Enable Bootloader Trigger From Firmurare a

Packs NVMCTRL UART Bootloader i “-Number Of Bytes To Reserve From Start Of RaM 16

¥ Peripherals el ey Bootloader i Enable Fuse Programming (@]

MEMORY (NVM) :

» DSU - Enable Watchdog Refresh If Enabled Through FUSE ([
> EVSYS ‘ SERCOMS UART
» _NVMCTRL Peripharal Library

UART

SERCOMS

Device Resources ‘ % Content Manager

v Libraries

» & Harmony

oolloader_nitializc - Dashboard * | Navigator | =
74 Lab7_UART Boofloader_Initislize
%5 Project Type: Application - Configuration: default

%
EEE 7 g Dovine
|

- @ ATSAMDIIGIBA
4 Checksum: Blank, no code Iosded
7 CRC32: Dx06F3056E
g Packs
@ SAMDZL_DFF (36.144)
g CMSIS (5.40)
&% Compiler Toolchsin
L KC33 (4 60) [C¥Program Filesiiorehipba32ivd 60bin
% Broduction Image: Optinizstion: gec 02 g+ 01
% Device suppotinformation: SAMD21_DFP (35.144)
G Lisense: Workstetion - cpp - HPABEDS day(s) - Press for
. Linker Reserved Program: 2048 - Used 1643 80.5% Fiee ¢

@) 11 |13

@ MICROCHIP



%€ Lab7 UART Bootloader Initialize

* Set “Bootloader Size (Bytes)” to 2048.

a MPLAB X IDE v6.25 - LabT_UART_Bootloader_Initialize : default

File Edit View Navigate Source Refactor Production Debug Tesm Tools Window Help

= o x

G Search (Cultly

i B H@E x E-H-BP-R-RQOR P -2 Howda I7 oY

Progcts | Files | Resource Management [MCC] | 2| Kit Window x| StrtPage x| [} ATSAMD21GIBAM. x| MPLABY Store x| [Wjmaine x| Mmeine x| PrjectGraph x| LMEO[c ion, Options | =
ML va52 XCHEEE | [P | o] Pofies [Main “] View: |Root BIEE

Project Resourc..._Gener || mpo.. | B ‘2” @ || =uarT Botinader

¥ Libraries CMSIS Pack Device Family Pack (DFP)

¥ Harmony
v Bootloader
£ UART Bootloader
» Packs NVMCTRL UART Bootloader

» Peripherals Paripheral Library

v System = - MEMORY (NVM)

-
@ = system SERCOMS

Peripheral Library
UART

Device Resources ‘ % Content Manager

v Libraries

» & Harmony

oolloader_nitializc - Dashboard * | Navigator | =
74 Lab7_UART Boofloader_Initislize
%5 Project Type: Application - Configuration: default

%
EEE 7 g Dovine
|

- @ ATSAMDIIGIBA
4 Checksum: Blank, no code Iosded
7 CRC32: Dx06F3056E
g Packs
@ SAMDZL_DFF (36.144)
g CMSIS (5.40)
&% Compiler Toolchsin
L KC33 (4 60) [C¥Program Filesiiorehipba32ivd 60bin
% Broduction Image: Optinizstion: gec 02 g+ 01
% Device suppotinformation: SAMD21_DFP (35.144)
G Lisense: Workstetion - cpp - HPABEDS day(s) - Press for
. Linker Reserved Program: 2048 - Used 1643 80.5% Fiee ¢

+ Bootloader Peripheral Used
- Bootloader NVM Memory Used
i ootloader Size (Bytes)

SERCOMS_USART

B Enable Bootloader Trigaer From Firmuare a
e BT To e T re-TroTT St —
i Enable Fuse Programming O

*Enable Watchdog Refresh If Enabled Through FUSE ()

@) 11 |13
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%€ Lab7 UART Bootloader Initialize

* Check “Enable Bootloader Trigger From Firmware” and Reserve 16 bytes RAM.

B MPLAB X IDE v6.25 - LabT_UART_Bootloader_Initialize : default - ] X

File Edit View Navigate Source Refactor Production Debug Tesm Tools Window Help Search (CEHI)

= = o
TS D@ e JE-R-BD-R R OR Oy 208 How do 17 oY
Projets | Files | Rosource Management [MCC] | 2| Kit Window x| StrtPage x| [} ATSAMD21GIBAM. x| MPLABY Store x| [Wjmaine x| Mmeine x| PrjectGraph x| EMEO[e ion Options | =
MCCv55.2 X OREEME §| |Phen = Brofiles: | Msin = Yiew: [Roat ML
Project Resourc,..[ Gener- || impo_. | te. [ @ [@ = USRT Bootloader
¥ Libraries CMSIS Pack Device Family Pack (DFP) + Bootloader Peripheral Used SERCOMS_UFART
¥ Harmony H N NTMCTEL
v Bootloader - Bootloader Size (Bytes) 2048
£ UART Bootloader & Enable Bootloader Trigger From Firmurare a
» Packs NVMCTRL LT Hrpi Tl “-Number Of Bytes To Reserve From Start Of RaM |18
» Periphersls Peripheral Library i Enable Fuse Programmin
. = > MEMORY (NVM) : 2 = s
ystem ~ Enable vyatchdog Refresh [T Enabled Through FUSE ()
-
@ = sytem SERCOMS
Peripheral Library
UART
Device Resources ‘ (% Content Manager
v Libraries

» & Harmony

oolloader_nitializc - Dashboard * | Navigator | =
74 Lab7_UART Boofloader_Initislize
%5 Project Type: Application - Configuration: default

%
EEE 7 g Dovine
|

‘ ATSAMD2IGISA
4 Checksurn: Blank, no code loaded.

©. @ SAMDIL_DFF (36.144)
L@ CMEIS (540
% Compiler Toolshein
L5 RC32 (4.60) [C4Frogram FlssiMicrochipbe 3244 601k
7 Production Image: Optisization: gre OZ gh+ 01
L% Device supportinformation: SAMD21_DFP (35.144)
i Liense: Workststion - cpp - HPASES day(s) - Press for
inker Reserved Program: 2048 - Used 1648 80 5% Free ¢

@) 11 |13
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%€ Lab7 UART Bootloader Initialize

» Set Application Start Address (Hex) is 800.

54 MPLAB X IDE v6.25 - Lab7_UART Bootloader Initialize : default - o x
File Edit View Navigate Source Refactor Production Debug Tesm Tools Window Help Search (CEHI)
PEES DE e EH B DL LRR QY D mer 2
Progets | Files | Resource Management [MCC] | 2 || KitWindow x| StrtPage x| [ ATSAMD2IGIBAM x| 9 MPLAB X Store x| (%)maine x| @ msine x| ProjectGrph x| {EO(c Oplions x | 5]
MECvaS2 X|CHEEE 4| e s o] Pofies [Main “] View: |Root C|EE
Project Resourc..._Gener. | Impo.. || &xp. ‘2” @ = System
v Libraries ' System | [=1-Device & Project Configuration

¥ Harmony
¥ Bootloader
= UART Bootloader

b Packs NVMCTRL UART Bootloader
¥ Peripherals Peripharal Library Bootloader
» DsU MEMORY MEMORY (NVM)
» EVSYS ‘ UART
SERCOMS5
> NVMCTRL Peripheral Library
v SERCOM UART
@ = sercOMS
¥ System
@ = system
Device Resources ‘ % Content Manager
v Libraries

» & Harmony

oolloader_nitializc - Dashboard * | Navigator | =
23 |7 Lab7_DART Boolosder_lniflize

® %5 Project Type: Application - Configuration: default
=

-Gl Dewice
- ATSAMDIIG 184

CRC32: 0:96F3056E
g Packs
@ SAMDZL_DFF (36.144)
g CMSIS (5.40)
&% Compiler Toolchsin
L KC33 o4 60) [C¥Program Filesiiorchipba32ivd 60bin
% Brodustion Image: Optimization: gc 02 g+ 01
% Device support informstion: SAMD21_DFP (3.6.144)
G License: Workstetion - cpp - HPASEDS day(s) - Press for
*. 8 Linker Reserved Program: 2048 - Used 1643 80.5% Fiee ¢

-

-
=3

E-ATSAMD21G18A Device Configuration

E-Project Configuration

Mote: Set Device Configuration Bits via Programming Tool

Security Dissble (Code Protection Disabled)

Generate Fuse Gettings @

Generate C++ Project (@]
Generate Main Source File 0
Generate System Source Files 8
Tool Chain Selections
- Compiler

- Add linker file to project O
= ¥C32 Global Options

= Linker

\_ A

& Gereral
= Symbaols & Macros
- Application Start Address (Hex)
B KEIL Global Options
MISRAC: 201

Parts
Clock

Cortex-MO+ Configuration

DD Brown-Out Detector (BOD33) Configuration
Interrupts (NVIC)
DM2 [DMAC)

@) 11 |13
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%€ Lab7 UART Bootloader Initialize

e Connect SERCOMS5 with UART Bootloader and Set 10 mapping.

ﬂ WPLAB X IDE v6.25 - Lab7_UART_Bootloader_Initialize : default

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help ‘Q'

)

How do1? N

ol D Q@ [t JEE-BE-P-L-RUR OO0

Puogcts | Fikes | Clases | Resource IMOCT x| & |[ StatPage x| Kit Window = |9 MPLAB X St x| ProjectGraph x| [417+] (=) (@ | Configuration Options * |
MCCv5.52 WS M E WS RS s | ] Peles Mein o] Views [Reot o |5
Project Resourc... | Gener.. || Impo.. || Exp.. |£‘ ‘@ E+SERCOMS
¥ Libraries = Select SERCOM Operation Mode  USART with internal Clock
¥ Harmony -Operating Mode Blocking mode ~
¥ Bootloader -Receive Enahle
= UART Bootloader ~Transmit Enable
» Packs NVMCTRL UART Bootloader -Frame Format USART frame
¥ Peripherals i My Sactieader -~-Baud Rate in Hz 115200 2
» DsU ‘ ERRT(IEY -Use fractional haud? [
> EVSYS SERCOM5 UART bRk ekt | EART Clock source value is low for the desired baud ratg *# ¥+ ks
¥ NVMCTRL Paripheral Library ~parity Mode NoPaiity o
A SEC?*I = e Character Size 8 Bifs
SLop Bt Mode Ttz wlp Bl
@ & SErcOMS Receive Pinout SERCOM PAD[3] is veed for date reception ~
a Pin Settings - Editor Transmit Pinout PAD[2] = T=D; PAD[3] = XCK
Enahle Run in Standhy ]
v Table View Easy View
;‘i‘mber Pin ID Custom Narme Function Mode Direction Latch PullUp  Pull Down  Drive Strength
21 | . pai | ayaizha o Tl Trichmoedance o Tow L 1 | 1 [woemar o
22 / PA13 Available ~ Diigital High Impedance Low O O MORMAL
3 PA14 BTL GPID ~| Digil || m | Low O ] | moRMAL
24 PA15 BT2 GPIO v | Digial n v | Low [l O NORMAL ~ ~
25 PA16 Available ~ Digital High Impedance Low 1 J MORMAL  ~
i) PAL17 LED3 GPIO e Digital QOut ~ Low MORMAL  «
27 PA13 Available w Digital High Impedance Low O O MORMAL  ~
3 PA19 Available ~ | Digital High Impedance ~ |  Low 1 J MORMAL  ~
29 PAZD LED1 GPIO w | Digiwl Out w|  Low MORMAL
30 PAZ1 LED2 GPIO ~ Diigital Qut ~ Low MORMAL  ~
31 PA22 Available ~ Digital High Impedance Low O O MORMAL
20 PB11 Available ~ | Digital High Impedance ~ |  Low O O MORMAL
37 FB22 UARTS5_TX SERCOMS_PADZ Diigital High Impedance néa O O MNORMAL ~ +
33 PB23 UARTS_RX SERCOMS_PAD3 ~ Digital High Impedance nia O O MORMAL  ~
[ VDDANA Digital High Impedance Low MNORMAL a
17 VDDIO Diigital High Impedance Low MORMAL @)
18 GHDIO Diigital High Mﬂc& Low MORMAL v

@ MICROCHIP



%€ Lab7 UART Bootloader Initialize

* Configure DFLL48M as Close loop as source of main clock

Oscillators Controller GCLK Generator 0
& MHz Internal 1 O5CEM o 1}
. — - s
Oscillator @ oMz GCLE_IN[O]
1
FREQy " GCLEL Main Clock
OSCULP3K

GCLKD o
o8I > #1 = +1 CPU

X0SC — 4B Mz 43 Mz
XIN X OH XOSC22K I [
5,000,000 B c:vaOsciaHtor@—o o ; ovi ™

O

FOPL O
Fractional Digital Phase Locked Loop (FDPLL) g
v @ C
NOSCIZK o S —
GCLK Generater 1 Peripharal Clack Selection
GOLK_DPLL FOPLL
v _D, 1 - e GELKO

GCLK_NGL] GCLK1

. 0 0 CULPE X2
| 05C32¢ e GOLKY GCLKS SYS RL
- H oo o GCLKO
vy ] GCLKS DFLL 48M
. \

F
I
®
@
g

A 4

©c o : M e L Peripheral Clock
Clotk B0 GCLKT Configuration
Source Digital Frequency Locked Loop (DFLL 48MAz)

GCLK_DFLL, GCLKE

S Y o LA Calibration

[ o | o DFLL
48 Mz
GCLK Generator x - ) K et Outonst
—4 z A SYSCTRL =
GLL_ING2] GCLE 4 .
o C | e | | T - XOSC32K

32 KHz Oscillators Controller XOSCI2K
x
" —_— - e
32K High Accuracy Internal O5C32¢ =M 0D a
on o

Oscilacor I Multiplexer O

@

32K Ultra Low Power Internal OSCLRPR

Oscillator EEET @ ¢ GCLK_PERIPHERAL
o2 e L lxosaax,

32K Crystal Oscillator 32.768 kiz
%0

DFLL48M Reference
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% Lab7 UART Bootloader Initialize

* Confirm Preprocessor Definition

- -
a Project Properties - Lab7_UART_Bootloader_Initialize X
Categories: ;
o General Options for 2032-1d {4 60)
- @ File Inelusion/Ewension Option categgrie;[ pambols & Macros v ] Resst
= ©  Conf: [default
, o PEOB nano Linker symbols |
# @ Loading Preprocesior macro definitions ROM_ORIGIN=0x00:DRCOM_LEHG TH=0xA00R0M | |
v O Libasis hols Keep all
‘e @ Euilding Sl i |
B @ XC32 (Global Optinns)
L
m Preprocessor macro definitions X |
Additional options: N Destroy Down Up
Option Deseription  (tenerated Command Line  User Comments ROM ORIGIN=0x0
Add linker macroz. . Usage: -Dinacmo
ROM_LEHG TH=0x800
RAM_ORIGIN=0x20000010
e | |RAM_LEHG TH=0x7FF0

Cancel Apply Unlock ‘

QK Cancel
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%€ Lab7 UART Bootloader Initialize

* Code Implementation state

Implement Bootloader Trigger method
TODO 7.01

v

Implement UART bootloader Task
TODO 7.02

v

Set the LED status to indicate Bootloader mode
TODO 7.03
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% Lab7 UART Bootloader Initialize

* Implement below function at main.c

// TODO 7.e1
#define BTL_TRIGGER_PATTERN (©x5048434DUL)
static uint32_t *ramStart = (uint32_t *)BTL_TRIGGER_RAM_START;

bool bootloader_Trigger(void)
uint32_t i;

for (i = 0; i < 2000; i++)
asm("nop");

if (BT1_Get() == 0)
return true;

if (BTL_TRIGGER_PATTERN == ramStart[@] &% BTL_TRIGGER_PATTERN == ramStart[1] &&
BTL_TRIGGER_PATTERN == ramStart[2] && BTL_TRIGGER_PATTERN == ramStart[3])

{
ramStart[0] = ©;
ramStart[1] = ©;
ramStart[2] = ©;
ramStart[3] = 0©;
return true;

}

return false;

c\ MICROCHIP



% Lab7 UART Bootloader Initialize

* Implement below function at main.c

int main ( void )

/* Initialize all modules */
SYS Initialize ( NULL );

// TODO 7.03
LED1_Set();
LED2_Set();
LED3_Set();
while ( true )

/* Maintain state machines of all polled MPLAB Harmony modules. */
SYS Tasks ( );

// TODO 7.02
bootloader_UART_Tasks();

}

/* Execution should not come here during normal operation */

return ( EXIT_FAILURE );
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% Lab7 UART Bootloader Initialize

* Enter Bootloader mode automatically, because application invalid, after programming
firmware.
* LED1 to 3 keep light to indicate Bootloader mode currently.

* Run btl_host.bat from the command line to perform a firmware update.

Btl Host.bat Lab7_DemoApplication 4

Lab7 DemoApplication.bin is the firmware built for use with the Bootloader,
relocated to 0x800.

@ ERFITE - Bil Hostbat L X + ~

C:\>cd Exercises
C:\Exercises>Btl_Host.bat Lab7_DemoApplication 4

C:\Exercises>btl_host.py -v —-i COMU -d samd2x -a ©x800 —f c:\Exercises\Lab7_DemoApplication\Lab7_DemoApplication.X\dist\
default\production\Lab7_DemoApplication.X.production.bin

Reading Bootloader Version
Bootloader version : v3.7

Unlocking

Programming: | [[ITEEEEEEEERRTCEEEEREERRRCEEERRPEERREEEEFERTEETTTT 100.0% Complete
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Application
Re-Arrangement

@ MICROCHIP



Flash Re-Arrangement

* The UART bootloader occupies the first 0x800 bytes of flash; to preserve this region,

the application must start at 0x800.

* For the Application start, you must set “Application Start Address (Hex)” under
SYSTEM module in MHC let Bootloader know that how to handoff control to
Application.

Application @ x

Configuration Options >

0x00000000 - =
| X B System
onfi = — =-Device & Project Configuration
0x00000800 i""l‘L”’-'“"" — - ATSAMDZ1G 184 Devica Configuration
I S Project Configuration
= UART Bootioader — - i-Generate C++ Project O
User Application i Bootloader Peripheral Used e Bh-Generate Main Source File a
Bootloader NVM Memory Used ;E;;[ETRL Generate System Source Files @
Bootloader Size (Bytes) Et-Tool Chain Selections
--Enable Bootloader Trigger From Firmware 2 Compiler HC3Z o
Number Of Bytes To Reserve From Start Of Ram 16 - add linkr fils to project @
Enable Fuse Programming O B X(C32 Global Options
Enable Watchdog Refresh If Enabled Through FUSE () El-Linker
l --G eeeee |
0X20000000 | é-Ey’mans & Macros
Application Start Address (Hew) 800
- KEIL Global Options
BF-MISRA-C:2012

- Cortex-MO+ Configuration

- Ports

7 Clock

+-W0D Brown-Qut Detector (ROD33) Configuration

0x20008000

f-DMA (DMAC)

[
[
[
[
E-Interrupts (MVIC)
[
[
[

- DT
- BAC
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SRAM Re-Arrangement

* For SRAM reserved, need manually define. Two method to do it.

* At Linker symbols,

ROM_ORIGIN=0x8600
ROM_LEHGTH=0x3F800
RAM_ORIGIN=0x20000010
RAM_LEHGTH=0x7FF0O

* At Additional optional,

-DRAM_ORIGIN=0x20000010, -DRAM_LEHGTH=0x7FF0

Application

0x00000000

0x00000800

0x20000010

0x20008000

a Preprocessor macro definiticns >

Drestroy Diown Tp

| ROM_ORIGIN=I=300

LUMTLERT TSNS
EAM_ORIGIN=(:20000010
RiM_LEHG TH=0x7FFD

[4)4 Caneel

¥ Project Properties - Lab7 DemoApplication
|

| Catsgoriss:

@ Cenersl
@ File Inclusion/Exclusion
| = 2 Conf: [defaull]
@ Loading

@ Libraries
@ Building
B @ HC32 (Global Options)
e weiles
e @ xe30gme
@ WEFoghe
@ w32
@ ww3ier
e © Analysis

Options for xe32-14 (+4.60)

Option categories: | Smbols & Mactos

x|

Additionsl options: -DRAM_LEHG TH=0:7FF0,-DRAM_ORIGIN=0:20000010 ]

Manage Contigurstion

Upuon Descrpuon (renerated Corumand Line  User Comments

Add linker macros. . Usage: -Dimacro

Manage Network Tools...

Caneel Apply Unlock

Help
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* Lab8 Demo Application
Relocation
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* Lab8 Demo Application Relocation

* At this lab, we try to relocation and setting suitable parameter
to fit UART Bootloader needs.

* Bypass Fuse via SYSTEM module in MHC.
* To set flash offset and a reserved SRAM location.

* Set command line at “Execute After Build”
generate a binary (.bin) file automatically after compilation.

eLet’s go !
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* Lab8 Demo Application Relocation

* Uncheck “Generate Fuse Settings” to bypass & set “Application Start Address”

MPLAB X IDE v6.25 - LabT_DemoApplication : default — O X
PP
File Edit View Mavigate Source Refactor Production Debug Team Toals Window Hel Q. Fearch (Chl+l}
g g P
: . | E E - =
FEAES D@ M JE-B-B-P-R-R-UB U ew-208 o~ |
Projects | Files | Services | Clases | Resource = x| B[ ProjectGraph x| [« +](=] ()| Configuration Options x| =
MCCv5.5.2 x|E BEEE 4 |EI‘ Fl e [ o Profiles. | Main View: [Reat - ||2 3 |
Project Reso... [Gene.. )| mp || & [@][@ E-System ‘
¥ Libraries NVMCTRL Device Family P DFP) EF E:evice 2 Project Configuration
b Harmony Peripheral Library E-ATSAMD21G184 Device Canfiguration
¥ System MEMORY . Mote: Set Deuire Confinurating Bits via Programrming Tool
@ = system SERCOM4 - Security Disable || ode Pro Disabled)
Peripheral L;z, ‘ _ Generate Fuse Settings [
= Ei--PrDjet:t Configuratinn
Pariphersl Library Se -Generate C++ Project O
UART #-Generate Main Source File []
- Generate System Source Files @
X e . =+Toal Chain Selections
Peripheral Library Compiler TER
Add linker file to project @
SERCOMS %32 Global Options
Device Resources | Q Content Manager el L;I;;ry =-Linker
¥ Libraries - General
» = Harmony == F Symbols & Macros
UART “-application Start Address (Hex) (800
KEIL\Glohal Ontinns
Lab7_DemoApplication - Dashboard = | Navigator | = ey B MISRACTE LD
2z 7g Lab7_DemoApplication X
-9 Projest Type: Applisation - Configuation: default ADC B Cortex-MO+ Configuration
e G Device - Ports
= g ATSAMD21HBA e B Clock
. Checksum: Blank, no code Inaded R R
@ EB CRC32: D461 7B DD Brown-Out Detector (BOD33) Configuration
5@l Packs ™R - Interrupts (NVIC)
L@ SAMD2L_DFP (3.6.144) - DMA& (DMAC)
&5 CMRIE (5.8.0) G- WDT
5 Compiler Toolchain
G EC32 (v 60 [P rogearn FilesMicrochiphes 32w B Pl
- ':E Produection Image: Optimization: gec 01 g++ 01

'ﬁ' Device support information: SAMD21_DFP (3.6.14
- D& License: Workstation - cpp - HPA:6608 daw(s) - Pre
- Memony
=1 (G Data. 32,768 (0:8000) bytes

ata [Tsed: 1,626 (6540 Free: 31,142 (0794
(=759 Progrem 262,149 [heA0000) bytes

@ |
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* Lab8 Demo Application Relocation

* Reserved SRAM location & Confirm Preprocessor Definition

a Project Properties - Lab7_DemoApplication X |
: Categories: ;
o General Options for 2032-1d {4 60)
- @ File Inelusion/Ewension Opﬁgncateggrie:[ Symbols & Macros - ] Resst
| = ©  Conf: [default
i , o Loading Linker symbols |
@ Libraries Preprocesior macro definitions ROM_ORIGIN=0xA00:ROM_LENG TH=x3Fa00-R AN |
;v @ Builing hols Keep all
B @ XC32 (Flobal Optinns) b i T |
e 0 a3l-as |
e O weFd-gue i
e O wpRl-ght
et ﬁ Preprocessor macro definitions >
Additions] options: | Destroy Down p
Option Description  Generated Command Line  User Comments EoOM ORIGIN==R00
Add linker macroz. . Usage: -Dinacmo
EOM_LENGTH=:3F300
Ead_ORIGIN={>20000010
e RiM_LEHG TH=0x7FFD

Cancel Apply Unlock

|

QK Cancel
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a Project Properties - Lab7_DemoApplication

* Lab8 Demo Application Relocation Alternative

* Reserved SRAM location & Confirm Preprocessor Definition

X |
: Categories: ) I
C— Options for 2032-1d {4 60)
- @ File Inelusion/Ewension Option categgrie:[ pambols & Macros v ] Resst
| B ©  Conf: [default
i , o Loading Linker symbols
= @ Libraries Preprocessor macro definitions ROM_ORIGIN=0x200R0M_LENG TH={x3Fa00F.AM I
o @ Builling
hol: Keepall w
5 o EC32 (Globel Options) e e
e @ wp3E-as
e O weFd-gue |
e O wpRl-ght
N N ﬁ Preprocessor macre definitions >
Additional optimE; DRAM_LEHG TH=0x7FFD,-DEAM_ORIGIN=0:20000010 ] 1 Destroy Diowm Up
Option Description  Generated Command Line  User Comments EoOM ORIGIN==R00
Add linker macroz. . Usage: -Dinacmo
EOM_LENGTH=:3F300
Manage Configurations...
Manage Network Tools..
Canel Apply Unlock
|

QK Cancel
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* Lab8 Demo Application Relocation

* Check “Execute After Build” ” & set command line

${MP_CC_DIR}/xc32-objcopy -I ihex -O binary ${DISTDIR}/${PROJECTNAME}.${IMAGE_TYPE}.hex ${DISTDIR}/${PROJECTNAME}.${IMAGE_TYPE}.bin |

a Project Properties - Lab7_DemoApplication *
Categonies: _ ) S _
O Ceneml Configuration type: | application [] Use "clean" target from the Makefile

- File Inclusion/Esclusion
B @ Conf: [default

Pre and post step operations: Note: commands are un from the project directory (ProjectDir macro below)

, o Losding [ Execute this line hefore buid
- @ Libraries
i @ Building
M Wal
= @ EC32 [Global Options) e "
i@ wlas Insert Macro
i o we32-goo ShExtension .bat (.
lllll o T latt Device ATSAMD21G1EL I
5 I i ProjectDir "C:\Exercises\Lab7_DemoApplication'Lab7_ Demolppl |
| ..... W -
' ----- @ we3Z-ar ' I
! e O malysis @ E:cecute this line after build
-0 binary ${DISTDIE L EER IMAGE_TYPE}. STDIR VW {PROIECTNAME} ${IMAGE_T¥FE} bin

Lnzert Macmo
| ShExtension .bat |
| Device ATSAMD21G1lEn
ProjectDir "C:\Exercises\Lab7_DemoApplicationiLab7_Demoippl
Options affecting hex fils:
- _ [ Insert unprotected checksum tn vser [0 memory [] Marmalize hex file
Manage Configurations. ..
Manage Network Tools...

Ceancel Lpply Tnlock Help
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* Lab8 Demo Application Relocation

* Code Implementation state

Implement Bootloader Trigger method
TODO 8.01 - 8.02
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* Lab8 Demo Application Relocation

* Implement below function at main.c

// TODO 8.01
#define BL_REQUEST (0x5048434DU)
#tdefine BL_REQUEST_LEN (16)

#define BTL_TRIGGER_RAM_START 0x20000000U
static uint32_t *ramStart = (uint32_t *) BTL_TRIGGER_RAM_START;

int main(void)

/* Initialize all modules */
SYS Initialize(NULL);

while (true)

7/ TODO 8.02
if (1BT2_Get())
{

OLED_nCS_Clear();

OLED_RS_Clear();

memset(LCM_Blank, 0, 1024);

LCM_DrawBitmap(@, @, LCM_WIDTH, LCM_HEIGHT, LCM_Blank);
sprintf((char *) USARTRTxBuffer, "Bootloader Trigger");
LCM_DrawString(@, @, (char *) USARTRTxBuffer);

ramStart[@] = BL_REQUEST;
ramStart[1] = BL_REQUEST;
ramStart[2] = BL_REQUEST;
ramStart[3] = BL_REQUEST;

NVIC_SystemReset();
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* Lab8 Demo Application Relocation

* Enter Bootloader mode via hold the BT1 & pressed Reset.
* Run btl_host.bat from the command line to perform a firmware update.

Btl Host.bat Lab7 DemoApplication 4

* You could trigger bootloader mode via pressed BT2, after new firmware updated.

C:\Exercises> btl_host.py -v —i COMU -d samd2x —a ©x800 —f c:\Exercises\Lab8_ DemoApplication\Lab8_DemoApplication.X\dist\
default\production\Lab8_DemoApplication.X.production.bin

Reading Bootloader Version
Bootloader version : v3.7

Unlocking

Programming: | [[ITEEEEEEEERRTCEEEEREERRRCEEERRPEERREEEEFERTEETTTT 100.0% Complete
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Firmware Combine
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* Lab9 Bootloader Application Combine

* At this lab, we try to combine two firmware at a one. It more useful for factory
firmware programming.

* The new one contains both firmware Bootloader and Application.

* Open Bootloader project firstly
and load Application project via “loading” setting in Project Properties.

eLet’s go !
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* Lab9 Bootloader Application Combine

* load Application project via “loading” setting in Project Properties

ﬁ Project Properties - Lab9 BTL_APP_Combine X
Cate gomies:
e & Ceneral (] Load symbols when programiming or building for production (slows process)
v @ File Inchusion/Exclosion — Load this hex tile insteed. of distdetaultiprodurtionLab3_BTL_APP_Combine X production hex o1
Confl: [delault — distdefavlt/productionTabS_BTL_AFF_Combine ¥ production unified hex (merged with extra loadables)
Extra loadables:
2 5 [ — . | f
- o Building Ldgl.oadable Project. .
o HC32 (Flobal Cptions) $ padable File. .
e O 32
b @ wm3T-gre Duplicate
' """ O xeilgh Remove
e @ e -1
e @ p32-ar Up
e @ Amalysis
Diown

Manage Configurations...

1 Manage Network Tools.

. Cameel Apply Unlock Help
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* Lab9 Bootloader Application Combine

* The result same as lab8.

* But,
Bootloader and Application programming together
without via bootloader host (btl_host.py)
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USB Device HID Bootloader
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USB Device HID Bootloader

* Supported on Cortex-M based MCUs, MIPS based MCUs and MPUs
e.g., ATSAMD21G18A (APP045 EVB), PIC32CX10255G41128 (APP055 EVB), etc.

* Based on MCC Harmony USB Device HID driver to communicate.

* Takes Normalized Hex File as input

* Uses UBHA (Unified Bootloader Host Application)
to receive the hex (*HEX) file from Host PC.

* Supports Live update.
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USB Device HID Bootloader

* Below flowchart routine shows how to switch between the USB Device HID
Bootloader and the Application at startup.

void _ attribute__ ((noinline, section(".romfunc.Reset_Handler"))) Reset_Handler(void)

{

#tdefine BTL_TRIGGER_PATTERN (©x5048434DUL) register uint32_t count;

static uint32_t *ramStart = (uint32_t *)BTL_TRIGGER_RAM_START; uint32_t *pSrc, *pDst;
uintptr_t src, dst;

bool bootloader Trigger(void)
src = (uintptr_t)& etext;

uint32_t i; pSrc = (uint32_t *)src; /* flash functions start after .text */

dst = (uintptr_t)&_ sdata;
pDst = (uint32_t *)dst; /* boundaries of .data area to init */

/* Check for Magic Number */ /* Init .data */

if (BTL_TRIGGER_PATTERN == ramStart[0] && R for (count = @QU; count < (((uint32_t)& edata - (uint32_t)dst) / 4U); count++)
BTL_TRIGGER_PATTERN == ramStart[1] && eset pDst[count] = pSrc[count];
BTL_TRIGGER_PATTERN == ramStart[2] &&
BTL_TRIGGER_PATTERN == ramStart[3]) ¢ /* Init .bss */
{ dst = (uintptr_t)& sbss;
ramStart[0] = 0; ( Initialize pDst = (uint32_t *)dst;
DCACHE_CLEAN_BY_ADDR(ramStart, 4); for (count = @QU; count < (((uint32_t)&_ebss - (uint32_t)dst) / 4U); count++)

return true; pDst[count] = oU;

}

/* Check for Button */
if (!BT1_Get())
return true;

/* Branch to application's main function */
(void)main();

Bootloader
. ol Trigger ?
return false;
void bootloader USB_DEVICE_HID Tasks( void )

switch ()
{

- case BOOTLOADER_OPEN_DATASTREAM: Break;
Firmware case BOOTLOADER_GET_COMMAND: Break;
Upgrade case BOOTLOADER_PROCESS_COMMAND: Break;
case BOOTLOADER_SEND_RESPONSE: Break;
case BOOTLOADER_WAIT_FOR_DONE: Break;
case BOOTLOADER_CLOSE_DATASTREAM: Break;
case BOOTLOADER_ENTER_APPLICATION:

bootloader_TriggerReset(); Break;

( Run Application ) case BOOTLOADER_ERROR: Break;
}
DATASTREAM_Tasks();

void run_Application(uint32_t address)

Application
Valid ?

uint32_t msp = *(uint32_t *)(address); // Application Start
uint32_t reset_vector = *(uint32_t *)(address + 4U);

if (msp == Oxffffffffu)
return;

__set_MSP(msp); // Re-initial Stack Pointer
asm("bx %@"::"r" (reset_vector)); // Jumper to Application
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USB Device HID Bootloader

* Below flowchart routine shows how the firmware upgrade works.

* Send command request and waiting command, parses commands, and executes them;
upon receiving a reset command, the system reboots.

Firmware
Upgrade

| Wait Data Stream Ready I

Send Get Command I
Request

%
<

Process Command

v

Send Response

v

Data Stream Task

Reset )
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Unified Bootloader Host Application

 UBHA (Unified Bootloader Host Application) used to communicate with the USB
Device HID Bootloader running on the device

* |t implements the Unified bootloader protocol required to communicate from host PC
* |t sends the Normalized Hex File of the application to be bootloader.
* Important! UART Protocol is not supported in MCC Harmony using this tool.

[& Unified Bootloader Host Application v1.19.3 = O X

File Settings Tools Help

Device Architecture: PIC32MKNPICI2MXNPICI2MZNSAN MCUs -

Selected Hex File: < Mo Hex File Currently Selected =

¥ Bootloader Host

32-Bit Bootloader Configuration Window

Protocol: USB - Settings: Configure

Configuration: Mot Configured
Program Device

Status: Communication Method: USB

c\ MICROCHIP



Harmony Bootloader - USB Device HID Bootloader Configurator

Add USB Device HID Bootloader and USB Device related in MHC

ﬂ MPLAB X IDE v6.25 - Lab10_HID_Bootloader_Initialize : default

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help

v T
[ & USB Device HID Bootloader ]

( & Core ]

» Packs

» Periphersls
¥ use

P

» 4 @ = HID Function Driver

F4 @ = USB Device Layer

¥ Drvers
L b4 @ = UsEFull Speed Driver
w Systern
@ = System

—J

Device Resources | (% Content Manager

¥ Libraries

» & Harmony

ootloader_Tnitalize - Dashboard | Navigator |

£ [T Lab10_HID Brotloader Initistze

© Project Type: Application - Contigustion: defanlt
< Devioe

| g aTsAMDAC1EL

= 4 Checksum: Blank, no code losded

@ | B CROS:LAEITME

& Pocks
i CMSIS (5.40)
g SAMD21_DFP (35.144)
g PKOB nano (1.15838)
' Compiler Toolchein
- HC32 (v4.60) [C Program FilesiMicrochiphor32ivd. 60%ba
% Produstion Image: Optimization: geo OZ g+ O1
7 Device support information: SAMDZL_DFF (3 6.144)
" License: Wonkstotion - cpp - HPA6605 day(s) - Press for
Linker Reserved Progiam: 15360 - Used 14006 91 2% Fre
Memo

(- [ Dats. 32,768 (0x0000) bytes

Core
Harmony Core Service
< RTOS

Core Service O
USB Full Speed Driver
< Core Service
DRV USB O

NVMCTRL
Peripheral Library
MEMORY

USB Device HID Bootloader
Bootloadar
MEMORY (NVM)

= USB_DEVICE_HID
USB Device Layer

HID Function Driver
& DRV_USB & USB_DEVICE

USB_DEVICE C s 6]
Instance 0
USB_DEVICE_HID

- o x
Qr Search (Gl
BDE s BB DL LB QR DT o
Projects les | Resource IMCC] x| B |[ KitWisdow x| SttPage x| [ ATSAMDZIGI8AM x| 3¢ MPLABX Store x| Fjumsine x| [0 inifiali x| ProjectGimph x| LEO[ e Options x| =
MeCva2 X EHEWE | | | ~|  Pofies [Man o View [Reot C|EE
Project Resourc...|_Gener.. || impo... || Ep. |QH & = USB Davita HID Bootloadar
v Libraries
¥ Harmony

i Bootloader NvM Memory Used NVMCIRL
- Bootloader Size (Bytes) 15360

ErEnable Bootloader Trigger Fram Firmware @

*Number Of Bytes To Reserve From Start Of RAM

o] 1 |
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Harmony Bootloader - USB Device HID Bootloader Configurator

Configure USB related pins at Pin Table

| B Pin Settings - Editar = d x
Pin Bettings = |II| E] @
Table View B Eazy View
iInU].:ITlhET PinID Custom Name Function Mode Direction Latch PullTlp  Pull Down Drive Streng
1 PAOD | Available | Digittl | High Impedance | Low 0 O | normaL
2 Aot PN Dicial | e e | 1o O 0 | normaL
[ 3 PAD2 USB_WBUS_SEMSE GPIO e Digital In w Low ] [:] [:] MNORMAL
= T =T e o ==Drmitsl=—y =k O [ | NORMAL
24 PA15 BT2 GPIO B Digital In ~ Low [:] E] NORMAL
25 PAlS Available wo | Digital High Impedance - | Low O O NORMAL
26 PA17 LED3 GPIO ~ Digital Cut e Low MNORMAL
27 PA1B Available w Digital High Impedance - | Low O O NORMAL
28 PA19 Available w Digital High Impedance - | Low O O NORMAL
29 PAZ0 LED1 GPIO e Digital Cut w Low MNORMAL
30 PAZ1 LED2 GPIO B Digital Qut ~ Low MNORMAL
31 FA2Z Available wo | Digital High Impedance - | Low O O NORMAL
52 FRZS Avalabie | Ligiel FIgn LMpEdance | Low O O NORMAL
33 PAZ4 USE_DM v Diigital High Impedance nfa O [} NORMAL
34 PAZ5 \USE_DP v Diigital High Impedance nfa 0 [} NORMAL
e GNOId (e AIg Impedarice uuw/ NORMAL
36 VDDIO Drigital High Impedance Low MORMAL
37 FE22 Available s | Digital High Impedance - | Low O O NORMAL
38 FBE23 Available s | Digital High Impedance - | Low O O NORMAL
39 PaZ7 Available w Digital High Impedance - | Low O O NORMAL
40 RESET_M Digital High Impedance Low NORMAL
41 PAZB Available w Digital High Impedance - | Low O O NORMAL
42 GNDIO Digital High Impedance Low MNORMAL
a3 WMNCORE THwital Hinh Tmnedancs Torvur NORMAIL
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€ Lab10 USB Device HID Bootloader
Initialize
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%€ Lab10 USB Device HID Bootloader Initialize

* At this lab, we try to getting started with USB Device HID Bootloader.

* Add UART USB Device HID and USB Device related in MHC and assign parameters and
application start address.

* Implement suitable bootloader trigger method use to trigger Bootloader.
* Implement an LEDs status to indicate Bootloader enter or not.

* Try to use UBHA to upload “DemoApplicationUSB” firmware to APP045 EVB via
USB Device HID based on USB Device HID Bootloader.

°Let’s go !
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Memory Re-Arrangement for Bootloader arsavoz1 as an exampie

* In USB Device HID Bootloader application,
Bootloader occupies the first 0x6000 bytes of flash and the first 16 Bytes of SRAM.

0x00000000

0x20000000

0x20008000

Memory Layout

Classic
Application

0x00000000
User Application

0x20000000

0x20008000

0x00000000

0x00006000

0x20000000
0x20000010

0x20008000

Re-Arrangement

for Bootloader

Bootloader

User Application
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Memory Re-Arrangement for Bootloader cont. arsampz1 as an exampre

 Set two independent linker scripts (*./d),
one for the Bootloader and one for the Application to define their memory allocations.

* In the linker scripts,
reserved separately for the Bootloader and the Application.

Bootloader

Bootloader Linker Script for Bootloader

MEMORY Application

rom (LRX) : ORIGIN = Ox0, LENGTH = 0x6000

ram (WX!R) : ORIGIN = ©x20000010, LENGTH = Ox7FF0O
ox4
ox4 User Application

config 00804000 : ORIGIN
config 00804004 : ORIGIN

}

0x00804000, LENGTH
0x00804004, LENGTH

Linker Script for Application

MEMORY

rom (LRX) : ORIGIN = Ox6000, LENGTH = 0x3A000

ram (WX!R) : ORIGIN = ©x20000010, LENGTH = Ox7FFO
config 00804000 : ORIGIN = Ox00804000, LENGTH = 0x4
config 00804004 : ORIGIN = 0x00804004, LENGTH = 0x4

}
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Link Script for ATSAMD21x18A

* In MCC Harmony project, apply preprocessor definition to dynamic management
linker script.

The corresponding file will be generated ——
after press “generate” button at MHC depend on your setting. for Bootloader

0x00000000

* For Bootloader (optionai), Bootloader

0x00006000

-DROM_ORIGIN = 0x00000000, -DROM_LEHGTH = 0x6000 User Application
-DRAM_ORIGIN = 0x20000010, -DRAM_LEHGTH = Ox7FF0

For User Application,
-DROM_ORIGIN = 0x00006000, -DROM_LEHGTH = 0x3A000 20000010
-DRAM_ORIGIN = 0x20000010, -DRAM_LEHGTH = Ox7FFO

0x20008000

* These definitions are applied in the linker script,
and during the linking process,

they ensure that the program code and data are in the designated memory areas.
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%€ Lab10 USB Device HID Bootloader Initialize

* Create a new project and USB Device HID Bootloader and USB Device related in MHC.

B3 MPLAB X IDE 625 - Lab10_HID_Bootloader Initialize : default - o x
File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help Search (CHrHH)

] & D@ [omu < BB - D"'Q"@'@'g'%'@m How d0 17 >

Projcs | Files [ Resource IMCC] x| B || KitWindow x| StrtPage x| | ] ATSAMDIGIOAI x| o MPLAE X Store x| 2 maine x| 7 initiali
MCCv5.5.2

XTREERE $|& [P . Profiles: |Moin

x| ProjectGraph x| O Options x|

E ®

[=USB Device HID Bontloader
Bootloader VM Memory Used HVMCIRL
- Bootloader Size (Bytes) 15360

~ View: |Root
Project Resourc... Gener.. || impo.. | B0 [ @ | ©

¥ Libraries

CMSIS Pack Device Family Pack (DFP)
w Harmony

M — ErEnable Bootloader Trigger Fram Firmware @
& USB Device HID Bootloader

Core

( - Core ) Harmony Core Service
& RTOS

*Number Of Bytes To Reserve From Start Of RAM 16

» Packs 5
) Core Service O

» Periphersls

¥ use

E
» B4 @ = HID Function Driver PRV 1SR MEMORY MEMORY (NVM)
=

@ USB Device Layer ~ ———— USB_DEVICE_HID
USB Device Layer HID Function Driver
¥ Drvers

& = USB Full Speed Driver

USB Full Speed Drivel NVMCTRL evice ootloader

& Core Service Peripheral Library Bootloader

& DRV_USB & USB_DEVICE
USB_DEVICE ©

—J

v System
@ = System

Instances
Instance
USB_DEVICE_HID

Device Resources | (% Content Manager
¥ Libraries

» & Harmony

ootloader_Tnitalize - Dashboard | Navigator | o
o7 %5 Lab10_HID_Bootiseder_Tnitialize

8% '8

Q- 73 Project Type: Application - Configurstion: defoult
=

Device

g ATSAMDIIGIBA
4] Checksum: Blank, no code Ioaded

@0 CRC32: 0:GE1TI0FE

| g Packs

i CMSIS (5.40)

& SAMD21_DFP (35.144)

g PKOB nano (1.15838)

' Compiler Toolchein

- HC32 (v4.60) [C Program FilesiMicrochiphor32ivd. 60%ba

% Produstion Image: Optimization: geo OZ g+ O1

7 Device support information: SAMDZL_DFF (3 6.144)

" License: Wonkstotion - cpp - HPA6605 day(s) - Press for

Linker Reserved Progiam: 15360 - Used 14006 91 2% Fre
Memory

-3 Data 32,768 (0x0000) bytes

o] 1 |
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%€ Lab10 USB Device HID Bootloader Initialize

* Set “Bootloader Size (Bytes)” to 24576.

ﬂ MPLAB X IDE v6.25 - Lab10_HID_Bootloader_Initialize : default

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help

- [m] X

Search (Ctrl+l)

]

DI Y —

PR RE QR OR Y 200

How da 1?7 D‘)

Propcts | Files [ Resource MCC] =] 5]

Kit Window x| SttPage x| [ ] ATSAMDZIGISAM x| 30 MPLABX Store x| 0 meine x| ()

x| ProjectGraph x| O Options x|

MCCv5.5.2

Project Resourc... Gener.. || impo.. | B0 [ @ | ©

> Libraries
¥ Harmeny
¥ Bootloader
& USB Device HID Bootloader
¥ Core
& Core
b Packs
» Periphersls
v use
¥ Device Stack
» B4 @ = HID Function Driver
@ = USB Device Layer
¥ Drivers

@ = UsBFull Speed Driver

v System
@ = System

Device Resources | (% Content Manager

¥ Libraries

» & Harmony

ootloader_Tnitalize - Dashboard | Navigator | o
7z [T Lebi0_HID_Bostlooder Tniialize

Q- 73 Project Type: Application - Configurstion: defoult
=

Device
g ATSAMDIIGIBA
4 Checksum: Blank, no code losded
= @A CRC32:0:3EITTOFE
@ & Packs
& CMSIS (540
&5 SAMDI1_DFF (35.144)
gl PKOB nano (1.15.838)
F’ Compiler Toolkhain
- HC32 (v4.60) [C Program Fileeibicrochiphee32hva 60%a
-4 Production Image: Optimizstion: geo 02 g++ 01
" Device support information: SAMDZ1_DFP (2 6.144)
7 Livense: Workstation - cpp - HPASG05 day(s) - Press for
Linker Reserved Progam: 15360 - Used 14005 91 29 Fre
Memo
) Data 32,768 (0xA000) bytes

|

X CRERE ¢

|Plug;ns. [ ~|  Pwfles |Msn

CMSIS Pack Device Family Pack (DFP)

Core
Harmony Core Service
o RTOS
Core Service O
USB Full Speed Driver
& Core Service
DRV_USB ©

NVMCTRL
Peripheral Library
MEMORY

USB Device HID Bootloader
Bootloadar
MEMORY (NVM)

USB Device Layer
© DRV_USB
USB_DEVICE ©

HID Function Driver
& USB_DEVICE
Instances — =

Instance 0
USB_DEVICE_HID

S —

="USE Device HID Bootioader
Bootloader NvM Memory Used
Bootloader Size (Bytes)
= Enable Bootloader Trigger From Firmware @

o] 1 |
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a MPLAB X IDE v6.25 - Lab10_HID_Bootloader_Initialize : default

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help

i) B B @ |

* Check “Enable Bootloader Trigger From Firmware” an

%€ Lab10 USB Device HID Bootloader Initialize

[m]

X

Propcts | Files [ Resource MCC] =] 5]

P-RROG- @ RE 200

How da 19

2

Search (Cult)

MCCv5.5.2

Kit Window x| SttPage x| [ ] ATSAMDZIGISAM x| 30 MPLABX Store x| 0 meine x| ()

Project Resourc... Gener.. || impo.. | B0 [ @ | ©

X CRERE ¢

> Libraries
¥ Harmeny
¥ Bootloader
& USB Device HID Bootloader
¥ Core
& Core
b Packs
» Periphersls
v use
¥ Device Stack
» B4 @ = HID Function Driver
@ = USB Device Layer
¥ Drivers

@ = UsBFull Speed Driver

v System
@ = System

Device Resources
¥ Libraries

| (% Content Manager

» & Harmony

ootloader_Tnitalize - Dashboard | Navigator | o
o7 %5 Lab10_HID_Bootiseder_Tnitialize

8% '8

Q- 73 Project Type: Application - Configurstion: defoult
=

Device

g ATSAMDIIGIBA
4] Checksum: Blank, no code Ioaded

@0 CRC32: 0:GE1TI0FE

| g Packs

i CMSIS (5.40)

& SAMD21_DFP (35.144)

g PKOB nano (1.15838)

' Compiler Toolchein

- HC32 (v4.60) [C Program FilesiMicrochiphor32ivd. 60%ba

% Produstion Image: Optimization: geo OZ g+ O1

7 Device support information: SAMDZL_DFF (3 6.144)
" License: Wonkstotion - cpp - HPA6605 day(s) - Press for
Linker Reserved Progiam: 15360 - Used 14006 91 2% Fre
Memo

-3 Data 32,768 (0x0000) bytes

x| ProjectGimph x|

EnC[EE

Oplions * |

~ Profiles: | Main

| Plugins:

CMSIS Pack Device Family Pack (DFP)

Core
Harmony Core Service
© RTOS
Core Service ©
USB Full Speed Driver NVMCTRL
Peripheral Library
MEMORY

USB Device HID Bootloader
Bootloadar
MEMORY (NVM)

& Core Service
DRV_USB ©
USB Device Layer
© DRV_USB
USB_DEVICE

HID Function Driver
& USB_DEVICE
Instances — =

Instance 0
USB_DEVICE_HID

View.

Root

E ®

(= USB Device HID Bootloader
Bootloader NvM Memary Used

= Enable Bootloader Trigger From Firmware @
Number Of Bytes To Reserve From Start Of RaM 16

@)

11

|

d Reserve 16 bytes RAM.
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%€ Lab10 USB Device HID Bootloader Initialize

C

a MPLAB X IDE v6.25 - Lab10_HID_Bootloader_Initialize : default

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help

eck Application Start Address (Hex) is 6000.

Search (Cult)

[m]

X

EH . B -
i 55 @ s VBB 2R OR 0 Ry 208 How do1? ™
Propcts | Files | Resource Management [MCC] x | B | o[ ATSAMDIGIBAM x |$ MPLAB X Store x| (2 maine x| (29 initinh x| ProjectGroph x| Pin Di < PnTable x| (O] c Options x| =
MCCv5.5.2 X CHERE | e |t ~| Pofls M v View: [Root L||EE
Project Resourc...[ Gener... ” mpo.. | Be- (@)@ [ System
¥ Libraries CMSIS Pack Device Family Pack (DFP) EHDevice & Project Configuration
¥ Harmony ATSAMD21G18A Device Conf\guratmn
Bootload EVSYS :
¥ Bootloader il =-Project Configuration
® USB Device HID Bootloader = e Generate C++ Project @)
C
v Core ore . £-Generate Main Source File a
< Core Harmony Core Service
= o RTOS 7 Generate System Source Files @
» Packs | Chain Select
+ Poroher Service © —-Tool ain Selections
eripherals - compiler HCH
v USB USB Full Speed Driver NVMCTRL USB Device HID Bootloader ~-&dd linker file to project @
+ Device Stack O EraETTm Peripheral Library Bootloader -%C32 Glabal Options
» £4@ & HID Function Driver DRV USB © MEMORY MEMORY (NVM) B Linker
@ = USB Device Layer = 2 * USB_DEVICE_HID
v Drivers USB Device Layer HID Function Driver ErGeneral
E-Symbals & Macras
4 @ = UsBFull Speed Driver L LS AR ;YA [————— (-5
- ppplication Stal ress (Hex
w System e SNV Instances —— =
#-KEIL Global Options
@ = system Instance 0
USB_DEVICE_HID e sy
Carter-Mo+ Conf\guratmn
Ports
Clock
Device Resources | (% Content Manager WDD Brown-Out Detector (BOD33) Configuration
¥ Libraries Interrupts (MVIC)
» & Harmony D& (DMAC)
WDT
PAC
ootloader_Tnitalize - Dashboard | Navigator | =]
2 [7g Lab10_HID_Bootloader_Tndtialize
Output x | =

--¥g Project Type: Application - Configusation: defoult

G Device

= g ATRAMD2IG18A

)| - Checkom: Blank, mocode loaled
@0 CRC32: 0:GE1TI0FE

@ £ @ Packs

i CMSIS (5.40)
& SAMD21_DFP (35.144)
- Compiler Tookhsin
- HC32 (v4.60) [C Program FilesMicrochipses 324 60D
- Production lmage: Optimization: gec OZ gr+ O1
- Device support information: SAMDZL_DFF (3 6.144)
\ T License: Workstation - cpp - HEA 6605 dayts) - Press for
# Linker Reserved Program: 15360 - Used 14006 91.2% Fre
- Memory

-3 Data 32,768 (0x0000) bytes

PKOB nano = MPLAB® Code Configurator x  Scripting x

Loadirg seript file C:\Progran Fi MPLAEK 6. SOMIR1_TFPA3. 6

@)

11
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%€ Lab10 USB Device HID Bootloader Initialize

 Set VID/PID to 0x04D8, 003C (usb_device hid_bootloader).

\File Edit View Navigate Source Refactor Production Debug Team Tools Window Help

= [m] X

Search (Cult)

How da 1?7 D‘)

] D@ [ EH-B PR OB ORhw-200

Propcts | Files | Resource Management [MCC] x | B | o[ ATSAMDIGIBAM x |$ MPLAB X Store x| (2 maine x| (29 initinh x| ProjectGroph x| Pin Di <[ Pt x| (PIE@[C Options x|

MCCv5.5.2 X CREmE+ 2l

|Plug;ns. “ Profilss: |Main v View: |Root -

Project Resourc... | Gener || Impo.. | B0 | @ || @ [=USB Device Layer

|| = Lbraries cmsIS Pack W Device Family Pack (DFP) Number of Functions b
| ¥ Harmony Mumnber of Endpoints L
Special Events

& USB Device HID Bootloader Special Features

[

¥ Bootloader

Ci
v Core ore ENUpOING 0 Buiier size o

Harmony Core Service
& Core o Rros vendor ID D408
» Packs

Core Service O Product ID Selection wsb_device_hid_bootloader

Product 1D 0-003C
¥ USB USB Full Speed Driver NVMCTRL USB Device HID Bootloader Manyfactirer Shring Microchip Technolozy Ine

» Peripherals.

¥ Device Stack o Core Service Peripheral Library Bootloader Product String Selection | USE HID Bootinader
» E4 @ = HID Function Driver DRV USB O MEMORY * MEMORY (NVM)
E4 @ = USB Device Layer —— USB_DEVICE_HID
o . o USB Device Layer HID Function Driver USBE Device Configuration
¥ Drivers

F4 @ = UsB Full speed Driver @ DRv_usB G USB_DEVICE
USB_DEVICE

- #dd Device Serial Number ()

w System Instances — —

@ = system Instance 0

USB_DEVICE_HID

Device Resources | (% Content Manager
¥ Libraries

» & Harmony

ootloader_Tnitalize - Dashboard | Navigator | =]

75 Lab0_HID Bootlaeder_Initislize

g g Projest Type: Application - Contigwation: defsnlt Ouput x|
G Device PKOB nano = MPLAB® Code Configurator x  Scripting x
= g ATRAMD2IG18A
" 4 Checksum: Blank, no sode loaded
@B CRC32: D:GEI T70FE
) i Fecks
& CMSIS (5410)
& SAMD21_DFP 36 144)
' Compiler Toolhein
- KC22 (4 60) [C Program Flesbicrochiples32d 60
- Produetion mage: Optomization: gee 02 g+ O
" Devioe support information: SAMDZ1_DFE (3.6.144)
- Lisense: Workstation - opp - HPA 5605 dayls) - Press for
5 Linker Reserved Progrmm: 15360 - Used 14006 91 2% Fre
- (5 Memory
-3 Dt 32,768 (03000) bytes

Loadirg seript file C:\Progran Fi MPLAEK 6. SOMIR1_TFPA3. 6 device.py

@) 11 ]
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%€ Lab10 USB Device HID Bootloader Initialize

* Configure USB related and Application pins at Pin Table

| B Pin Settings - Editar - O X
Pin Jeftings = |II| E] @
Table View B Eazy View
iInU].:ITlhET PinID Custom Name Function Mode Direction Latch PullTlp  Pull Down Drive Streng

1 PAOD | Available | Digittl | High Impedance | Low 0 O | normaL

2 [ IEYY-VR P, | piied | e | Toy O 0 | normaL

/ 3 PAD2 USB_WBUS_SEMSE GPIO e Digital In w Low [:] [:] MNORMAL
23 PA14 BT1 GFIO ~| Digitsdl | In w| Low @] [ | NORMAL

24 PA15 BT2 GPIO B Digital In ~ Low [:] E] NORMAL

25 PA1E Available v Digital High Impedance - Low O NORMAL

26 PA17 LED3 GPIO ~ Digital Cut e Low i tj MNORMAL

27 PA1B Available w Digital High Impedance - | Low 1 O NORMAL

28 PA19 Available w Digital High Impedance - | Low O O NORMAL

29 PAZ0 LED1 GPIO e Digital Cut w Low MNORMAL

\ 30 PAZ1 LED2 GPIO B Digital Qut w Ltp MNORMAL
| 5T | PRI | AvaiaiE ol gt R O O NORMAL
I EXS FAZS Avaianie - Digil Hign mpedarce — Ty O MNORMAL
33 PAZ4 USE_DM v Diigital High Impedance wa | | @ [} NORMAL

34 PAZ5 \USE_DP v Diigital High Impedance wa | | [} NORMAL

9 e GNOId (e AIg Impedarice Lo NORMAL
36 VDDIO Drigital High Impedance Low MORMAL

37 FE22 Available s | Digital High Impedance - | Low O O NORMAL

38 FBE23 Available s | Digital High Impedance - | Low O O NORMAL

39 PaZ7 Available w Digital High Impedance - | Low O O NORMAL

40 RESET_M Digital High Impedance Low NORMAL

41 PAZB Available w Digital High Impedance - | Low O O NORMAL

42 GNDIO Digital High Impedance Low MNORMAL

a3 WMNCORE THwital Hinh Tmnedancs Torvur NORMAIL
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* Configure DFLL48M as Close loop as source of main clock

Oscillators Contraller

& MHz Internal QOSCEM
Oscillatar @_' +1 " >
L
1
FREQ v

OHr
= | el Oscteor _—()

Fractional Digital Phase Locked Loop (FDPLL)

Clock —-—o
Source
GCLE_DPL FDPLL
s~ Hp :
XOSC I I
= . b I
8
® ¢
Clotk
Source GCLK_DFLL Digital Frequency Locked Loop (DFLL 48Mhz)
GOLKT ™ ) ~
>0 DFLL
|~ — DCo —,—— — »
’ " Calib— 45 Mz
L « 46875
‘.
Calculate 46,87
@ ¢
32 KHz Oscillators Controller
32K High Accuracy Internal O5032¢
Oscillator oMz
@
32K Ultra Low Power Internal OSCULP32K
Oscillator 32768 kHz
XIN32 —~l— XOSC32K
- 32K Crystal Oscillator 32.768 kiz
XUt X—— @ & B ]

s

GCLK Generator 0

i

GELK_INfO]

Goua Main Clack
OSCULPIC

CcPU

2
:

XOSC32K | !
. ~ -
oscaM ~

DFLL

O

’L

Peripheral Clock Selection

x
#

a
2

St s | |

2
S
o
r
=

05C32¢ GCLKL GCLK3
——
XOSC32K 1024 kHz GCLKS

oscam ] GeLKs
R 32 : Peripheral Clock
EDP GCLKT Configuration

Ere— |
O5C : - - 1
GEU_IN2] ‘ |

Peripherals

=
&
fa
=
3

\

N
]

818 |%

NOSLI2K

x
OsC8M — =1 - e

)

Close Loop

SYSCTRL
DFLL 43M

Calibration

SYSCTRL
XOSC32K

GCLKO

A 4

+32

Multiplexer 0

GCLK_PERIPHERAL

DFLL48M Reference

@ MICROCHIP



%€ Lab10 USB Device HID Bootloader Initialize

* Confirm Preprocessor Definition

ﬂ Project Properties - Lab10_HID_Bootloader_Initialize X
Categories: )
0 Genenl Options for xc32-1d (v4 60)
©  File Inclosion/Exclusion Opﬁuncabegnrie.[ Symbols & Macros R, ] Reset
=~ @ Conf: [default
@ Loading Linker symbols
@ Libraries Preprocessor macro definitions
@ Builling Symbols
B o XC32 (Global Options) e
b @ we32-as
#
H k
g Preprocessor macro definitions X |
Additional options: g Destroy Down Up
Option Description  Generated Command Line User Comments ROM ORIGIN=x0
Add linker macros. . Usage: -Dmacro
ROM_LENG TH=0x6000
RAM_ORIGIN=0x20000010
e Contiguntions. | |RAM_LENGTH=0x7FFD
Cancel Apply Unlock |

QK Cancel
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%€ Lab10 USB Device HID Bootloader Initialize

* Code Implementation state

Implement Bootloader Trigger method
TODO 7.01

v

Set the LED status to indicate Bootloader mode
TODO 7.02

@ MICROCHIP



%€ Lab10 USB Device HID Bootloader Initialize

* Implement below function at main.c

// TODO 10.01
#define BTL_TRIGGER_PATTERN (©x5048434DUL)
static uint32_t *ramStart = (uint32_t *)BTL_TRIGGER_RAM_START;

bool bootloader_Trigger(void)
uint32_t i;

for (i = 0; i < 2000; i++)
asm("nop");

if (BT1_Get() == 0)
return true;

if (BTL_TRIGGER_PATTERN == ramStart[@] &% BTL_TRIGGER_PATTERN == ramStart[1] &&
BTL_TRIGGER_PATTERN == ramStart[2] && BTL_TRIGGER_PATTERN == ramStart[3])

{
ramStart[0] = ©;
ramStart[1] = ©;
ramStart[2] = ©;
ramStart[3] = 0©;
return true;

}

return false;

c\ MICROCHIP



%€ Lab10 USB Device HID Bootloader Initialize

* Implement below function at main.c

int main ( void )

/* Initialize all modules */
SYS Initialize ( NULL );

// TODO 10.02
LED1_Set();
LED2_Set();
LED3_Set();
while ( true )

/* Maintain state machines of all polled MPLAB Harmony modules. */
SYS Tasks ( );

}

/* Execution should not come here during normal operation */

return ( EXIT_FAILURE );

@ MICROCHIP



%€ Lab10 USB Device HID Bootloader Initialize

* Re-connect USB cable to CON2 after programming USB Device HID Bootloader.
* Check HID Bootloader is work, you will see the device at device manager.

HEHD BENBEEREE - R X
—#%  Emes EHEN =4
s Fe HD EENEETSSRE

= R3]
FEREREE ~

W) )
E HIDA\WID 04D8&PID 003C\88.175E734D 8080000 i
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%€ Lab10 USB Device HID Bootloader Initialize

* Enter Bootloader mode automatically, because application invalid, after programming
firmware.
* LED1 to 3 keep light to indicate Bootloader mode currently.

* Run UBHA Host and set protocol is USB, Setting PID is 0x3C, perform a firmware
update after load application firmware (Lab10 DemoApplicationUSB.hex)
Lab10 DemoApplicationUSB.hex is the firmware built for use with the Bootloader,
relocated to 0x6000.

(& Unified Bootloader Host Application v1.19.3 = O x

File Settings Tools Help

Device Architecturs: PIC32MEANPICI2NWEOPICI ZMSAM MCUs -

Selected Hex File:  Lab10_DemoApplicationUSB hex loaded

¥ Bootloader Host

32-Bit Bootloader Configuration Window

Protocal: USE - Settings:

Configuration:  HID device PID: 3C Connected.

Program Device

Status:  Disconnected after Programming was Successful.

c\ MICROCHIP
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