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Class Objectives

* When you finish this course, you will be able to:

* Be familiar with MPLAB X IDE and MCC Harmony
* Understand how to configure and use the
SAMD21 series peripherals.
* There have two level course included.
* Major course : General study of basic features.
* Appendix : Advance features and appendix.
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Separate Index for SAM2001ADV-04

* SAM2001ADV-04
* Real Time Counter (RTC)
* TC Waveform Capture (TC, EIC and Event System)
* Auxiliary Space of NVM and Fuse Maintains
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SAMD21 EVB APP045 v4
Introduction
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APP045 v4 Features

* On board SAMD21G18A 32Bit ARM Cortex M0+ Microcontroller
* Support plugged MPLAB SNAP external programmer/debugger
* Onboard USB CDC Virtual COM Port and Power Current Monitor
* Multiple Power Supply Source

e Support Li-on Battery, boost and charger

* 2 x Buttons, 3 x LEDs

* 1 x12C Temperature Sensor

* 1 x12C EEPROM with Unique ID

* 1 x 12C Accelerometer

* 1 x MicroSD Socket (SPI interface)

* 1 x SPI OLED (128 x 64, SSD1306 Compliant)
* 1 x Potentiometer, Analog Temperature Sensor and Buzzer

* 1 x Capacitive QTouch® Slider & Buttons with Driven Shield

* 1 x mikroBUS™ Click Board Socket

* 1 x Arduino® Shield Socket (Arduino MO Pro board Compliant)
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APP045 v4 Overview
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APPO045 v4 Programmer and Debugger
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APPO045 v4 Block Diagram
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Real Time Counter (RTC)
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Real Time Counter (RTC)

* The Real-Time Counter (RTC) is a 32-bit counter with a 10-bit programmable prescaler that typically runs
continuously to keep track of time.

* The RTC can wake-up the device from Sleep modes using the alarm/compare wake-up, periodic wake-
up, or overflow wake-up mechanisms.

* In Clock/Calendar mode, the selected clock source and RTC prescaler must be configured to provide a
1Hz clock to the counter for correct operation in this mode.
* Features
* 32-bit counter with 10-bit prescaler
* Multiple clock sources
* 32-bit or 16-bit Counter mode
- One 32-bit or two 16-bit compare values
* Clock/Calendar mode
— Time in seconds, minutes and hours (12/24)

— Date in day of month, month and year
— Leap year correction

* Digital prescaler correction/tuning for increased accuracy

* Overflow, alarm/compare match and prescaler interrupts and events
— Optional clear on alarm/compare match @MICROCHIP



Real Time Counter (RTC)

Real Time Counter (RTC) Operation Mode

Mode 0 — 32-Bit Counter
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The RTC can function in one of these modes:

e Mode 0 - COUNT32

RTC serves as 32-bit counter

* Mode 1 - COUNT16

RTC serves as 16-bit counter

* Mode 2 — CLOCK
RTC serves as clock/calendar with alarm functionality

Mode 2 — Clock/Calendar
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Real Time Counter (RTC)
Add RTC module using MHC

* Find RTC component in Device Resources window.
* Double click RTC to add to Project Resources window.

Projects | Files | Services | Resouroc Management [MCC] x| ]

Projects | Files | Services | Resouroe Management [MCC] = | =)

MCCv5.4.1

Project Resources | Generate || Import... | Export e @

¥ Libraries
¥ Harmon v
» Packs
¥ Peripherals
» ADC
P EVSYS
P NVMCTRL
» SERCOM
» TC
» TCC
¥ System
O system

MCCv5.4.1

Project Resources

Project Resources

Device Resources

Device Resources

¥ Libraries
¥ Harmony
¥ Peripherals
» AC
» DAC
» DSU
» EIC
> PM
» RAM
¥ RTC
& O riC
» SERCOM
» TC
» TCC

» O Tools

¥ Libraries
¥ Harmon Y
» Packs
¥ Peripherals
» ADC
> EVSYS
» NVMCTRL
¥ RTC

O RTC ]

» SERCOM
> TC
» TCC
¥ System
O system

RTC |

RTC
- RTC

Double click

Device Resources

(% Content Manager

¥ Libraries
¥ Harmony
¥ Peripherals
» AC
» DAC
» DSU
» EIC
» PM
» RAM
» SERCOM
P TC
» TCC

r O Tools
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Real Time Counter (RTC)

Configuration Options Example

Mode 0 — 32-Bit Counter

Mode 1 — 16-Bit Counter

Mode 2 - Clock/Calendar

E-RTC
é--Hardware Sethings
%—---Generate Frequency Correction &PI |:|
;----Cuntinuuus Synchronization for RTC CountfClock Register |:|
5-RTC Operation Mode | 32-bit Connter with Single 32-bit Compara -~
= RTC MODE 0 Configuration

Eh-Enable Interrupts ?
;----Cumpare 0 Interrupt Enable D
%----S\,rnchrnnization Feady Interrupt Enable |:|
E~----O\fer'I“I|:|w Interrupt Enahble |:|
- RTC Prescaler DIV r

O |0 =
- Clear on compare Match |:|

=-RTC EVENTS configuration

-Perodic Interval 0 Event Output Enable

- Compare Yalue

-Pariodic Interval 1 Event Output Enable
—Periodic Interval 2 Event Output Enable
- Periodic Interval 3 Event Output Enable
- Periodic Interval 4 Event Output Enable
- Pariodic Interval 5 Event Output Enable
—Periodic Interval 6 Event Output Enable
- Perodic Interval 7 Event Output Enable
- Compare 0 Event Output Enable

Oooodogood

- Owerflow Event Output Enable

E-RTC
é--Hardware Settings
%----Generate Freguency Correction &P1 D
%—---Cuntinuous Synchronization for RTC Count/Clock Register D
EI RTC Operation Made | 16-bit Counter with Two 16-bit Compares
=RTC MODE 1 Configuration
[i}-EnabIe Interrupts ?

%—---Compare 0 Interrupt Enable |:|
%----Compare 1 Interrupt Enable |:|
%----S\mchronizatiun Ready Interrupt Enable |:|
L Owarflow Interrupt Enable ]
~RTC Prescaler DIV v
-~ 16-hit Timer Period  Ox|U =
~Compare 0Walue  Ox |0 =
~Compare 1Walue  Ox|0 =

=RTC EVENTS configuration

-Periodic Interval 0 Event Cutput Enable
- Pariodic Interval 1 Event Cutput Enable
—Periodic Interval 2 Event Output Enable
- Perodic Interval 3 Event Output Enable
- Periodic Interval 4 Event Output Enable
- Pariodic Interval 5 Event COutput Enable
—Periodic Interval 6 Event Output Enable
- Perodic Interval 7 Event Output Enable
- Compare 0 Event Output Enahle

- Zompare 1 Event Output Enable

Oooododogog

- Overflow Event Qutput Enable

E-RTC
Iﬁ--Hardware Settings
é----Generate Freqguency Correction &PI |:|
s Continuous Synchronization for RTC Count/Clock Register |:|
&-mTC Operation Mode |ClockiCalendar with Alarm w
RTC MODE 2 Configuration
5 Enable Interrupts? |:|
é----AIarm 0 Interrupt Enahble |:|
%----Synchrunizatiun Ready Interrupt Enable |:|
i----Ctlxrer'l“lmr\r Interrupt Enable |:|
~RTC Prescaler DIV1 ~
~Reference Year(Leap Year) 201615

[F-RTC EVENTS configuration

-Periodic Interval 0 Event Output Enable
- Perodic Interval 1 Event Output Enable
-Periodic Interval 2 Event Cutput Enable
-Periodic Interval 3 Event Cutput Enable
--Periodic Interval 4 Event Output Enable
- Perodic Interval 5 Event Output Enable
-Perindic Interval 6 Event Output Enable
-Periodic Interval 7 Event Cutput Enable
--Alarm 0 Event Output Enable

OOooooodomo

- Owerflow Event Output Enable
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Real Time Counter (RTC)

Interface Routines

void RTC_Initialize(void);
void RTC_InterruptHandler(void);

* Mode 2 - Clock/Calendar PLIB_RTC_Clock.c
bool RTC_RTCCTimeSet ( struct tm * initialTime );
void RTC_RTCCTimeGet ( struct tm * currentTime );

bool (struct tm * alarmTime, RTC_ALARM_MASK mask);
void ( RTC_CALLBACK callback, uintptr_t context);

* Mode 0 — 32-Bit Counter & Mode 1 — 16-Bit Counter

void RTC_Timer32Start ( void );
void RTC_Timer32Stop ( void );

void RTC_Timer32CounterSet ( uint32_t count );
uint32_t RTC_Timer32CounterGet ( void );

uint32_t RTC_Timer32PeriodGet ( void );
uint32_t RTC_Timer32FrequencyGet ( void );
void RTC_Timer32CompareSet ( uint32_t compareValue );

void RTC_Timer32InterruptEnable (RTC_TIMER32_INT_MASK interrupt);
void RTC_Timer32InterruptDisable (RTC_TIMER32_INT_MASK interrupt);

void RTC_Timer32CallbackRegister ( RTC_TIMER32_CALLBACK callback, uintptr_t context );

PLIB RTC Timer.c

void RTC_Timer16Start ( void );
void RTC_Timer16Stop ( void );

void RTC_Timer16CounterSet ( uintl6_t count );
uintl6_t RTC_Timerl6CounterGet ( void );

void RTC_Timer16PeriodSet ( uintl6_t period );
uintl16_t RTC_Timerl6PeriodGet ( void );

uint32_t RTC_Timerl16FrequencyGet ( void );

void RTC_Timerl16Compare0Set ( uintl6_t comparisionValue );
void RTC_Timerl6ComparelSet ( uintl6_t comparisionValue );

void RTC_Timer16InterruptEnable (RTC_TIMER16_INT_MASK interrupt);
void RTC_Timerl6InterruptDisable (RTC_TIMER16_INT_MASK interrupt);

void RTC_Timer16CallbackRegister ( RTC_TIMER16_CALLBACK callback, uintptr_t context );

c\ MICROCHIP



%€ Lab17-1 RTC Clock and Calendar

* Please continue from SAM2001 Lab17 (SERCOM - SPI SSD1306 OLED)

* Try add RTC module to current project.

* Select RTC Operation Mode to Clock/Calendar with Alarm (Mode2).

* Select RTC Prescaler to DIV1024.

* Generate a 1024Hz clock through GCLK1 by divide 32 of XOSC32K clock source.

* Due to change of GCLK1, please recalculate DFPLL 48Mhz clock by click Auto Calculate.
* Select RTC clock source in Peripheral Clock Configuration from GCLK1 that is 1024Hz.

* RTC is 1024Hz then after prescaler DIV1024 to get 1024Hz/1024 = 1Hz Clock tick.

eLet’s go !

c\ MICROCHIP



%€ Lab17-1 RTC Clock and Calendar
Step 1

* Find RTC component in Device Resources window.
* Double click RTC to add to Project Resources window.

Projects | Files | Services | Resouroc Management [MCC] x| ]

MCCv5.4.1

Project Resources | Generate || Import... | Export [ RN

Projects | Files | Services | Resouroe Management [MCC] = | =)

MCCv5.4.1

Project Resources

Project Resources

¥ Libraries ¥ Libraries
¥ Harmon v ¥ Harmon Y
» Packs » Packs

¥ Peripherals
» ADC

P EVSYS P EVSYS

P NVMCTRL P NVMCTRL

» SERCOM ¥ RTC

» TC O RTC ]

» TCC » SERCOM
¥ System » TC

O system hce
— v System

.
_e:’j;‘* Device Resources © system
lpraries

¥ Harmony

¥ Peripherals
» ADC

RTC |

Device Resources

(% Content Manager

¥ Peripherals ¥ Libraries
P AC ¥ Harmony
» DAC ¥ Peripherals
» DSU > AC
» EIC » DAC
> PM » DSU
RTC
» RAM » EIC
¥ RTC - RTC » PM
& O riC > RAM
» SERCOM . » SERCOM
" Double click L
» TCC » TCC
» O Tools » O Tools
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%€ Lab17-1 RTC Clock and Calendar
Step 2

* Select RTC Operation Mode to Clock/Calendar with Alarm (Mode2).
* Set RTC Prescaler to DIV1024. (We will provide RTC 1024Hz to get 1Hz clock tick)

Configuration Options Help
[=] [#
EHRTC
é--Hardware Settings
%----Generate Frequency Correction AP |:|

%----Cuntinuuuz Synchronization for RTC Count/Clock Register |:|
=RTC Operation Mode Clock/Calendar with Alarm

= RTC MODE 2 Configuration ' Clock/Calendar with Alarm |
EHEnable Interrupts? []

:»---.E«Iarm 0 Interrupt Enable |:|
%----Synchrunizatiun Ready Interrupt Enable |:|
i----r.ZWerFIl:n.-v Interrupt Enable |:|
~RTC Prescaler DIV1024 - | DIV1024 |
-Reference Year{Leap Year) 2016 1=
F-RTC EVEMTS configuration

c\ MICROCHIP



%€ Lab17-1 RTC Clock and Calendar

Step 3 (This step already done in current project)

* In MHC - Tools = Clock Configuration, Select GCLK1 to divided by 32.
* Click on Auto Calculate of DFPLL 48Mhz to recalculate correct 48MHz output.

\ Fractional Digital Phass Locked Loop (FOPLL) [ ]
X0SC32K
Clock XOSC \  GOKGenemtor1 [V]
Source :
GCLRO o GCLK_DPLL FOPLL oseem | GCLK Generaggr 1 |
FOPLL s
X0SC
Okad O] i GCLK1
/( , OSCULP32K s S
: . - Aut
0a ROSC. v Calall:te s 0SC32K 1,024 Hz
z %o XOSC3K : =
Clock GCLK_IN[1] 32 'll: 32
Source Digital Frequency Locked Loop (DFLL 48Mhz) :
. , GOLK_DALL :
L> GCLKI v 'i DFPLL 48Mhz N XOSC3K
> XOSC32K
GCLK]’ Calib 48,000,000 Hz
Closed 48,000,000 Hz] o | caxemmorspza[ o
x 4687 — kil 95 GOLK_
v , — CLK 4 -
Auto ;
T | CLK 5
8 46,8751%] | g br CLK6 ~— —
Auto OSCULP32K A v ’
Calculate A%\ MicrocHip



%€ Lab17-1 RTC Clock and Calendar

Step 4

* Click on Peripheral Clock Configuration of Peripheral Clock Selection.
* Select GCLK1 (1,024 Hz) as source clock of RTC.

iiph&ral Cledk Selection

,

GCLK Input Cutput (10)

ROSC GCLK Generator 1 GriKD
HHLE \ GOLKL
FOPLL 4% ———
DRLL -
OSCULP32K GCLKL -
S 1,024 HzBLKE
XOSC3K _——
GCLK_IN[1] -
GOLKS
XOBCEE
XOSC GCLK Generstorx (re2g) [ [Tl 2
0SCaM 5 CLE 2 :
FDPLL CLE 4 '3:':’-"_'”[!1
CLE 5
- CLKE —~— —
OSCULF32E i

=w an

Peripheral Clock Configuration >
Peripheral Enable Source Peripheral Clock Frequency
5 1 ] LR = N
| RTC ] GCLK1 |.. 1,024 Hz
RTC GCLE1L L 1,024 Hz
SERCOMO_CORE [] |GCLE0 743 -
SERCOMO_SLOW, SE... [] GCLED w -
SERCOM1_CORE [] GCLED e -
SERCOMZ_CORE [] GCLED v -
SERCOM3_CORE [] GCLEOD -
SERCOM4 CORE GCLED w 43,000,000 Hz
SERCOMS_CORE GCLED e 43,000,000 Hz
SYSCTRL_DFLL48 JCLE1 | GCLK1 1024z | 1,024 Hz
SYSCTRL_FDPLL [] GCLEOD - 9y
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%€ Lab17-1 RTC Clock and Calendar
Step 5

* Click "Generate" Button to Generate your Code.
= X

Resource Management [MCC] x |
Project Resources |Ge"em"e\J import... | Export | @ || @

v Libraries VY
» Harmony
¥ System
() System

] X

Output - MPLAB® Code Configurator %

11:17-36.085 INFD): #444888884888sestasttssssssssssssssssssssssssssssss s
11:17:36.085 INFO: Generation complete (total time: 9101 milliseconds)
11:17:36.086 TNFD: #4488 e8ts et sesetettettttssstestsssssessssssetesssss

11:17:36.086 INFO: Generation ocomplete.

11:17:36.19 INFO: {Hamoryy<Hamony Databases -> prebenerateEvent

11:17:36.19 INFO: {Hammoryj<Hamony Database> -> interfaceValidationEvent
11:17:36.19 INFO: {Haxmony }<Hamony Databaser -> processllataModel
11:17:36.19 INFO: {Haxmony}<Hammony Database> -> postFinalProcessing W

< > ﬁ\ MICROCHIP




Real Time Counter (RTC)

Time structure in time.h

* Structure containing a calendar date and time broken down into its components.
struct tm {

}s

int
int
int
int
int
int
int
int
int

long __ tm_gmtoff;
const char *__tm_zone;

tm_sec;
tm_min;
tm_hour;
tm_mday;
tm_mon;
tm_year;
tm_wday;
tm_yday;
tm_isdst;

//
//
//
//
//

// Year = tm_year + 1900

//
//
//
//
//

Seconds , 0 ~ 59
Minutes , © ~ 59
Hours , 0 ~ 23
Day , 1~ 31
Months , 0 ~ 11

WeekDay , © ~ 6
YearDay , O ~ 365
Is daylight Saving?
GMT Off

Time zone

(Seconds after the minute)
(Minutes after the hour)
(Hours since midnight)

(Day of the month)

(Months since January)
(Years since 1900)

(Days since Sunday)

(Days since January 1)
(Daylight Saving Time flag)
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Real Time Counter (RTC)

RTC Mode 2 Register

* Implement difference between RTC Mode2 Register and Time structure

RTC MODE2 CLOCK Register Time structure
RTC_REGS.MODE2.CLOCK[©:5] // Seconds , @ ~ 59 (tm_sec)
RTC_REGS.MODE2.CLOCK[11:6] // Minutes , © ~ 59 (tm_min)
RTC_REGS.MODE2.CLOCK[16:12] // Hours , O ~ 23 (tm_hour)
RTC_REGS.MODE2.CLOCK[21:17] // Day , 1~ 31 (tm_mday)
RTC_REGS.MODE2.CLOCK[25:22] // Months , 1 ~ 12 (tm_mon)
RTC_REGS .MODE2.CLOCK[31:26] // Year = [31:26] + [Reference Year] (tm_year)
------ Not implement ------ // WeekDay (tm_wday)
------ Not implement ------ // YearDay (tm_yday)
------ Not implement ------ // Is daylight Saving? (tm_isdst)
------ Not implement ------ // GMT Off (__tm_gmtoff)
------ Not implement ------ // Time zone (_tm_zone)
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Real Time Counter (RTC)

RTC Mode 2 Register convert between Time structure

* Hamrony Interfaces routines in below will convert between RTC register and struct tm.
bool RTC_RTCCTimeSet ( struct tm * initialTime );
void RTC_RTCCTimeGet ( struct tm * currentTime );
bool RTC_RTCCAlarmSet (struct tm * alarmTime, RTC_ALARM_MASK mask);

/* Reference Year */
#define REFERENCE_YEAR (2016U)

/* Reference Year in tm structure year (C standard) */
#define TM_STRUCT_REFERENCE_YEAR (1900UV)

/* Adjust user year with respect to tm structure year (C Standard) */
#define ADJUST_TM_YEAR(year) (year + TM_STRUCT_REFERENCE_YEAR)

/* Adjust user month */
#define ADJUST_MONTH(month) (month + 1)

/* Adjust to tm structure month */
#define ADJUST_TM_STRUCT_MONTH(mon) (mon - 1)

RTC_REGS.MODE2.CLOCK[31:26] = TM_STRUCT_REFERENCE_YEAR + tm_year - REFERENCE_YEAR
tm_year = RTC_REGS.MODE2.CLOCK[31:26] + REFERENCE_YEAR - TM_STRUCT_REFERENCE_YEAR

@ MICROCHIP



%€ Lab17-1 RTC Clock and Calendar
Calculate Weekday

 Zeller's congruence (Use Gregorian calendar)
13(m+1) K Ji
h=|q+ ¥ +K+Z+Z_2] mod 7

: The day of the week (0 = Saturday, 1 = Sunday, 2 = Monday, ..., 6 = Friday)
: The day of the month.
: The month (3 = March, 4 = April, 5 = May, ..., 12 = December, 13 = January, 14 = February)
: The year of the century ( year mod 100 ), ex. 1998 and 2022 are 98 and 22 respectively.
: The zero-based century ( |[year/100] ), ex. 1998 and 2022 are 19 and 20 respectively.
..l :The floor function or integer part.
mod : The modulo operation or remainder after division.

https://en.wikipedia.org/wiki/Zeller%27s_congruence @ MicrocHIP



%€ Lab17-1 RTC Clock and Calendar
Step 6

char Alphabet[95] =
"0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz~!@#$% &()[1{}_\\]...

// TODO 17-1.01
struct tm RTC_TimeStruct;
const char *monthArray[] =

{"Jan", "Feb", "Mar", "Apr", "May", "Jun",

"Jul", "Aug", "Sep", "Oct", "Nov", "Dec" };

const char *weekArray[] =

{"SUN", "MON", "TUE", "WED", "THR", "FRI", "SAT"};
int Year, Month, Date, Week;
int Hour, Minute, Second;

void RTC_CalculateWeekday( struct tm *pTimeStruct )

{
// Zeller's congruence to use Gregorian calendar
int J = (pTimeStruct->tm_year+1900) / 100;
int K = (pTimeStruct->tm_year+1900) % 100;
int m = (pTimeStruct->tm_mon<2?pTimeStruct->tm_mon+13:pTimeStruct->tm_mon+1l);
int q = pTimeStruct->tm_mday;
int h = (q + (int)((13*((float)m+1))/5) + K + (int)(K/4) + (int)(3/4) - 2*]) % 7;
pTimeStruct->tm _wday = (h+7-1)%7; // Convert to Time structure format
}

@ MICROCHIP



%€ Lab17-1 RTC Clock and Calendar

Use C compiler time as Clock Initialize

e Standard Predefined Macros

FILE
This macro expands to the name of the current input file, in the form of a C string constant.

__LINE__
This macro expands to the current input line number, in the form of a decimal integer constant.

FILE_ and __ LINE__ are useful in generating an error message in line of program.
myprintf ( "Exception at line %d of file %s.", _ LINE_ , FILE_ );

__DATE__
This macro expands to a string constant that describes the date on which the preprocessor is being run.

The string constant contains eleven characters and looks like "Feb 12 1996".

__TIME__

This macro expands to a string constant that describes the time at which the preprocessor is being run.
The string constant contains eight characters and looks like "23:59:01".

__DATE__and __TIME__ could be use for output latest built date and time of current application program.
myprintf ( "Current program built at %s, %s.", __ TIME__, _DATE__ );

https://gcc.gnu.org/onlinedocs/cpp/Standard-Predefined-Macros.html @ MicrocHIP



%€ Lab17-1 RTC Clock and Calendar
Step 7

// TODO 17-1.01

void RTC CalculateWeekday( struct tm *pTimeStruct ) { ... };

void RTC_SetCompilerTime( struct tm *pTimeStruct )
{

char monthStr[3];
int year, month, day, hour, min, sec;

sscanf(_DATE__, "%s %d %d", monthStr, &day, &year );
sscanf(__TIME__, "%d:%d:%d", &hour, &min, &sec );

for( month=0 ; month<12 && strcmp(monthStr, monthArray[month]) ; month++ );

pTimeStruct->tm_year = year-1900;

pTimeStruct->tm_mon = month;
pTimeStruct->tm_mday = day;
pTimeStruct->tm_hour = hour;
pTimeStruct->tm_min = min;
pTimeStruct->tm_sec = sec;

RTC_RTCCTimeSet( pTimeStruct );
RTC_CalculateWeekday( pTimeStruct );

}

const uint8_t LCM_InitCMD[] = { ... };
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%€ Lab17-1 RTC Clock and Calendar
Step 8

int main ( void )
{ e
// TODO 17-1.02

RTC_SetCompilerTime( &RTC_TimeStruct );

while ( true )
{
if (TC3_HasExpired)
{ ce
// TODO 17-1.03
RTC_RTCCTimeGet( &RTC_TimeStruct );
RTC_CalculateWeekday( &RTC_TimeStruct );

Year = RTC_TimeStruct.tm_year+1900; Month = RTC_TimeStruct.tm_mon;
Date = RTC_TimeStruct.tm_mday; Week = RTC_TimeStruct.tm_wday;
Hour = RTC_TimeStruct.tm_hour; Minute = RTC_TimeStruct.tm_min;

Second = RTC_TimeStruct.tm_sec;
sprintf( (char *)USARTRTxBuffer, "%04d-%s-%02d(%s)",
Year, monthArray[Month], Date, weekArray[Week] );
LCM_DrawString( @, 2, (char *)USARTRTxBuffer );
myprintf( "\033[1;1H%s ", USARTRTxBuffer );
sprintf( (char *)USARTRTxBuffer, "%02d:%02d:%02d", Hour, Minute, Second );
LCM_DrawString( @, 3, (char *)USARTRTxBuffer );
myprintf( "%s", USARTRTxBuffer );

ADC_ConversionStart();
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%€ Lab17-1 RTC Clock and Calendar

Result

* Calendar and Clock on OLED to use Compiler Time as initialize.

SDA SAQ CS
e300 0
SCL  RST

9

S N

T COMS - Tera Term VT
File Edit Setup Control Window Help

2022-Mar-31(THR) 14:11:30
VR1 Value : 1953
Temperature Value : 960

| S%sCIock 48 « BMHz

period l1B8B88ms

2822-Mar -31 CTHR >
PlLIM

Tem 963
Recglved Data &

-
>
=
¢
N
S
D
5
r
P
)
L
)
:
)

APAc MI.2877-5.
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%€ Lab17-1 RTC Clock and Calendar

Discuss

 How to setup an Alarm ?
Please Enable Interrupt and set Alarm 0 Interrupt Enable in Harmony.

Two extra interface routines will be generated.
bool (struct tm * alarmTime, RTC_ALARM_MASK mask);

void ( RTC_CALLBACK callback, uintptr_t context);

Configuration Options Help
=] [+
E-RTC
=-Hardware Settings
%----Generate Frequency Correction &PI |:|

:*'"Ctlr'ltir'lL,IDL,IS Synchronization for RTC Count/Clock Register |:|
=-RTC Operation Mode Cloclk/Calendar with Alarm

F-RTC MODE 2 Configuration |

E-Enable Interrupts? | Enable InterrUpt ! |
~alarm 0 Interrupt Enable 1| Alarm 0 Interrupt Enable |
%----Syﬂchrunizatiun Ready Interrupt Enable |:| |
i----OverﬂDw Interrupt Enable |:|

~RTC Prescaler DIVIo24 -

- Reference Year{Leap Year) 20105
F-RTC EVENTS configuration
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%€ Lab17-1 RTC Clock and Calendar

Discuss

* Implement an Alarm in 10 seconds after boot.

int Hour, Minute, Second;

struct tm RTC_AlarmStruct;

volatile int8_t RTC_IsAlarm = 0;

void RTC_AlarmCallback( RTC_CLOCK_INT_MASK intCause, uintptr_t context )

{

if( intCause & RTC_CLOCK_INT_MASK_ALARM )

RTC_IsAlarm = 1; G
} RTC_ALARM_MASK_SS = 0x1, //Alarm every minute
RTC_ALARM_MASK_MMSS, //Alarm every Hour
ce ) ) RTC_ALARM_MASK_HHMMSS, //Alarm Every Day
int main ( void ) RTC_ALARM_MASK_DDHHMMSS, //Alarm Every Month
{ . RTC_ALARM_MASK_MMDDHHMMSS, //Alarm Every year
. RTC_ALARM_MASK_YYMMDDHHMMSS //Alarm Once
RTC_RTCCCallbackRegister( RTC_AlarmCallback, © ); }RTC_ALARM_MASK;

RTC_AlarmStruct = RTC_TimeStruct;
RTC_AlarmStruct.tm_sec = RTC_AlarmStruct.tm_sec + 10;
RTC_RTCCAlarmSet( &RTC_AlarmStruct, RTC_ALARM_MASK_ YYMMDDHHMMSS );
while ( true )

{

if (TC3_HasExpired)

{ . ..
sprintf( (char *)USARTRTxBuffer, "%02d:%02d:%02d %s",

Hour, Minute, Second, (RTC_IsAlarm?"!!Alarm!!":"") );
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%€ Lab17-1 RTC Clock and Calendar

Discuss

* Show the “!lAlarm!!” message after 10 second.
‘ @\ 1\ © W SOA SAO Csﬁk VN .., CON2
% a2 1):‘ ‘;‘ * \"._, ‘ ’ ?8 |
: " SCL. . RST VDD GND '

T COMS - Tera Term VT

File Edit Setup Control Window Help
2022-Jun-27(MON) 13:23:43 !!Alarm!!
VR1 Value : 3376

Temperature Value : 965

)

k-]
iy
e )

Ik Oy
D010 —
lll: sa LY O

<
A
s

Temp
Eec=1vud

o
O
x
S
N
@
(@]
Sy
¢
O
0
N

D

=
D

L
f"“

~
Y
\ ‘\ ‘ ",;/}
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TC Waveform Capture

Integrate TC, EIC and Event System
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What’s Waveform Capture?

 Waveform Capture is used to capture a timer value from an independent timer base
upon an event on the input pin.

* The Capture features are useful in applications requiring frequency (time period) and

pulse measurement.

/A\.‘a i
- |
a 1 Fa E . 4 5 (] T

250 ms | 250 ms

A
A
A

w 15 X100ms

1)

)

®)

(4)

(5)
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TC Capture with Event System

* The TC compare/capture channels can be used as input capture channels to capture
events from the Event System and give them a timestamp.

* The TC can perform two input captures action on the rising and falling edge, counter
will restart on one of the edges depend. This enables the TC to measure the pulse
width and period and to characterize the frequency and duty cycle of an input signal.

PPW (Period and Pulse-width) : PWP (Pulse-width, Period) :
Period (T) will be captured into CCO, Period (T) will be captured into CC1,
will be into CC1 will be into CCO.
< Period (T) | o Period (T) >
Waveform Inpu_t%l:’ubewitdh (tp)ﬁ 7 Waveform Input LPuIsewitdh (tp)ABL ;
T 1. \ A A A
EXITNT Event EXITNT Event

2 A
- )
Capture

Capture
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Routing EIC to TC Capture through Event System

SAMD21 Cortex-MO+ Core

Event System Controller

Events Event

Generator

Timer

TC5 EVU

PWM s \Waveform Capture

PTC

Analog IR Analog
Comparator ' ' ' ' ' ' ' ' ' ' ' Comparator

ADC ADC

DAC A DAC
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Routing EIC to TC Capture through Event System

3.3v

Rising-Edge f | '
ov

Falling-Edge I |

Both Edge rL

High-Level I |
Low-Level I I

EIC

Filter/Edge/Level
Detection

Interrupt
Controller

X

Edge Detection

Event Trigger
1000010000

L1 .

1111100000

L.

Level Detection
Event Trigger

O

Event System

Duty —»

TC Capture

cco

CC1

Period
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Lab16-4 TC Waveform Capture

* Please continue from SAM2001 Lab16 (TCC NPWM Auto DutyCtrl)

* Add new TC5 module and configure to Capture mode.

* Add EIC module and enable EIC_EXTINT15(PA15) for Event output.

* Assign EIC_EXTINT15(PA15) as waveform capture input pin and configure it as the
Event System Generator.

* Assign TC5 module as Event System User to capture waveform from
EIC_EXTINT15(PA15).

* Output measured waveform Period and Duty to UART.

eLet’s go!
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Lab16-4 TC Waveform Capture

Step 1

* Find TC5 component in Device Resources window.

* Double click TC5 to add to Project Resources window.

Projects | Files | Services | Resouroc Management [MCC] x| ]

MCCv5.4.1

Project Resources | Generate || Import... | Export [ RN

¥ Libraries
¥ Harmon v
» Packs
¥ Peripherals
» ADC
P EVSYS
P NVMCTRL
» SERCOM
» TC
» TCC
¥ System
O system

Projects Files Services

| Resource Management [MCC] "1

=

MCCv5.4.1

Project Resources

Project Resources

Device Resources

¥ Libraries
¥ Harmony
¥ Peripherals
» AC
» DAC
» DSU
» EIC
> PM
» RAM
» RTC
» SERCOM
¥ IC
8O 1C3
» TCC

» O Tools

Device Resources

TC
- TCS

Py

Double click

[}

¥ Libraries
¥ Harmon Yy
» Packs
¥ Peripherals
» ADC
» EVSYS
» NVMCTRL
» SERCOM
¥ 1C
BO T
EBO Tca
O T1cs5
» TCC
¥ System
O system

TC5

Device Resources

(Z Content Manager

¥ Libraries
¥ Harmon Y
¥ Peripherals
» AC
» DAC
» DSU
» EIC
> PM
> RAM
» RTC
» SERCOM
» TCC

» U Tools
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Lab16-4 TC Waveform Capture
Step 2

* Config TC5 as Capture Mode and enable Interrupt.

[] Configuration Cptions
=l [+

E-TCS
- Counter Mode | Counter in 16-bit mode 16-bit mode
~Select Prescaler  Prescaler: GCLE_TC/1024 | GCLK TC/1024 |
- *EEETImer resolution is 21345.6284153 nS****

I:—}-Qperating Mode |Capture Capture

Capture Resolution is :
48M/1024 = 46.875 KHz

Max Capture Count s :

OxFFFF (16bits)

Max Capture Period is :
OXFFFF / 46.875KHz = 1398 ms

-~ Enable Capture 0 Event Out |:|
B-Enable Capture Channel 1

-Enable Capture Error Interrupt |:|
-~ Enable Capture Cverflow Interrupt |:|
- Sleep Configurations

E--Capture
E-Enable Capture Channel 0 Enable Capture Channel 0|
- Capture Trigger Source Input Event |nput Event
- Zapture Trigger Edge Rising Edge Rising Edge
- Capture Trigger Action Period captured in 2CO, pulse width i CC1 H Period captured in CCO, pulse width in CC1 (PPW) |
~Enable Capture 0 Interrupt /]|Enable Capture 0 Interrupt

@ MICROCHIP



Lab16-4 TC Waveform Capture
Step 3

* Find EIC component in Device Resources window.
* Double click EIC to add to Project Resources window.

Projects | Files | Services | Resouroc Management [MCC] x| =

MCCv5.4.1

Project Resources | Generate ’Import._l Export | @ || @

¥ Libraries
¥ Harmon v
» Packs
¥ Peripherals
b ADC

Projects Files Services

| Resource Management [MCC] "1 = I[l

MCCv5.4.1

Project Resources

Project Resources

¥ Libraries
¥ Harmon Yy
» Packs
¥ Peripherals
» ADC

EIC

(% Content Manager

» EVSYS ¥ EIC
» NVMCTRL O mc
» SERCOM > EVSYS
»TC » NVMCTRL
» TCC » SERCOM
¥ System > TC
C System » TCC
¥ System
Device Resources & —
Device Resources O system
¥ Libraries
¥ Harmony Device Resources
¥ Peripherals ¥ Libraries
> AC ¥ Harmony
> DAC ¥ Peripherals
EIC
» DSU > AC
¥ EIC >
B I - EIC DAC
‘" EIC { » DSU
> PM ° > PM
o b@ Double click s
» RTC > RTC
» SERCOM » SERCOM
» TCC » TCC
» O Tools » O Tools
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Lab16-4 TC Waveform Capture
Step 4

* Enable EIC channel 15 in configuration options, it’s corresponding to PA15.
* Enable Event Output and Edge selection to High-level detection.

Configuration Options* | Help

=l #

EHEIC

~Mon Maskable Interrupt Contraol
~Enable EIC Channeld

[]
[]
~Enable EIC Channell |:|
[]
[]

~Enable EIC Channel2
~Enable EIC Channel3

= S (2 EIC Channel1l Ce— -

~Enable EIC Channellz []

~Enable EIC Channell3 []

- Enable EIC Channell4 []

£ Enable EIC Channsl1s M
Ii:k-EIC Channells Configuration

-~ Enahble Interrupt |:|

~Enable Event Output Q Enable Event Output

-Enable Wakeup on Channells []
~Extarnal Interrupt1s Edge Selection High-level detection High-level detection
~Enable filter [] @ MlCHD:Hlp

' Enable EIC channel 15 |




Lab16-4 TC Waveform Capture

Step 5

* Disable GCLK 101 on PA15 and Enable it for EIC_EXTINT15 pin function.

Pin Table x| PA15 Pin Table x| PﬂS
Package: | TQFPA4S SR EIE R Packsge: TQFP4E N D e o] 1]
AEEEEIEE AEEEEIEE
Maodule Function 19200121 | 22123 | 24 | 25 Module Function 1920121 22|23 2425
EIC_EXTINTI3 A
EIC_EXTINT14 EIC_EXTINT15 |
EIC_EXTINTIS EIC_EXTINTIS | [ Click Enable
EIC EIC_EXTINTZ EIC EIC_EXTINTZ
EIC_EXTINT3 EIC EIC_EXTINT3
EIC_EXTINTA EIC_EXTINT4
EIC_EXTINTS EIC_EXTINTS
EIC_EXTINTG EIC_EXTINTG
EIC_EXTINT? EIC_EXTINT?
EIC_EXTINTS EIC_EXTINTS
EIC_EXTINTS EIC_EXTINTS
EHC EIC_NMI
GCLK_IO1 GCLE 100
GCLK GCLE_I01 Click Disable| ~ GCLK GCLE_IO1
GCLK GCLE_I02 ”@_ GCLE_I02
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Lab16-4 TC Waveform Capture
Step 6

* Find Event Configurator in Plugins of Project Graph window.

- Project Graph
start Fage = | Eit Window = | main.c erje-:t (Jraph ﬂ
X TRERBE 4| =Pl Profi
Plugins b W

NVMCTEL . :
Peripheral Library 1':'&]::":: Configuration
MEMORY DhAA Configuration

WWIC Confiouration
Clock Configuration

EVSYS
Peripheral Library

TC3
Peripheral Library Peripheral Library
TMR

TC4

Peripheral Library | Peripheral Library |
TMR
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Lab16-4 TC Waveform Capture

Step 7

* Add Channel 0 and assign EIC_EXTINT_15 as Event Generator.

B | Event Configurator — O P

EVENT CONFIGURATOR

Channel 0 Settings
Channel Configuration

Path Selection ‘ASYNCHRONOUS v ‘
Event User Remove

Status Ready Channel

Channel 0 EIC_EXTINT_15 Event Edge Selection 'NO_EVT_OUTPUT v |
Enable Event Detection Interrupt
Add Channel
’*.,“ | Click on Add Channel | Enable Overrun Interrupt

Channel Number Event Generator
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Lab16-4 TC Waveform Capture

Step 8
* Add User and assign TC5 _EVU as Event User of Channel 0.

B | Event Configurator

EVENT CONFIGURATOR

Channel 0 Settings
\ Channel Configuration

User Configuration

User Channel Number Remove
User
TC5 EVU | | Channel 0 |
TCS5_EVU V‘ CHANNEL O W ]

‘! Click on Add User}
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Lab16-4 TC Waveform Capture
Step 9

* Event Status and User Ready turned to green light means a good Event configuration.

B | Event Configurator — O P

EVENT CONFIGURATOR

Channel 0 Settings
Channel Configuration

Path Selection ‘ASYNCHRONOUS v ‘
Event User Remove

Status Ready Channel Event Edge Selection

‘ NO_EVT_QUTPUT v ‘
Both Green
Enable Event Detection Interrupt
Add Channel

Enable Overrun Interrupt

Channel Number Event Generator
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Lab16-4 TC Waveform Capture
Step 10

* Click "Generate" Button to Generate your Code.
= X

Resource Management [MCC] x |
Project Resources |Ge"em"e\J import... | Export | @ || @

v Libraries VY
» Harmony
¥ System
() System

] X

Output - MPLAB® Code Configurator %

11:17-36.085 INFD): #444888884888sestasttssssssssssssssssssssssssssssss s
11:17:36.085 INFO: Generation complete (total time: 9101 milliseconds)
11:17:36.086 TNFD: #4488 e8ts et sesetettettttssstestsssssessssssetesssss

11:17:36.086 INFO: Generation ocomplete.

11:17:36.19 INFO: {Hamoryy<Hamony Databases -> prebenerateEvent

11:17:36.19 INFO: {Hammoryj<Hamony Database> -> interfaceValidationEvent
11:17:36.19 INFO: {Haxmony }<Hamony Databaser -> processllataModel
11:17:36.19 INFO: {Haxmony}<Hammony Database> -> postFinalProcessing W
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TC Capture

Interface Routines

void TC5_Capturelnitialize( void );

void TC5_CaptureStart( void );

void TC5_ CaptureStop( void );

uint32_t TC5_CaptureFrequencyGet( void );
uintl6_t TC5_Capturel6bitChannel0Get( void );
uintl6_t TC5_Capturel6bitChannellGet( void );

void TC5_ CaptureCallbackRegister( TC_CAPTURE_CALLBACK callback, uintptr_t context );
void TC5_CapturelnterruptHandler( void );
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Lab16-4 TC Waveform Capture
Step 11

int8 t DutyDistance = 2;

// TODO 16-4.01

volatile uint8_t TC5_IsCaptureReady = 0;
uintl6_t TC5_Period = 0;
uintl6_t TC5 _Duty = 0;

void TC5_CaptureReady(TC_CAPTURE_STATUS status, uintptr_t context)

{
if( (status & TC_CAPTURE_STAUTS_CAPTURE®_READY) == TC_CAPTURE_STAUTS_CAPTURE®_READY )
{
TC5_IsCaptureReady = 1;
}
}

int main ( void )

{ e
// TODO 16-4.02
TC5_CaptureCallbackRegister( TC5_CaptureReady, (uintptr_t)NULL );
TC5_CaptureStart();
while ( true )
{ ...}
}
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Lab16-4 TC Waveform Capture PPW (Period and Pulse-width) :

Period (T) will be captured into CCO,
will be into CC1

” Period (T) >
000 . . Waveform Input Pulsewitdh (tp)
int main ( void )

i . A A

while ( true ) Max
{ Count

Step 12

if( ADC_IsCompleted )
(...} CCo

// TODO 16-4.03 CcC1 v
if( TC5_IsCaptureReady ) of | Capture
{ - e e e e

TC5_IsCaptureReady = 0; TC count

TC5 Period = TC5_ CapturelébitChanneloGet();
TC5_Duty = TC5_CapturelébitChannellGet();

myprintf("\@33[5;1H");
myprintf( "Capture Duty
myprintf("\033[6;1H");
myprintf( "Capture Period

%3d%%", (int)(TC5_Duty*100/TC5_Period) );

%3d ms",
(int) (TC5_Period*1000/TC5_CaptureFrequencyGet()) );
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APP045 [v2 Ov3 Mva

Lab16-4 TC Waveform Capture
Result 1 (Capture TCC2 PWM output)

* Wire from PA17(TCC2/WO[1]) to PA15(EIC_EXTINT_15) could measure the period and
duty output from TCC2 waveform that is LED3 diming control.

T COMZ20 - Tera Term VT Capture Period (TCC2)
ims

File Edit Setup Control Window Help

PA17 TCC2_WO[1] (D13)

LED3 Diming

Hello World!! TCC2 period 1ms
VR1 Value : 2997 Duty is auto change for
Temperature Value : 957 LED3 dimming control

> PA15 EIC_EXTINT_15 (D5)

-

Duty %

Received Data : p _ ;
L) .'\ °
Capture Duty 91% R S Wire two pins e b
. A AR “@’&
Capture Period 1 ms | @ﬂ f ﬁ&@s\ﬁ* X, 2
) Sra

(; LED3 dlmmln Mf

‘ Q-‘,.,s
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APP045 [v2 Ov3 Mva

Lab16-4 TC Waveform Capture

Result 2 (Capture LED2 toggle frequency)

* Wire from PA21(LED2) to PA15(EIC_EXTINT _15) could measure the LED2 toggle
frequency that control by TC4 Timer.

T COMZ20 - Tera Term VT Capture Period (TC4)
100ms

File Edit Setup Control Window Help

PA21 LED2 (TC4) (D7)

LED2 LED2
Toggle Toggle

core T come A PA15 EIC_EXTINT_15 (D5)

Hello World!! LED2 toggle in 50ms
VR1 Value : 2997 Clock Period is 100ms
Temperature Value : 959 Duty is 50%

Received Data : c
Capture Duty 50% A\ S :jj
Capture Period 100 ms "

LED2to Ie|n50nw \

v
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APP045 v2 Ov3 Mva

Lab16-4 TC Waveform Capture

Discuss

* Wire from PA20(LED1) to PA15(EIC_EXTINT _15) and try to measure the LED1 toggle
frequency that control by TC3 Timer, what’s happen and why?

. COMZ20 - Tera Term VT apture Period

File Help

Hello World! LED1 toggle in 1000ms
VR1 Value : 3381
Temperature Value : 958 Duty is 50%
Received Data : d |
Capture Duty = 166% WAL \ AN '

Capture Period 601 ms it B

5 8T LED1 toggle in 1000ms Oty

G‘. C =0 ) 2 A
,:Aw M\cqc \2}) @ g 'y

A s
"

TC5 Capture Resolution is : i 8 ?&
48M /1024 = 46.875 KHz = : V,)"‘?&*‘@° ol v@fg { %
Max Capture Count is : Y R n-— %‘U_j )
OxFFFF (16bits) = =5

Max Capture Period is : "-_‘.;, .

OXFFFF / 46.875KHz = [ELLRIE e

Edit Setup Control Window

PA20 LED1 (TC3) (D6)

LED1 LED1
Toggle Toggle

Ll Dl

PA15 EIC_EXTINT_15 (D5)

1000ms 1000ms
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Lab16-4 TC Waveform Capture

Discuss

APP045 [v2 Ov3 Mva

* To change the clock source of TC5 from GCLKO(48MHz) to GCLK1(1KHz) then try
measure the LED1 frequency again, what’s happen ? How about the LED2 frequency?

. COMZ20 - Tera Term VT

File Edit
Hello World!

VR1 Value 3381
Temperature Value
Received Data : f

Capture Duty
Capture Period

Control Window Help

Setup

LED1 toggle in 1000ms

Clock Period is 2000ms

955 Duty is 50%
58%

2000 ms

TC5 Capture Resolution is :
1KHz/1024 = 1Hz

Max Capture Count is :
OXFFFF (16bits)

Max Capture Period is :

OXFFFF / 1Hz = [EEER sec

Peripheral Clock Configuration

TC3, TCC2
TC4, TCS

Feripheral Enable Source Peripheral Clock Frequency

SERCOM2_CORE [] GCLED
SERCOM3_CORE [] GCLED "
SERCOM4_CORE [] GCLED w

SERCOMS_CORE GCLED w 43,000,000 Hz

SYSCTRL_DFLL48 GCLEl  ~ 1,024 Hz

SYSCTRL_FOPLL [] GCLED "
SYSCTRL_FOPLL3ZK [] GCLED w
] v
v

<]

| TC4, TC5

LISE

GCLK1

GCLED

LGL_LEU

45,000,000 Hz
1,024 Hz

1KHz

WOT

|

GCLED
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Auxiliary Space of NVM
and Fuse Maintains
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Auxiliary Space of NVM

Fuse
0x00800000

Programming Flash
0x00000000

|

Calibration and
auxiliary space

|

NVMmain address

space

\

\

NVM base address +
x00800000

\ \

N\{;I ba§¢ address
NVM,size
AN
Vo
Voo

NVM Ba &e Address\

\

AUX1 - Calibration (read only)
0x08806000

AUXO0 - User Row (configurable)

0x00800000

\

\

AUXI1

Fuse /

AUX0 —=NVM User
Row

—
Automatic calibration

TOW

0x00806040

/ Area 4: Software
calibration area (256bits)

0x00806020

/ Area 3: Reserved
(128bits)

Area 2: Device configuration
area (64 bits)
Area 1: Reserved (64 bais)

0)(60806010

éxOOSOGOOS

/ 0x00806000

e
/ /
/
7

/
AUXI1 offset address

AUXO0 offset address

Calibration and auxiliary
space address offset

Arca 4 offset address

Area 3 offset address

Area 2 offset address

Area 1 address offset
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NVM Flash Memory Map

WORD Address

0x00800000

0x00400000

0x00010000

0x00000000

Calibration and Auxiliary
Space

RWWEE Address Space

(SAMD21G18A not available)

NVM Main

Address Space

(SAMD21G18A 256 Kbyte)

WORD Address

0x0080A04C
0x0080A048
0x0080A044
0Xx0080A040

0x0080A010
0x0080A00C

0x00806040
0x00806038
0x00806030

0x00806020

0x00806010
0x00806008
0x00806000

0x00804100

0x00804008
0x00804004
0x00804000

0x00800000

Area 4: Software Temperature Log

Area 4: Factory Calibration

User ID Memory

USER_WORD_1 (Fuse Word 1)
USER_WORD_O (Fuse Word 0)

Jaquiny |elas

anbiun

(uoneuqijed asemypos)

Xnv

(moy J3sn)

oxnv
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AUXO0 (User Row)

User configurable Fuse settings

(WORD Address)

0x00806000
0x00804100

Fuse

~\

AUX1

0x00804000

AUXO0 — NVM User
Row |

0x00800000

Automatic calibration
row

N\ 4

<

Bit Position

BOOTPROT

Used to select one of eight different bootloader sizes.
Refer to “NVMCTRL — Non-Volatile Memory Controller”.
Default value = 7 except for WLCSP (Default value = 3).

Boot Protect

Reserved

EEPROM

Used to select one of eight different EEPROM Emulation sizes.
Refer to “NVMCTRL — Non-Volatile Memory Controller”.
Default value = 7.

EEPROM Emulation

Reserved

14

16:15

BOD33 Level

BOD33 Enable

BOD33 Action

BOD33 Threshold Level at power on.
Refer to the SYSCTRL BOD33 register.

Default value = 0x7 (non-AECQ100) Default value = 0x22 (AECQ100)

BOD33 enable at power on.
Refer to the SYSCTRL BOD33 register.
Default value = 1.

BOD33 Action at power on.
Refer to the SYSCTRL BOD33 register.
Default value = 1.

Brown Out Detect

24:17

Reserved

Voltage Regulator Internal BOD (BOD12) configuration.

These bits are written in production and must not be changed.

Default value = 0x70.

25

26

30:27

34:31

38:35

39

40

WDT Enable

WDT Always-On

WDT Period

WDT Window

WDT EWOFFSET

WDT WEN

BOD33 Hysteresis

Wﬁ Enable at power on.
Refer to the WDT CTRL register.
Default value = 0.

WDT Always-On at power on.
Refer to the WDT CTRL register.
Default value = 0.

WDT Period at power on.
Refer to the WDT CONFIG register.
Default value = OxOB.

WDT Window mode time-out at power on.
Refer to the WDT CONFIG register.
Default value = 0x05.

WDT Early Warning Interrupt Time Offset at power on.
Refer to the WDT EWCTRL register.
Default value = Ox0B.

WDT Timer Window Mode Enable at power on.
Refer to the WDT CTRL register.
Default value = 0.

BOD33 Hysteresis configuration at power on.
Refer to the SYSCTRL BOD33 register.
Default value = 0.

1 Watch Dog Timer

Voltage Regulator Internal BOD(BOD12) configuration.

41 Reserved This bit is written in production and must not be changed.
Default value = 0.
47:42 Reserved
NVM Region Lock Bits.
63:48 LOCK Refer to “NVMCTRL — Non-Volatile Memory Controller”.

Default value = OXFFFF.

NVM Region Lock
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AUX1 (Software Calibration - Factory Calibration)

Factory Calibration Value — read only
Table 10-5. NVM Software Calibration Area Mapping

WORDAIeS) e Giposon Name _pescrpion
0x00806040 /- 20 Reserved
14:3 Reserved
26:15 Reserved
Area 4: Software 34:27 ADC LINEARITY ADC Linearity Calibration. Should be written to ADC CALIB
0x00806030 register.
Factory 3735 ADC BIASCAL ADC Bias Calibration. Should be written to ADC CALIB
. . reqister.
Calibration Area
4438 OSC32KCalibration. Should be written to SYSCTRL OSC32K
0x00806020 | ‘ 0SC32K CAL ‘register_ ]
Area 3: Reserved 49:45 USE TRANSN USE TRANSN calibration value. Should be written to USB
(128bits) PADCAL register.
54-50 USB TRANSP USB TRANSP calibration value. Should be written to USB
0x00806010
PADCAL register.
Area 2: Device configuration &
area (64 bits) o755 USB TRIM USB TRIM calibration value. Should be written to the USB
0x00806008 PADCAL register.
_Area 1: Reserved (64 bits) 63:58 DFLL48M Coarse calibration value. Should be written to
0x00806000 DFLL48M CAL SYSCTRL DFLLVAL register.
364 | (COARSE and FINE)
12774 Reserved
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AUX1 (Software Calibration - Factory Calibration)

Factory Calibration Value — read only

(WORD Address)

0x0080602C

0x00806028
0x00806024

0x00806020

AUX1 Area 4:
Factory Calibration Area

OTP4_WORD_3 [127:96]
OTP4_WORD_2 [ 95:64]

OTP4_WORD 1 [ 63:32]

OTP4_WORD © [ 31: 0]

/"

[44:38]

—

[63:58]

[73:64]

Table 10-5. NVM Software Calibration Area Mapping

20 Reserved

14:3 Reserved

26:15 Reserved

3427 ADC LINEARITY ADC Linearity Calibration. Should be written to ADC CALIB
reqister.

3735 ADC BIASCAL ADC Bias Calibration. Should be written to ADC CALIB
reqister.

44:38 OSC32KCalibration. Should be written to SYSCTRL OSC32K

| ‘ 0SC32K CAL ‘m : ]
gister.

49:45 USE TRANSN USE TRANSN calibration value. Should be written to USB
PADCAL register.

54:50 USB TRANSF USB TRANSP calibration value. Should be written to USB
PADCAL register.

5755 USB TRIM USE TRIM calibration value. Should be wntten to the USB

PADCAL register.

DFLL48M Coarse calibration value. Should be writien to
SYSCTRL DFLLVAL register.

63:98 DFLL48M CAL

(COARSE and FINE)

73:64

12774 Reserved
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AUX1 (Software Calibration - Factory Calibration)

Read and applicate DFLL4A8M Factory Calibration Value

* OSC Factory calibration value in AUX1 will read and applicate
in DFLL_Initialize() function of plib_clock.c

static void DFLL_Initialize(void)

{

/************ DFLL Initialization ***************/

/*Loaq DFLLA8M CAL (COARSE) ; OTP4_WORD_1 Address >> (58-32) [63:58] 6-bits

uint32 t calibCoarse = (((*(uint32_ t*)Ox806020U + 1U) >> 26U ) & Ox3FU);
calibCoarse = (((calibCoarse) == Ox3FU) ? Ox1FU : (calibCoarse));

SYSCTRL_REGS->SYSCTRL_DFLLVAL =
SYSCTRL_DFLLVAL_COARSE(calibCoarse) |
SYSCTRL_DFLLVAL_FINE(512U);

GCLK_REGS->GCLK_CLKCTRL = GCLK_CLKCTRL_GEN(@x1U) |
GCLK_CLKCTRL_CLKEN Msk |
GCLK_CLKCTRL_ID(@U);
while((SYSCTRL_REGS->SYSCTRL_PCLKSR &
SYSCTRL_PCLKSR_DFLLRDY_Msk) != SYSCTRL_PCLKSR_DFLLRDY_Msk)
{ ...}

i Foiion ome

20 Reserved
14:3 Reserved
26:15 Reserved
3427 ADC LINEARITY
3735 ADC BIASCAL
4438 0OSC32K CAL
49:45 USB TRANSN
54:50 USB TRANSF
5755 USB TRIM
63:58
DFLL48M CAL
7364 | (COARSE and FINE)
12774 Reserved
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AUX1 (Software Calibration - Software Temperature Log)

Software Temperature Log — Read Only

Temperature Log Row Content

0x00806040 4 70 ROOM_TEMP_VAL_INT Integer part of room temperature in °C
0x00806038 118 ROOM_TEMP_VAL_DEC Decimal part of room temperature
Software Temperature Log }-< 19:12 HOT_TEMP_VAL_INT Integer part of hot temperature in °C
Ox00806030 [[¥ -~ ibration area (256bits) 23:20 HOT TEMP_VAL_DEC  Decimal part of hot temperature
31:24 ROOM_INT1V_VAL 2's complement of the internal 1V reference drift at room
temperature (versus a 1.0 centered value)
0x00806020 39:32 HOT _INT1V_VAL 2's complement of the internal 1V reference drift at hot
temperature (versus a 1.0 centered value)
Area 3: Reserved
(128bits) 51:40 ROOM_ADC_VAL 12-bit ADC conversion at room temperature
0x00806010 63:52 HOT_ADC_VAL 12-bit ADC conversion at hot temperature
Area 2: Device configuration ~
0x00806008 area (64 bits) Calibration condition :
Area 1: Reserved (64 bits) * \V/DDIN= VDDIO = VDDANA = 3.3V _
0x00806000 * ADC Clock speed = 1MHz (Free running mode)

« ADC averaging mode with 4 averaged samples

* ADC voltage reference = 1.0V (Internal reference INT1V)
Learn this detail in SAM2001ADV chapter « ADC input = Temperature sensor

Internal Temperature Sensor « Room Temperature 25.2°C, » Hot temperature 83.3°C @Mlcnocmp




AUX1 (Software Calibration - Software Temperature Log)

Temperature Log could be read and check in Microchip Studio

MPLAB® Snap (BUR190973931) - Device Programming ? X

Tool Device Interface Device signature Target Voltage

MPLAB® Snap v | ATSAMD21G18A ~ [ SWD ~ | |Apply 0x10010305 Read 33V |Read| |}

Interface settings Fuse Name Value ’

\ . . TEMP_LOG_WORD _0.ROOM_TEMP_VAL_INT 0x1E
Q MICROCHIP Tool information @ A

@ TEMP_LOG_WORD_0.ROOM_TEMP_VAL_DEC 0401

STu 'D I D otz lii s @ TEMP_LOG_WORD_0.HOT_TEMP_VAL_INT 7D
Memoaories

() TEMP_LOG_WORD_0.HOT_TEMP_VAL_DEC 0x00

) F
FOR AVR® AND HSEs @ TEMP_LOG_WORD_0.ROOM_INT1V_VAL OxFD
SAM DEVICES Security
— ﬁlB: () TEMP_LOG_WORD_1.HOT_INT1V_VAL OxF8
@ TEMP_LOG_WORD_1.ROOM_ADC_VAL OxOB22
@ TEMP_LOG_WORD_1.HOT_ADC_VAL OXOE91
Fuse Register Value A
TEMP_LOG WORD 0 0xFDO7D11E
Learn this detail in SAM2001ADV chapter TEMP_LOG WORD_1  OxE91B22F8 v

Internal Temperature Sensor A%\ MicrocHIP



Fuse (Configuration Bits) setting
in Microchip Studio

Predecessor is Atmel Studio 7

@ MICROCHIP



Fuse (Configuration Bits) setting in Microchip Studio

F3 Microchip studio Tools Microchip Studio Fuses setting
F.I|E.' Edit View VAssistX ASF Project Debug | Tools | Win COUId see bOth AUXO and AUX]..

= - B command Prompt
2 @ Device Pack Manager MPLAB® Snap (BUR183076917) - Device Programming 7 %
w# Device Programming Device Programming
% Tool Device Interface Apply Device signature Read arget Voltage
== Programming Center MPLAB® Snap ~ ATSAMD21G18A ~ | SWD v 33V el
Interface settings Fuse Name Value
Open TOOIS S (% OTP4_WORD_O.ADC_LINEARITY_O 0x08
( OTP4_WORD_1.ADC_LINEARITY_T 0x04
. . Device informati
» Device Programmlng svice imormaton @ OTP4 WORD_1.ADC_BIASCAL 003
e OTP4_WORD_1.0SC32K_CAL
Tool : MPLAB Snap Fuse | ¥OTHHOT-IONEEE 028
. Security :
Device : ATSAMD21G18A Fuse Register  Value
: fOTP4_ WORD_0 Ox20004007 )
Interface : SWD @ MICROCHIP OTP4 WORD._1 0x89FAAADC
- OTP4 WORD 2 OxFFFFFEQO AUX1 (Calibration)
> [Apply] SNAP will TEMP_LOG WORD_0 |0xFDO7D11E
Auto switch S I un I u TEMP LOG WORD 1_[0xE91822F3 )
to AVR mode | 1 1
> [Read] R | /o s ow
. . FOR AVR® AND ==
Device signature [ Copyto dipboard |
SAM DEVICES Auto read by P
> [Fuse] =é= V] Verify after programming | Program || Verify || Read |
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Fuse (Configuration Bits) setting in Microchip Studio

Programming through Microchip Studio atprogram command line

» Microchip Studio has a standalone command line program Q) Microcke
atprogram.exe could programming HEX and Fuse settings.
Please enter below directory (need Studio 7 pre-installed) sTUDIO

C:\Program Files (x86)\Atmel\Studio\7.0\atbackend\ '}.‘.';':.“JE“\?.E'E"E

) ] atprogram now could support
Ex1. Erase whole chip through EDBG’s SWD interface. Microchip Classic programmer

atprogram -t snap -i swd -d atsamd21gl8a erase snap , pickit4

Ex2. Program HEX to MCU through EDBG’s SWD interface.

atprogram -t snap -i swd -d atsamd21gl8a program -f "Filename.hex"

Ex3. Program 0xD800C777 to USER_WORD_0 and OxFFFFOO5C to USER_WORD 1 of AUXO(Fuse).

atprogram -t snap -i swd -d atsamd21gl8a write -fs -o Ox804000 --values 77C700D85COOFFFF

Fuse Register iz Mind the data byte order !!

OTP4_ WORD_2 OxFFFFFEQO

TEMP_LOG_WORD_0 |OxFC25561F
TEMP_LOG_WORD_1 |0xD35B2CFA

USER_WORD_1 OxFFFFOOSC OxFFFFOO5C
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Configuration Bits (Fuse) setting
in MPLAB X IDE
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Configuration Bits (Fuse) setting in MPLAB X IDE

MPLAB Configuration Bits GUI

* Open Window
» Target Memory Views
» Configuration Bits

Window |Hel

Window |[Code Configurator v3

B Projects

—— L o
Web >
IDE Tools b

Kit Window

Ctrl+1

Target Memory Views

Target Memory Views

Configuration Bits

Configuration Bits will show Red

if not to read it firstly

> & Execution Memory l

Configure Window = Configuration Bi
Reset Windows & CPU Registers
Quiput | Configuration Bits =| Scarch Results | Notifications . & User ID Memory
Close Window Ctrl+W ‘
| Read from chip Value Field ——rUption “rategory Setting
N 0080_4000 TSER WCRD 0 DEEOCTEF - = e |- = o
= 7 NVMCTRL BOOTPROT SIZE OBYTES Bootloader Size 0 Bytes
7 WVMCTRL_EEFROM SIZE SIZE OBYTES EEFROM Size 0 Bytes
& 7 BOD33USERLEVEL User range: 0x0 - 0x3F BOD33 User Level Enter Hexadecimal valus
1 BOD33_EN ENABLED BOD33 Enable BOD33 is enabled
E 1 BOD33_ACTICNH RESET BOD33 Action The BOD33 gensrates a resst
ﬁ 0 WLT_ENABLE DISABLED WLT Enable WLT is disabled
i WDT_RIWAEYSON DISABLED WDT Rlways On WDT is enabled and disabled through ENLBLE kit
E B WLT_FEER CTCla3gd WLT Period 16384 clock cycles
1 WLT_WINDOW 0O SET WLT Window bit O SET
0080_4004 TSER WORD 1 FFFFFCSC - - - -
4 WDT_WINDOW 1 User ranges: O0x0 - 0x7 WDT Window bits 3:1 Enter Hexadecimal wvalus
B WDT_EWOFFSET CiCle3g4 WDT Early Warning Offsst lo384 clock cycles
0 WDT_WEN DISABLED WDT Window Mode Enable  WDT is disabled
1] BOD33_HYST DISABLED BOD33 Hysteresis Ho Hysteresis
FFFF NVMCTRL _EEGION LOCES User range: O0x0 - OxFFFF WM Region Locks Enter Hexadecimal walus

© (Labl1-4 NVM Fuse ReadSN) - ARM Configuration Bits require a Read Device Memory step.

Must Read firstly before to configure

2 OIS WIS LIS 21 I L
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Configuration Bits (Fuse) setting in MPLAB X IDE

° ° ° Window [Hel v
MPLAB Configuration Bits GUI - fyinou o ot | MPLAB X IDE ConfigurationB\its/

o %5 Projects Ctrl+1
* Open Window == === could see only AUX0 (User Row)
el
» Target Memory Views T {
Target Memory Views > & Execution Memory 1
» Configuration Bits Target Memory Views '@ Configuration Bits
Configure Window 2 Configuration Bi
u Reset Windows & CPU Registers
Output | Configuration Bits XI Search Results | Notifications . & User ID Memory
Close Window Ctrl+W » .
I%_ Address Hams Value Field Uption Cateqgory Setting
0080_4000 USER_WORD 0 D800CTTT - - |- -
- -
L Program tochip |7z sree omures oo iz o Byees
& 7 BOD33USERLEVEL User range: 0x0 - 0x3F BOD33 User Level Enter Hexadecimal value
1 BOD33_EN ENLBLED BOD33 Enable BOD33 is enabled
E‘ 1 BOD33_ACTION BOD33 Action The BOD33 gensrates a reset
ﬁ 0 WDT_ENABLE DISABLED Enakle WDT is disabled
0 WDT_ALWAYSON DISABLED Always On WDT is enabled and disabled through ENZBLE kit
T B WDT_PER |ENABLED Period 16384 clock cycles
1 WDT_WINDOW O T NS0T Window bit 0 SET
0080_4004 USER_WORD_1 FFFFO0SC - - Configure Fuse - -
4 WDT_WINDOW_1 User range: OUX0 - UX7 WDT Window bits 3:1 Enter Hexadecimal value
B WDT_EWOFFSET CiCle3g4 WDT Early Warning Offset 16384 clock cycles
0 WDT_WEN DISABLED WDT Window Mode Enable WDT is disabled
0 BOD33_HYST DISABLED BOD33 Hysteresis Ho Hysteresis
FFFF NVMCTREL_REGICN LOCKS User range: 0Ox0 - OxFFFF NVM Region Locks Enter Hexadecimal value

Configuration Bits will show Black if success to read it before configure
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Configuration Bits (Fuse) setting in MPLAB X IDE

Generate Fuse Settings in Harmony

[Files| [ | ®
XdmEm 4
----- CMSIS Pack
----- Device Family Pack
..... EvSYS

Froject Graph

NVMCTRL

MEMORY

Peripheral Library

l Eit Window XI otart Page XFE

X SRORE ||

Device Family Pack (DFP)
_system [ CMSIS Pack

XI1D

Configuration Options IHclp ]

-

=l [+

=-System| System

Security

5 Device & Project Configuration

ri}--gTsrr«MDE 1G184 Device Configuration| ATSAMD21G18A Device Configuration
%----Nute: Set Device Configuration Bits via Programming Tool

Device & Project Configuration

Cigable (Code Frotection Disabled) -

""" NVMCTRL

5
System

EVSYS
Paripharal Library

* Open System
» Device & Project Configuration

» ATSAMD21G18A Device Configuration

» Generate Fuse Setting{\/]

Check this to include Fuse settings in HEX image

MPLAB X IDE and IPE supports support
program the Fuse setting with HEX image

OE}--Generate Fuse Settings E

Generate Fuse Settings

S MYMCTRL Fuse Configuration

~Bootloader Size 0 Bites v
-~ EEPROM Size () Bes L
~ MM Region Lock Bits Ox FEFEE =

E-BOD33 Fuse Configuration
~BOD232 Enable B2D33 15 enabled

~WDT Window Mode Enable WDT windew mode 15 disabled -
=AW DT Window 4096 clock cweles

~WWOT Early Warning Offset | 16384 clock cweles

F-Project Configuration

AUXO (User Row)

~BOD332 Action The BCDE3 generates a reset w
~BOD33 Hysterisis Mo hysterisis e
~BOD33 User Level Ox|V s
E-WOT Fuse Configuration
~\WDOT Enable WDT 15 disabled -
= WWOT Always On WDT 15 controlled by the Enable bit e
~\WDT Period 16324 clock cwcles
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Configuration Bits (Fuse) setting in MPLAB X IDE B
Generate Fuse Settings in Harmony .

* Fuse setting will be generated as pre-define #pragma in initialization.c

Projects = | Files Services

El@ Labl1-4_ MYV _Fuse_ReadSH
% Header Files
@' Important Files
@ Linker Files
El[aﬁ Sonrce Files
E}[Eﬁ config
=g default

----- 5| interrupts.c
""" ] libe_syscalls.c
R peripheral

(8 Libraries
-8 Loadables

(|

(|

// >k 3k >k 5k >k 3k ok 3k 5k 3k 5k >k 5k >k 5k ok 3k 5k >k 5k >k 5k >k 5k >k 3k 5k 3k 5k >k 5k >k 5k >k ok >k 3k 5k >k 5k >k 5k >k ok >k >k 5k >k 5k >k 5k >k Sk >k 3k 5k >k 5k >k 5k >k 5k >k >k >k >k 5k >k 5k >k 5k >k 5k k >k k

// Section: Configuration Bits

// 3k 3k 3k 3k >k 5k 3k 3k 5k Sk 3k ok 5k sk >k Sk 3k 3k 5k Sk ok 5k 3k >k 5k Sk sk 3k 3k sk ok Sk 3k ok 5k sk 3k Sk 3k >k 5k Sk >k 5k Sk sk 5k 3k sk 5k 3k sk ok Sk 3k ok 5k 3k >k 5k sk >k ok Sk >k ok Sk >k ok ok >k ok o5k k ok 3k
#pragma config NVMCTRL_BOOTPROT = SIZE_@BYTES
#pragma config NVMCTRL_EEPROM_SIZE = SIZE_OBYTES

#pragma config BOD33USERLEVEL = 0x7 // Enter Hexadecimal value

#pragma config BOD33_EN = ENABLED

#pragma config BOD33_ACTION = RESET

#pragma config BOD33_HYST = DISABLED
#pragma config NVMCTRL_REGION_LOCKS = oOxffff // Enter Hexadecimal value

#pragma config WDT_ENABLE = DISABLED
#pragma config WDT_ALWAYSON = DISABLED
#pragma config WDT_PER = CYC16384

#pragma config WDT_WINDOW_O = SET
#pragma config WDT_WINDOW_1 = Ox4 // Enter Hexadecimal value
#pragma config WDT_EWOFFSET = CYC16384

#pragma config WDT_WEN = DISABLED
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Configuration Bits (Fuse) setting in MPLAB X IDE IDE
Generate Fuse Settings in Harmony -

* Fuse settings will be appended in tail of project’s HEX image if using XC32 compiler.

= Generate Fuse Settings I_I | - Generate Fuse Settings Q\
Project.hex Project.hex

:020000040000fa 1020000040000 a

:020ad800704765 :020ad800704765

:020000040000fa 1020000040000 a

:020adaoofee735 :020adaoofee735

:020000040000fa : 020000040000 a

:020adcoofee733 :020adcoofee733

:020000040000fa : 020000040000 a

:020ade00fee731 :020ade00ofee731

:00000001FF : 020000040000 a
:0200000400807a
:0440000077c700d8a6
: 020000040000 a
:0200000400807a
: 04400400500 fff5e
:00000001FF
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Configuration Bits (Fuse) setting in MPLAB X IDE

Bit format analysis of Fuse settings in HEX image

0440000077Cc700d8a6
04 : Four bytes

4000 : Starting address
00 : Record type
77c700d8 : Data payload

ab : Checksum

0x0080600

AUX0 — NVM User
0x00804000 Row

Automatic calibration
0x00800000 row

c\ MICROCHIP



Configuration Bits (Fuse) setting in MPLAB X IDE

Bit format analysis of Fuse settings in HEX image

20 BOOTPROT

3 Reserved

G4 EEPROM

T Reserved

138 BO033 Level

14 BOD33 Enable
16:15 BOD33 Action
2417 Fasanyed

25 WDT Enabile

2% WOT Always-On
3027 WOT Penod
ke WOT Window
3835 WODT EWOFFSET
a0 WDT WEN

40

41

4742
E348

BOD33 Hysleress

FRezerved

Reserved
LOCK

BitPos
[2:0]

[6:4]

[13:8]
[14]
[16:15]

[25]
[26]
[30:27]
[31]

BitPos
[34:32]
[38:35]
[39]
[40]

[63:48]

Name
BOOTPORT

EEPROM

BOD33.UserLevel
BOD33.Enable
BOD33.Action

WDT.Enable
WDT .AlwaysOn
WDT.Period
WDT.Window

Name

WDT .Window
WDT.EWOFFSET
WDT.WindowEnable
BOD33.Hysteresis

LOCK

Bit Mapping of HEX
XXX ---- ----

6+ QT ———
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Configuration Bits (Fuse) setting in MPLAB X IDE

Configuration Bits GUl and Harmony Generated Fuse setting in HEX

| Using the Fuse settings in
Harmony Configuration

Enable Harmony > Program HEX with Fuse - Program Fuse in | Using the Fuse settings in
Generate Fuse Settings using MPLAB X IDE/IPE 1 | mpLAB Configuration Bits GUI | MPLAB Configuration Bits GUI
Disable Harmony »  Program HEX without Fuse > | Program Fuse in | Using the Fuse settings in
Generate Fuse Settings > using MPLAB X IDE/IPE Studio Fuse setting GUI n Studio Fuse setting GUI

Program HEX w/wo Fuse >

using Microchip Studio

Program HEX w/wo Fuse No Fuse settings
using others programmer + { to be programmed
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%€ Lab11-4 Read Unique Serial Number

* Please continue from SAM2001 Lab11 (SERCOM - UART TxRx Interrupt Callback with myprintf)

* In SAM D20 / SAM D21 / SAM R21 devices, each device has a unique 128-bit serial number
which is a concatenation of four 32-bit words contained at the following addresses:

Word 0: 0x0080A00C
Word 1: 0x0080A040
Word 2: 0x0080A044
Word 3: 0x0080A048
* Try to read the unique serial number from your SAMD21 MCU and output as below
“Unique serial number : (4 Words)”
“0x0080A00C : 0x55574129”
”0x0080A010 : 0x514E5357”
”0x0080A014 : 0x4C202020”
”0x0080A018 : OxFF130E33”

"_ done”

The unique serial number will

vary depending on the device

*Let’'s go !
A8\ MicrocHIP



%€ Lab11-4 Read Unique Serial Number
Stepl

// TODO 11-4.01
uint32_t NVM_UQSN_Word[4];

void USART5 Transmit( uintptr_t context )

// TODO 11-4.02
void NVM_Read UQSN( uint32_t *Word )
{

volatile uint32_t *pWord, i;

while( NVMCTRL_IsBusy() ) {}

pWord = (volatile uint32_t *)0x0080A00C;

myprintf( "Unique serial number : (4 Words)\r\n" );

for( i=0 ; i<4 ; i++ )

{
Word[i] = *pWord;
myprintf( "Ox%08X : 0x%08X\r\n", 0x0080A00C+(i*4), Word[i] );
if( i==0 ) pWord = (volatile uint32_t *)0Ox0080A040;
else pWord++;

}

myprintf( "- done\r\n\r\n" );

}

int main ( void ) { ... }
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%€ Lab11-4 Read Unique Serial Number

Step2

void myprintf(const char *format, ...) { ... };

// TODO 11-4.02
void NVM_Read UQSN( uint32_t *Word )
{ ...}

int main ( void )

{

SERCOM5_USART_Read( USART5 ReceiveData, 1 );

// TODO 11-4.03
myprintf("\033[23");
myprintf("\033[?251\033[1;1H");
NVM_Read_UQSN( NVM_UQSN_Word );

while ( true )

{ ...
if (TC3 HasExpired)
{ ...
// TODO 11-4.04
// myprintf( "Hello World!\r\n" );
}
}
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%€ Lab11-4 Read Unique Serial Number

Result

W COM3 - Tera Term VT — O X
Fle Edit Setup Control Window Help

Unique serial number : (4 Words)

Ox0080A0OC . Ox55574129

OxX0080A010 : Ox514ES5357

OxX0080A014 : 0x4C202020
OX0080AP18 : OXFF130E33
- done
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% Lab11-5 Read NVM AUXO0 (User Row)

* Please continue from SAM2001 Lab11-4 Read Unique Serial Number

* Try to read the AUX0 (User Row) from NVM Fuse(Configuration Bit) which locate at address

0x00804000 and has total 64 WORDs (256 Bytes).

* The Fuse Settings should be the first two WORDs of AUXO.

* Please output as below format : “Fuse
“NVM-AUXO0 User Row : (64 Words)” ‘
“-Word 0 and Word 1”
“Ox00804000 : 0xD800C777” 0x00806000 AUX1
“0x00804004 : OxFFFFO0O5C” 0X00804100

“- User ID Memory ” | |
“0x00804008 : OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF ” | 0x00804000 ||| EITCCCRAOT

“0x00804018 : OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF ”
“0x00804028 : OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF ”

a 124

“0x008040F8 : OXFFFFFFFF OXFFFFFFFF” —
Automatic calibration

ll_ done"
0x00800000 |L row )

N\

(WORD Address)

*Let’'s go !
AS\ MicrocHIP



% Lab11-5 Read NVM AUXO0 (User Row)
Stepl

uint32_t NVM_UQSN_Word[4];
// TODO 11-5.01
uint32_t NVM_AUXO Word[64];

void NVM Read UQSN( uint32_t *Word )
// TODO 11-5.02
void NVM_Read_AUXO( uint32_t *Word )

{
volatile uint32_t *pWord, i;
while( NVMCTRL_IsBusy() ) {}
pWord = (volatile uint32_t *)USER_PAGE_ADDR;
myprintf( "NVM-AUX@ User Row : (64 Words)\r\n" );
for( i=0 ; i<64 ; i++ )
{
Word[i] = *pWord;
if( i==0 ) myprintf( "- Word © and Word 1\r\n" );
if( i==2 ) myprintf( "- User ID Memory\r\n" );
if( i<2 || (i-2+4)%4==0 ) myprintf( "Ox%@8X :", USER_PAGE_ADDR+(i*4) );
myprintf( " Ox%08X", Word[i] );
if( i<2 || (i-1)%4==0 ) myprintf( "\r\n" );
pWord++;
}
myprintf( "\r\n- done\r\n\r\n" );
}
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% Lab11-5 Read NVM AUXO0 (User Row)
Step2

uint32_t NVM_UQSN_Word[4];
// TODO 11-5.01
uint32_t NVM_AUX@ Word[64];

void NVM Read UQSN( uint32_t *Word )
// TODO 11-5.02
void NVM_Read_AUXO( uint32_t *Word )

{ ...}

int main ( void )

{

SERCOM5_USART_Read( USART5 ReceiveData, 1 );

myprintf("\033[23");
myprintf("\033[?251\033[1;1H");
NVM_Read_UQSN( NVM_UQSN_Word );
// TODO 11-5.03

NVM_Read_AUX@( NVM_AUX@ _Word );

while ( true )
{

} .
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%€ Lab11-5 Read NVM AUXO (User Row)

Result

M COMZ - Tera Term VT

File Edit Setup Control Window Help
NVM-AUX@ User Row : (64 Words)
- Word @ and Word 1
0x00804000 . ©0xD80C/77
0x00804004 . OXFFFFOO5C

- User ID Memory
0x00804008 . OxXFFFFFFFF OxXFFFFFFFF OXFFFFFFFF OXFFFFFFFF

o OXFFFFFFFF OXFFEFE

OX0O0BV40E8 : OXFFFFFFFF
Ox008040F8 : OXFFFFFFFF OxXFFFFFFFF

- done
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% Lab11-6 Read NVM AUX1 (Software Calibration)

* Please continue from SAM2001 Lab11-5 Read NVM AUXO0 (User Row)

* Try to read the AUX1 (Software Calibration) from NVM Fuse(Configuration Bit) which locate at
address 0x00806000 and has total 16 WORDs (64 Bytes).

* The Factory Calibration should in OTP Area 4 and Software Temperature Log of AUX1.

* Please output as below format : e
“NVM-AUX1 : (16 Words) ” r ‘
“. OTP Area 1 (Reserved) ” (WORD Address)
“- OTP Area 2 (Device Configuration Area) ” 0x00806000
“- OTP Area 3 (Reserved) ” 00804100
“- OTP Area 4 (Software Calibration Area) ” AUX0 — NVM User
“0x00806020 : 0x40004007"” 0x00804000 | Row |

(] 14

“> Software Temperature Log row”
“0x00806030 : OxFDO7D11E”

(] ”

Automatic calibration

o »n”
> Reserved
“_ done” 0x00800000 |(L row )

*Let’'s go !
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% Lab11-6 Read NVM AUX1 (Software Calibration)
Stepl

uint32_t NVM_UQSN Word[4];
uint32_t NVM_AUXO Word[64];
// TODO 11-6.01

uint32_t NVM_AUX1_Word[16];

void NVM _Read UQSN( uint32_t *Word )

{

}

void NVM Read AUXO( uint32_t *Word )

{

}

int main ( void )

{
myprintf("\033[2]");
myprintf("\033[?251\033[1;1H");
NVM_Read_UQSN( NVM_UQSN_Word );
NVM_Read_AUX@( NVM_AUX@ Word );

}
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% Lab11-6 Read NVM AUX1 (Software Calibration)

Stepl

// TODO 11-6.01
uint32_t NVM_AUX1_Word[16];

// TODO 11-6.02
void NVM_Read_AUX1( uint32_t *Word )

{
volatile uint32_t *pWord, i;
while( NVMCTRL_IsBusy() ) {}
pWword = (volatile uint32_t *)OTP1_ADDR;
myprintf( "NVM-AUX1 : (16 Words)\r\n" );
for( i=0 ; i<16 ; i++ )
{
Word[i] = *pWord;
if( i== @ ) myprintf( "- OTP Area 1 (Reserved)\r\n" );
if( i== 2 ) myprintf( "- OTP Area 2 (Device Configuration Area)\r\n" );
if( i== 4 ) myprintf( "- OTP Area 3 (Reserved)\r\n" );
if( i== 8 ) myprintf( "- OTP Area 4 (Software Calibration Area)\r\n" );
if( i==12 ) myprintf( " > Software Temperature Log row\r\n" );
if( i==14 ) myprintf( " > Reserved\r\n" );
myprintf( "Ox%08X : ©x%08X\r\n", OTP1_ADDR+(i*4), Word[i] );
pWord++;
}
myprintf( "- done\r\n\r\n" );
}
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% Lab11-6 Read NVM AUX1 (Software Calibration)

Step2

// TODO 11-6.01
uint32_t NVM_AUX1_Word[16];

// TODO 11-6.02

void NVM_Read AUX1( uint32_t *Word )

{
}

int main ( void )

{

myprintf("\033[23");
myprintf("\033[?251\033[1;1H");
NVM_Read UQSN( NVM_UQSN Word );
NVM_Read_AUXO( NVM_AUX@ Word );
// TODO 11-6.03

NVM_Read_AUX1( NVM_AUX1_Word );

while ( true )
{

}
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% Lab11-6 Read NVM AUX1 (Software Calibration)

Result

Il COM3 -TeraTerm VT

File Edit Setup Control Window Help

NVM-AUX1 : (16 Words)

- OTP Area 1 (Reserved) - OTP Area 4 (Software Calibration Area)

Ox00806000 : 0x10000300

0x00806004

- OTP Area
0x00806008
Ox0080600C
- OTP Area

0Xx00806010 :
0Xx00806014 :
: @XFFFFFFFF
: OXFFFFFFFF

0x00000000

: ©X02200000

GEEAER)
OXFFFFFFFF
OXFFFFFFFF

OX00806020

Ox00806024 .
2 (Device Configuratpxpog806028

: OX007/DEB65

Ox0080602C

0Xx40004007
OX89F4AADC
OXFFFFFEQO
OXFFFFFFFF

> Software Temperature
0x00806030 : OxFDO7D11E
Ox00806034 : OxE91B22F8
> Reserved
0x00806038 : OXFFFFE795
Ox0080603C : OXFFFFFFFF
- done
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User ID Memory
in NVM AUXO (User Row)
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User ID Memory in NVM AUXO0 (User Row)

User Fuse WORD 0, WORD1 and User ID Memory

NVM-AUX@ User Row : (64
- Word @ and Word 1

©x00804000 :
©x00804004 :

@xD8eec777
@xFFFF@B5C

- User ID Memory

: @XFFFFFFFF

: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF
: OXFFFFFFFF

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
@XFFFFFFFF

@XFFFFFFFF
@xFFFFFFFF
@xFFFFFFFF
@XFFFFFFFF
@xFFFFFFFF
OxFFFFFFFF
OXFFFFFFFF
@XFFFFFFFF
@xFFFFFFFF
@xFFFFFFFF
@XFFFFFFFF
@xFFFFFFFF
OxFFFFFFFF
OXFFFFFFFF
@XFFFFFFFF

0x00804100

User ID Memory
(64 — 2 ) WORDs
248 Bytes

0x00804008
0x00804004
0x00804000°

Fuse WORD 1
Fuse WORD 0

(WORD Address)

0x00806000
0x00804100

0x00804000

0x00800000

N\

Automatic calibration

row
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User ID Memory in NVM AUXO0 (User Row) e

STUDIO
FOR AVR®” AND
. . . SAM DEVICES
User Microchip Studio to access User ID Memory =i _
Save As >
< ML e v U P ES=E
MPLAB® Snap (BUR183076917) - Device Programming
HEEE ~ FIRERER = - (7]
Tool Device Interface Deu E FEEE (C) A oz - ~
MPLAB® Snap v | ATSAMD21G18A ~ SWD ~ |Apply Ox 1 e AR (D) || Document.userpage
; W
Interface settings Device P A v < >
Tool information Erase Chip ¥ I fEZ=5#E(N): |Document.userpage Document.userpage w
Device information Flash (256 KB) FRME(D): |User Page (userpage) (*userpage) -
r [_] Erase Flash before programming ]
Hses [ ] Verify Flash after programming ~ BREERR =HE A
Security ® Advanced SANE
User Page (256 bytes)
Era?e User Page before programr:ning Program Verify
Verify User Page after programming
@ Advanced
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User ID Memory in NVM AUXO0 (User Row) e

User Microchip Studio to access User ID Memory

Document.userpage

:0200000400807A
: 104000007 7C700D85CO0FFFFFFFFFFFFFFFFFFFF48
:10401000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFBO
:10402000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFA®
:10403000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF90
:10404000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF80
:10405000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF70
:10406000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF60
:10407000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFS0
:10408000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF40
:10409000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF30
:1040AQ0OFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF20
:1040BOOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF10
:1040CO0OFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFOO
:1040DOOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO
: 1040EQ0OFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE®
:1040FQ0OFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDO
: 000000O1FF

STUDIO

FOR AVR® AND
S5AM DEVICES

Microchip Studio IDE to store Fuse

and User ID Memory together

AUXO
NVM User Row

0x00804100

~

User ID Memory
(64 — 2 ) WORDs

248 Bytes

0x00804008
0x00804004
0x00804000

Fuse WORD 1
Fuse WORD 0

7

7
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User ID Memory in NVM AUXO0 (User Row)

User MPLAB X IDE to access User ID Memory

Window Help

Window | Code Configurator v3

Kit Window
i Projects

Ctrl+1

e

——

Web
IDE Tools
Target Memory Views

Target Memory Views

Configure Window
Reset Windows

Close Window

T 2

Ctrl+W

—

>
>
> Execution Memory
Data Memory
Peripherals
Configuration Bits
CPU Registers
User ID Memory

Lo DoDoD

Us;r ID Memory

We cannot manually read and

write User ID Memory here

User ID Memory *| Output |

FRET]

Address
0030 _-:1 008
0080_400C

Tzer ID
O0xFFFFFFFEF

OxFFFFFFFF

00g0_4010

0xFFFFEFFFF

00g0_4014

0xFFFFEFFFF

00g0_401s

0xFFFFEFFFF

0ogo0_401C

0xFFFFEFFFF

00g0_4020

0xFFFFEFFFF

00g0_4024

0xFFFFEFFFF

00g0_4028

0xFFFFEFFFF

00g0_402C

0xFFFFEFFFF

00g0_4030

0xFFFFEFFFF

00g0_4034

0xFFFFEFFFF

00g0_4038

0xFFFFEFFFF

00g0_403C

0xFFFFEFFFF

0080_4040

OXFFFFFFFF

00g0_4044

0xFFFFEFFFF

00g0_4048

0xFFFFEFFFF

0080_404C

OxFFFFFFFF

Memory | User [D Memory

ot

User ID Memory

MPLAB X IDE separate to shows
User ID Memory in GUI

AUXO
NVM User Row

~

0x00804100

User ID Memory
(64 — 2 ) WORDs

248 Bytes

0x00804008
0x00804004
0x00804000

Fuse WORD 1
Fuse WORD 0

7

7
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User ID Memory in NVM AUXO0 (User Row)

Read User ID Memory in MPLAB X IDE

B4 MPLAB X IDE v6.00 - Lab11-6_NVM_Fuse ReadAux1 : default

User ID Memory x| Output [_

File Edit View Navigate Source Refactor Production Debug Team Tools Window Help
RS 5 @ | VBT - D -
Projects x| Files | Services = || Kit Windd Read Device Memory
== o116 NVM Fuse ReadAuxl
R e—— e

| Output - Snap-Lab11-6 NVM Fusc ReadAuxl x| User ID Memory | Scarch Results | Notific

LUrTrEnoely luducud VETS LUl .

Application version........... B88.684.73
Boot version.................. g1.88.88
Script version.. ... ., Be8.84.97
Script build number........... 76c444c118

Tool pack version ............ 1.11.758
Target device ATSAMD21G184 found.
Device Id Revision = @x3

Calculating memory ranges for operation...

The following memory area(s) will be read:

program memory: start address = 8x8, end address = 8x2bff
configuration memory

Due to the large memory ranges on this device, only the areas of memory
Read complete

Lddress

e gy
0080 40038

0o0g0_400C

Tzer ID
OxFFFFFFEF

0xFFFFEFFFF

FET]

00g0_4010

0xFFFFEFFFF

00g0_4014

0xFFFFEFFFF

00g0_4018

0xFFFFEFFFF

0ogo0_401C

0xFFFFEFFFF

0080_4020

OxFFFFFFFF

Not Updated after Read

00g0_4030

0xFFFFEFFFF

00g0_4034

0xFFFFEFFFF

0080_4038

0xFFFFEFFFF

00g0_403C

0xFFFFEFFFF

00g0_4040

0xFFFFEFFFF

00g0_4044

0xFFFFEFFFF

00g0_4048

0xFFFFEFFFF

00g0_404C

0xFFFFEFFFF

Memory User ID Memory
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User ID Memory in NVM AUXO0 (User Row)

Read User ID Memory in MPLAB X IDE

Ed MPLAB X IDE v6.00 - Lab11-6_NVM_Fuse_ReadAux1 : default
File Edit View Navigate Source Refactor Production Debug T

E % I_ _._I defanlt

v - F -

Projects * | Files
E}Q Labl 1—E_I"-]"-.-'rI'-.-"_'[_FU_E:E_E'E:a_n:ﬂ.;"l"ﬂl.l-:1

Services

-- Header Files
ﬁ‘ [mportant Files
G- Linker Files
-- Sonrce Files
ﬁ‘ Libraries
+-EF Loadables

[=1

igator -6 NVM_Fusc R

g Labl1-6_NVM _Fuse Re
%0 Project Type: Applica
Device

Properties

ATSAMDZ21G18:
hecksum: Blank,

{@]

=g Packs
@ SAMD21_DFF (3

-

- XC32 (e4.10) [C:

L5 Production Tmase

= Kit Windew x| St

New

Add Existing Item...

Add Existing Items from Folders,
New Logical Folder

Locate Headers

Add Item to Important Files...
Export Hex

Build

Clean and Build
Clean

Batch Build...

; CMSIS (5.5.0) )dﬁ\/
=% Compiler Toolchai“/tmmma\/

B4 Project Properties - Lab11-6_NVM_Fuse_ReadAux

Caegories:

=+ @ General

----- 2 File Inclusion/Exclusion

& o

O

ebugger SNAP

- 2 Building

=@ HC32 (Global Options)
----- @ wc3Z-as

----- @ xedd-goc

----- D owe3R-mt+

----- 2 we32-d

----- 2 wedd-ar

----- 2 Analvsis

bdanage Confizgurations...

Manage Metwork Tools...

Crptions for Snap

Memory to Program

Option categories:

Memories to Program | \janya) select memories and range

Auto select memories and ranges

Configuration Memory

D

Frogram MMemory

Frogram Memory Eangeis)(hex) 0-3ff

Freserve Frogram Memory []

Freserve Frogram Memory Eange(s)(hex)

Option Description

] Cancel Apply

Unlack Help
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User ID Memory in NVM AUXO0 (User Row)

Read User ID Memory in MPLAB X IDE

B4 MPLAB X IDE v6.00 - Lab11-6_NVM_Fuse ReadAux1 : default
File Edit View Navigate Source Refactor Production Debug Team Tools Window Help

FEES D@

Projects x| Files | Services = || Kit Windd Read Device Memory
= ﬁ Labll-6 NWM Fuse ReadAnxl

— Pa .

- .

Output - Snap-Lab11-6 NVM_Fuse ReadAuxl | User ID Memory | Scarch Results | Notific:

Connecting to MPLAB Snap

Currently loaded wversions:

Application version........... ge.e4.73
Boot version.................. g81.66.88
Script version................ 86 .84 .97
Script build number........... 76c444c118
Tool pack wversion ............ 1.11.759

Target device ATSAMD21G18A found.
Device Id Revision = 8x3

The following memory area({s) will be read:

program memory: start address = 8x8, end address = @x3ffff
configuration memory

User Id Memor

User Id Memory

Read complete

0o0g0_400C

0xFFFFEFFFF

0xFFFFEFFFF

&

0080 4008
' L) ||_
=

00g0_4010

0xFFFFEFFFF

00g0_4014

0xFFFFEFFFF

00g0_4018

0xFFFFEFFFF

0ogo0_401C

0xFFFFEFFFF

0080_4020

OxFFFFFFFF

er Read

00g0_4030

0xFFFFEFFFF

00g0_4034

0xFFFFEFFFF

0080_4038

0xFFFFEFFFF

00g0_403C

0xFFFFEFFFF

00g0_4040

0xFFFFEFFFF

00g0_4044

0xFFFFEFFFF

00g0_4048

0xFFFFEFFFF

00g0_404C

0xFFFFEFFFF

Memory User [D Memory
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User ID Memory in NVM AUXO0 (User Row)

Modify and write User ID Memory in MPLAB X IDE >

User ID Memory = | Qutput - Snap-Labl11-6 NVM Fuse ReadAuxl | Search Results | Notifications
Bddress User ID

0080 4003
Q080_400C OxXFEEF
0080_4010 OxFFFFEF
0080_4014 OxFFFFEFFF
0080 4015 OxFFFFFEFF
0080_401C OxFFFFFEFF
0080_4020 O0xFFFFEFFF
0080_4024 OxFFFFEFFF
0080_402% OxFFFFFEFF
0080_402C O0xFFFFEFFF
0080_4030 OxFFFFEFFE
0080 4034 OxFFFFFFFF
0080_403% OxFFFFFEFF
0080_403C OxFFFFEFFF
0050 4040 OxFFFFFEFFE [

FET1

Try Click to Modify

@ (Labl1-6 NVM Fuse ReadAux]) - Memory acoess restricted

Memory User ID Memory  +| Format Standard w {
Debug Build Eequired For Editing,

Debug Build Required For Editing. ”®|
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User ID Memory in NVM AUXO0 (User Row)

Modify and write User ID Memory in MPLAB X IDE

User ID Memory | Qutput - Snap-Labl1-6 NY

FET1

Lddress

TUzer ID

0080 4008 (0x12345673
Q080_400C OxXFEEF
0080_4010 OxFFFFEF

0080_4014

OxFFFFFFFF

0080 4013

OxFFFFFEFF

Q080_401C

OxFFFFFFFF

Q080_4020

0xFFFFFEFFF

0080_4024

OxFFFFFFFF

Q080_4023

OxFFFFFFFF

Q080_402C

0xFFFFFEFFF

0080_4030

OxFFFFFFFF

0080 4034

OxFFFFFEFF

0080_4033

OxFFFFFFFF

Q080_403C

0xFFFFFEFFF

0050 4040

OxFFFFFFFF

Build for Debugging (Project Lab11-6_NVM_Fuse_ReadAux1)

PC: 0x16B4 | Hi

Build with PRO Comparis

Build for Debugging

DA

Click to Modi-fy- -'I.AB

Memory | User ID Memory

r

Format Standard
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User ID Memory in NVM AUXO (User Row)

Modify and write User ID Memory in MPLAB X IDE >
T E IR B0 REER T 2w @ usx

User ID Memory x| Output - Snﬂp'l-ﬂh“'ﬁﬁldow x| Start Page flAddand Program Device (Project Lab11-6_NVM_Fuse_ReadAux1)

E Address |DOser 1D Program Device for Debugging (Project Lab11-6_NVM_Fuse_ReadAux1) _
. o 0080_4008 |0x12345678] Program Device for Production (R Program Device for Debugging @
= M PLAB l Erase Device Memory (Project Lab11-6_NVM_Fuse_ReadAux1)

Programmer To Go PICkit3/PICkit4 (Project Lab11-6_NVM_Fuse_ReadAux1)

LLI_Q_E

0080_4014 OxFFFFEFFF
0080 4015 OxFFFFFEFF
0080_401C OxFFFFFEFF
0080_4020 O0xFFFFEFFF
0080_4024 OxFFFFEFFF
0080_402% OxFFFFFEFF
0080_402C O0xFFFFEFFF
0080_4030 OxFFFFEFFE
0080 4034 OxFFFFFFFF
0080_403% OxFFFFFEFF
0080_403C OxFFFFEFFF
0050 4040 OxFFFFFEFFE

Memory User ID Memory  +| Format Standard w
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User ID Memory in NVM AUXO0 (User Row)
NVMCTRL User Row Interface function

 Latest Harmony Framework(PLIB) to support below User Row NVM operation.

bool NVMCTRL_USER_ROW RowgErase( uint32_t address )
NVM AUXO(User Row) Erase Row of given address.

bool NVMCTRL_USER_ROW PageWrite( uint32_t *data, const uint32_t address )
NVM AUXO(User Row) Page Write to given address.

void NVMICTRL_SecurityBitSet(void)
Set the Security Bit by software.
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% Lab11-7 Write NVM AUXO0 (User Row)

* Please continue from SAM2001 Lab11-6 Read NVM AUX1 (Software Calibration)
* Try to write one WORD user data 0x12345678 to AUXO0 User ID Memory address 0x00804010,

and then read it back to make sure write has succussed.

* Remember always execute NVM_Read_AUXO(NVM_AUXO0_Word) once, before you to execute
the NVM_Write_ AUXO(NVM_AUX0_Word) function for make sure to get the first two WORD

of Fuse Setting and then execute erase and write it back.
* Please output AUXO0 write function as below format :
“Erase NVM-AUXO0 User Row :”
“ - success”
“Write NVM-AUXO0 User Row :”
“ - Page 0 : success”
“-Page 1: success”
“ - Page 2 : success”
“ - Page 3 : success
“done”

Let’s go !

14

—

0x00804100

0x00804010

0x00804008
0x00804004

0x00804000*

User ID Memory
(64 — 2 ) WORDs

248 Bytes
0x12345678

Fuse WORD 1
Fuse WORD 0
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% Lab11-7 Write NVM AUXO0 (User Row)
Stepl

void NVM Read AUX1( uint32_t *Word ) {...}

// TODO 11-7.01
bool NVMCTRL_GetSecurityBitStatus( void )

{
if( NVMCTRL_REGS->NVMCTRL_STATUS & NVMCTRL_STATUS_SB(1UL) )
{
return true;
}
return false;
}

void NVM Write AUXO( uint32_t *Word )

{
uint32_t i;

while( NVMCTRL_IsBusy() ) {}

1f( NVMCTRL_GetSecurityBitStatus() ) Check Security Bits before Write AUXO0
{

Let’s talk it later in next LAB

myprintf( "Security Bit has been set!\r\n" );
return;
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% Lab11-7 Write NVM AUXO0 (User Row)
Step2

void NVM Read AUX1( uint32_t *Word ) {...}

// TODO 11-7.01
bool NVMCTRL_GetSecurityBitStatus( void ) { ... }

void NVM_Write_AUXO( uint32_t *Word )
{

myprintf( "Erase NVM-AUX@ User Row : \r\n" );
NVMCTRL_USER_ROW_RowErase((uint32_t)USER_PAGE_ADDR);
while( NVMCTRL_IsBusy() ) {}

myprintf( " - success\r\n" );

myprintf( "Write NVM-AUX@ User Row : \r\n" );
for( i=0 ; i<4 ; i++ )
{
myprintf( " - Page %d : ", i );
NVMCTRL_USER_ROW_PageWrite((uint32_t *)Word, (uint32_t)USER_PAGE_ADDR+(i*64));
while( NVMCTRL_IsBusy() ) {}
myprintf( "success\r\n" );
Word+=16;

}
myprintf( "done\r\n\r\n" );
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¢ Lab11-7 Write NVM AUXO (User Row)
Step3

void NVM Read AUX1( uint32_t *Word ) {...}

// TODO 11-7.01
bool NVMCTRL_GetSecurityBitStatus( void ) { ... }

void NVM_Write_AUXO( uint32_t *Word ) { ... }

int main ( void )

{

myprintf("\033[21");
myprintf("\033[?251\033[1;1H");
NVM_Read_UQSN( NVM_UQSN_Word );
NVM_Read_AUXO( NVM_AUXO Word );
NVM_Read_AUX1( NVM_AUX1 Word );

Remember always execute NVM_Read_AUXO(NVM_AUX0_Word) once,
before you to execute the NVM_Write_ AUXO(NVM_AUX0_Word) function
for make sure to get the first two WORD of Fuse Setting

// TODO 11-7.02

NVM_AUX® Word[4] = @x12345678;
NVM_Write AUXO( NVM_AUX@ Word );
NVM_Read_AUXO( NVM_AUX@ Word );

while ( true )
{
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% Lab11-7 Write NVM AUXO0 (User Row)

Result

M COMSZ - Tera Term VT
File Edit

Erase NVM-AUXO User
- success

Setup Control Window Help

Row

Write NVM-AUX@ User Row

%) success
sSUccess
SUcCcess

SUCCess

Page
Page
Page
Page
done

1
2
3

NVM-AUX@ User Row :
- Word @ and Word 1
Ox00804000 OxD800C777
Ox00804004 OXFFFFOO5C
- User ID Memory

Ox00804008 OXFFFFFFFF
Ox00804018 OXFFFFFFFF
Ox00804028 OXFFFFFFFF

(64 Words)

OXFFFFFFFF 0x12345678 OXFFFFFFFF
OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF
OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF
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% Lab11-7 Write NVM AUXO0 (User Row)

Read User ID Memory in MPLAB X IDE

B4 MPLAB X IDE v6.00 - Lab11-6_NVM_Fuse ReadAux1 : default
File Edit View Navigate Source Refactor Production Debug Team Tools Window Help

FEES D@

Projects x| Files | Services = || Kit Windd Read Device Memory
= ﬁ Labll-6 NWM Fuse ReadAnxl

— Pa .

- .

Output - Snap-Lab11-6 NVM_Fuse ReadAuxl | User ID Memory | Scarch Results | Notific:

Connecting to MPLAB Snap

Currently loaded wversions:

Application version........... ge.e4.73
Boot version.................. g81.66.88
Script version................ 86 .84 .97
Script build number........... 76c444c118
Tool pack wversion ............ 1.11.759

Target device ATSAMD21G18A found.
Device Id Revision = 8x3

The following memory area({s) will be read:

program memory: start address = 8x8, end address = @x3ffff
configuration memory

User Id Memor

User Id Memory

Read complete

User ID Memory | Output | |

. Address
' 0080_4008

Tzer ID
OxFFFFFFEF

0x12345678

00g0_4018

0xFFFFEFFFF

0ogo0_401C

0xFFFFEFFFF

0080_4020

OxFFFFFFFF

er Read

00g0_4030

0xFFFFEFFFF

00g0_4034

0xFFFFEFFFF

0080_4038

0xFFFFEFFFF

00g0_403C

0xFFFFEFFFF

00g0_4040

0xFFFFEFFFF

00g0_4044

0xFFFFEFFFF

00g0_4048

0xFFFFEFFFF

00g0_404C

0xFFFFEFFFF

Memory User [D Memory
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% Lab11-7 Write NVM AUXO0 (User Row)

Read User ID Memory in Microchip Studio

Document.userpage

:0200000400807A
: 104000007 7C700D85CO0FFFFFFFFFFFFFFFFFFFFA48
:1040100d7856 341 F FFFFFFFFFFFFFFFFFFFFFFF98
:10402000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFA®
:10403000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF90
:10404000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF80
:10405000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF70
:10406000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF60
:10407000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF50
:10408000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF40
:10409000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF30
: 1040A0POFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF20
:1040BOOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF10
: 1040COPOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFOO
: 1040DOOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO
: 1040EQPOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEO
: 1040FPOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDO
: 000000O1FF

A\ MicrocHIP

STUDIO

FOR AVR® AND
5AM DEVICES

Microchip Studio IDE to store Fuse

and User ID Memory together

AUXO
NVM User Row

0x008041004 .
User ID Memory
(64 — 2 ) WORDs
248 Bytes
0x00804010 0x12345678
0x00804008 e WORD 1
0x00804004 Fzse -
0x00804000 J

@ MICROCHIP



NVM Security Bit

Security Bit

* The security bit allows the entire chip to be locked from external access for code security.

* The security bit can be written by a dedicated command, Set Security Bit (SSB).

« Once set Security Bit, the only way to clear the security bit is through a debugger Chip Erase command.

+ After issuing the SSB command, the PROGE error bit can be checked.

* In order to increase the security level, it is recommended to enable the internal BOD33 when the security bit is set.

Chip Erase
» Chip-Erase consists of removing all sensitive information stored in the chip and clearing the NVMCTRL security bit.

- All volatile memories, the Flash memory (including the EEPROM Emulation area) and the RWWEE Emulation
section will be erased.

* The Flash auxiliary rows, including the user row, will not be erased.

Programming

* Programming the Flash or RAM memories through external programmer is only possible when the device is
not protected by the NVMCTRL security bit.

NVM Auxiliary space
« Auxiliary space cannot be accessed from outside if the security bit is set.

Debug Operation
* When an external debugger forces the CPU into debug mode, the peripheral continues normal operation.
* Access to the NVM block can be protected by the security bit. In this case, the NVM block will not be accessible.

ﬁ\ MICROCHIP



% Lab11-8 Code Protect by NVM Security Bit

* Please continue from SAM2001 Lab11-7 Write NVM AUXO0 (User Row)

* You will practice below exercises in this LAB.
* Try use Microchip Studio to enable the Security Bit.
* Try under MPLAB X IDE and use Harmony to enable the Security Bit.
* Try read Flash memory while Security Bit has been settled.
* Try un-seal the Security Bit by Erase Chip. In both Microchip Studio and MPLAB X IDE.
* Make sure the “Self Flash Access” is executable while enable the Security Bit.

Let’s go !

c\ MICROCHIP



% Lab11-8 Code Protect by NVM Security Bit

Use Microchip Studio to enable Security Bit

E Microchip Studio Tools
File Edit View VAssistX ASF Project Debug | Tools | Win
v B Command Prompt
@ Device Pack Manager
## Device Programming Device Programming
- ww Programming Center %

Open Tools

» Device Programming
Tool : MPLAB Snap
Device : ATSAMD21G18A
Interface : SWD

> [Apply]
» [Read]

Device signature

» [Security]

ﬁ\ MICROCHIP

STUDID

FOR AVR® AND
SAM DEVICES

MPLAB® Snap (BUR183076917) - Device Programming

? >

Tool Device Interface Apply Device signature Read

arget Voltage

MPLAB® Snap ¥ ATSAMD21G18A ~ | SwWD ~ Ml Apply| M 0x10010305

Interface settings Security Bit

Tool information
programming and debugging interfaces

Once set, the only way to clear the security bit is doing the Chip
or asserting the erase pin to 1 where available.

Device information
Memories

EnSes Check the device datasheet for details on the security bit.

Security

Set

Reading User Page..OK

Setting the security bit will lock the chip from further access through all external

Please Power cycle the EVB to active

e

Erase command

@ MICROCHIP



% Lab11-8 Code Protect by NVM Security Bit

Use Microchip Studio to Read Device signature after enable Security Bit

E Microchip Studio Tools
File Edit View VAssistX ASF Project Debug | Tools | Win

2

- B Command Prompt

@ Device Pack Manager

) 74 Device Programming || Device Programming
ww Programming Center %
Power cycle the EVB

» Tools

» Device Programmin
Tool : MPLAB Snap

Interface : SWD

FOR AVR® AND
> [Apply] SAM DEVICES

» [Read]

MPLAB® Snap (BUR183076917) - Device Programming ? X

Tool Device Interface Apply Device signature Read arget Voltage

[WPLso8 swop ~ ArsoziGion + | 5woJAepb]  oxtoorosos s3v [Reat] (88

MNo device detected. Error 4109

Unable to enter programming mode. Verify device selection, interface
settings, target power, security bit, and connections to the target
device.

Reading User Page..OK

@ MICROCHIP



% Lab11-8 Code Protect by NVM Security Bit

Use Microchip Studio to Erase Chip for un-seal the Security Bit

E Microchip Studio Tools
File Edit View VAssistX ASF Project Debug | Tools | Win
- : -

Command Prompt

Device Pack Manager

= Device Programming Device Programming
Programming Center %
Power cycle the EVB
» Tools
» Device Programmin

Tool :
Device : ATSAMD21G18A STunlu

Interface : SWD
> [Apply]
e Poaeld
» [Memory]

2

Ll

FOR AVR® AND
SAM DEVICES

Device information

Memories

Security

Reading User Page..OK

Atmel-ICE (J41800081280) - Device Programming ? X
Tool Device Interface Apply Device signature Target Voltage
Atmel-ICE v | ATSAMD21G18A v  SWD - [l Apply 33V o3
Interface settings Device SNAP has problem to execute Erase Chip
Tool information Erase Chip Command in Microchip Studio while Set

Security Bit, Please use PICKit4 or Atmel ICE

Flash (256 KB) >\$
CAExercises_SAM2001ADW\SolutionsiLab11-7_NVM_Fuse WriteAuxO\firmwe ~ Iil

[ ] Erase Flash before programming =T | ‘
[ ] Verify Flash after programming

@ Advanced

| Program ‘ ‘ Read... |

User Page (256 bytes)

Erase User Page before programmin: [~
Verify User Page after programming o9

@ Advanced

@ MICROCHIP


https://www.microchip.com/en-us/development-tool/PG164100
https://www.microchip.com/en-us/development-tool/ATATMEL-ICE
https://www.microchip.com/en-us/development-tool/PG164140

% Lab11-8 Code Protect by NVM Security Bit

Enable Code Protect in MPLAB Harmony

Files Bl || Project Graph l Kit Window XI Start Page XFE
X ZREOR 4 x|@gﬁmg@|m|
""" CMSIS Pack

Device Family Pack (DFP)
_system [ CMSIS Pack

NVMCTRL
Peripheral Library

MEMORY

----- Device Family Pack
..... EVSYS
----- NVMCTRL

5
System

EVSYS

Paripharal Library

TC3

Pericheral Librarv

* Open System
» Device & Project Configuration
» ATSAMD21G18A Device Configuration
» Security

_dlEnable (Code Protection Enable)

Configuration Options ]Hclp

=l [+

=-System| System

5 Device & Project Configuration

Device & Project Configuration

- ATSAMD21G184 Device Configuration

H % ) [ H UL S [] HIRIE=IRNIRiiane 1]
Security Enable (Code Frotection Enabled)

- Generate FUse ettings ||

ATSAMD21G18A Device Configuration

Enable (Code Protection Enable)

B MYMCTRL Fuse Configuration

E-BOD33 Fuse Configuration
~BOD33 Enable

-~ BOD33 Action

-~ BOD33 Hysterisis
~BOD33 User Level Ox|V
E-WOT Fuse Configuration
~\WDOT Enable

= AMOT &lways On

~\WDOT Period

~AWOT Window Mode Enable
= AWOT Window

= \WOT Early Warning Offset
F-Project Configuration

~Bootloader Size 0 Bites v
- EEPROM Size () Byes N
~MWM Region Lock Bits Ox | FEFEE =

B2D33 15 enabled
The BOD33 generates a reset w
Mo hwsterisis e

s
b

WDT 15 disabled -

WDT 15 controlled by the Enable bit e
16384 clock cveles

WDT window mode 1 disabled -

4006 clock cwcles

16384 clock cvcles
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% Lab11-8 Code Protect by NVM Security Bit
Enable Code Protect in MPLAB Harmony

 Security Bit will be configured in initialization.c

// >k 3k >k 5k >k ok 5k >k 5k >k 5k >k 5k >k 5k ok 3k 5k >k 5k >k 5k >k 5k >k 3k 5k Sk 5k >k 5k >k 5k >k 5k >k 3k 5k >k 5k >k 5k >k 5k >k >k 5k >k 5k >k 5k >k ok >k >k 5k >k 5k >k 5k >k 5k >k >k >k >k 5k >k 5k >k 5k >k 5k %k >k k%

Projects = | Files | Services | Active C:-

Elﬁ Labl11-2_ NV _Fuase_SecuritvBit
" Header Files
ﬁ' Important Files
i@ Linker Files
Li]-- sonrce Files
Ef config
- default

----- | interrupts.c
..... B libe_syscalls.c
#HEE) peripheral

-8 Libraries
H-EF Loadables

I3

// Section: Configuration Bits
// 3k 3k >k 3k sk 3k 3k 3K 3K 3K 3K 3K 3K 3K 3k 3k 3k 3k 3k 3k 3k 3k 3K 3k 5K 3K 3K 3K 3k 3k 3k 3k sk 3k 3k 3k 3K 3k 5k 3K 3K 3K 3K 3k 3k 3k 3k >k 3k 3k 3K 3K 5K 3K 3K 3K 3k 3k 3k 3k >k >k >k >k 3K 5K 5K 3K 3K 3K K 3k 3k k k%

#pragma
#pragma
#pragma
#pragma
#pragma

#pragma
#pragma
#pragma
#pragma

#pragma

#ifndef

const unsigned int __attribute__((space(prog), keep, address(0x41004000))) SET_SECURITY_BIT =

#tendif

config
config
config
config
config

config

config
config
config
config

__DEBUG

NVMCTRL_BOOTPROT = SIZE OBYTES
NVMCTRL_EEPROM _SIZE = SIZE OBYTES
BOD33USERLEVEL = 0x7 // Enter Hexadecimal value

BOD33_EN = ENABLED
BOD33_ACTION = RESET

BOD33_HYST = DISABLED

WDT_WINDOW © = SET HEX image has enabled Code Protect in Harmony
AL LI RSP will only active while using MPLAB X IDE/IPE
WDT_EWOFFSET = CYC16384 h kind of HEX i

WDT_WEN = DISABLED to program such kind o image

15
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% Lab11-8 Code Protect by NVM Security Bit

Result

M COMS2 -Tera Term VT

File Edit Setup Control Window Help

Securlity Bit has been set!

NVM-AUX@ User Row

- Word @ and Word 1
OX00804000 OxD80C/77
OxX00804004 OXFFFFOO5C

(64

- User ID Memory

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

Words)

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
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% Lab11-8 Code Protect by NVM Security Bit
Read User ID Memory in MPLAB X IDE while Code Protect enabled

B4 MPLAB X IDE v6.00 - Lab1 1-8_NVM_Fuase_SecurityBit : default

File Edit MHC View Navigate Source Refactor Production Debug Team Tools Windo

User ID Memory x| Output [_

el D @ et BT DR

| x| Files | Ser- | Acti=+ | B || Kit Window x] Start) Read Device Memory

Lddress

— ——
0080 40038

0o0g0_400C

Tzer ID
0x10010305

0x10010305

=64 Lab11-8 NVM Fuase SecuritvBit

R

i,

FET]

00g0_4010

0x10010305

00g0_4014

0x10010305

00g0_4018

0x10010305

Output - Snap-Lab11-6 NVM_Fuse ReadAuxl | User ID Memory | Scarch Results | Notific:

0ogo0_401C

0x10010305

Connecting to MPLAB Snap

Currently loaded wversions:

Application version........... ge.e4.73
Boot version.................. g81.66.88
Script version................ 86 .84 .97
Script build number........... 76c444c118
Tool pack wversion ............ 1.11.759

Target device ATSAMD21G18A found.
Device Id Revision = 8x3

0080_4020

0x10010305

User ID Memory Read Fault

while Enable Code Protect

L

00g0_4034

0x10010305

0080_4038

0x10010305

00g0_403C

0x10010305

00g0_4040

0x10010305

The following memory area({s) will be read:

configuration memory
User Id Memor

00g0_4044

0x10010305

program memory: start address = 8x8, end address = @x3ffff

00g0_4048

0x10010305

00g0_404C

0x10010305

User Id Memory

Read complete

Memory User [D Memory
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% Lab11-8 Code Protect by NVM Security Bit
Read Execution Memory in MPLAB X IDE while Code Protect enabled s

B4 MPLAB X IDE v6.00 - Lab1 1-8_NVM_Fuase_SecurityBit : default
File Edit MHC View Navigate Source Refactor Production Debug Team Tools Windo

E%I_E,ﬁ_ldefault v*?'%'b' ........
Y

| x| Files | Ser- | Acti=+ | B || Kit Window x] Start) Read Device Memory
=64 Lab11-8 NVM Fuase SecuritvBit

R

i,

Execution Memory | Output ' Search Results | Notifications | Console | News
Address 00 02 04 06 08 OA OC O0E ASCII

E— 171258 Memory

Q000_0000 (0305 (1001 0305 1001 (0305 [1001 0305 100 [ieeeesas sanansas
Q000_0010 0305 (1001 |D30% |1001 (0305 (1001 0305 100L [ieeeesas samansas
0000_0020 (0305 (1001 0305 1001 (0305 [1001 0305 1001 [seeeeeas wnwsanes
Q000_0030 (0305 (1001 0305 1001 (0305 [1001 0305 100 [beeeesas samansas

Execution Memory Read Fault while Enable Code protect

0000_0060 [0305 [LOOL [0305 [L00L [0305 (1001 (0305 [L00L [aeuenunn wenennns
0000_0070 0305 [LOOL [0305 (1001 [0305 (1001 (0305 [100L [eeueuune weeennns
0000_0080 0305 [LOOL [0305 (1001 [0305 (1001 (0305 [100L |aeueueunn weuennns
0000_0090 [0305 [LOOL [0305 [L0O0L [0305 (1001 (0305 [L00L [eeuenunn eeennns
0000_0OAC 0305 [LOOL [0305 (1001 [0305 (1001 (0305 [100L [eeuenunn weeennns
0] Execution Memory |5 1001 [0305 [1001 0305 [1001 [ e

|« d @l

Memory Execution Mem... ~ Format Data '
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% Lab11-8 Code Protect by NVM Security Bit
Read Execution Memory in MPLAB X IDE after execute Erase Chip

B4 MPLAB X IDE v6.00 - Lab1 1-8_NVM_Fuase_SecurityBit : default

File Edit MHC View Navigate Source Refactor Production Debug Team Tools Windo

-.IJF_ul % I_E" k[;“‘—l defanlt

|- F B D

| "[ Files T Ser-++ I Acti--+ l = it Window x] Start Page = | Progec
=64 Lab11-8 NVM Fuase SecuritvBit
P - N,

Output - Snap-Labl1-6 NVM_Fuse ReadAuxl = I User 1D Memory

Ulevice 10 aaducilon alect | Ao -5

Programmer To Go PIg Erase Device Memory

Program Device for Debugging (Project Lab11-8_NVM_Fuase_SecurityBit)

[} | |
Erase Device Memory (Project Lab11-8_NVM_Fuase_SecurityBit)

1—8_NVM_Fuase_Se

i A5E = by

Connecting to MPLAB Snap

Currently loaded versions:

Application version........... ee.e4.73
Boot wversion.................. e1.6e.08
Script version...oiiiii i, ee.e4.97
script build number........... 76c444c118
Tool pack version ............ 1.11.758
Target device ATSAMD21G18A found.

Device Id Revision = 6x3

Erasing...

Erase successful

Erase to un-seal
Security Bit

Execution Memory x | Output ' Search Results

Notifications | Console | Nes

Lddress 00 02 04 06 08 0 0OC OE  ASCII

» IFLASK Memory
UUUU_ﬂUUU FFFF |FFFF |FFFF |FFFF |[FFFF |[FEFFF |FFEFF [FEFF |o v vvuane sssamena

‘ Qo000 gold |[FEEFF |[FFEF [FFFE |FEFF |[FFEFF |FFEFE |[FEFF |FEFF e wwwaane snasnewa

Execution Memory Read Successful after Erase Chip

FFFF |FFFF |FFEF |[FEFF [FFFF |FEFE

0000_0040

PEER |FREEE

Memory Execution Mem... - Format Data

Execution Memory
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% Lab11-8 Code Protect by NVM Security Bit
Harmony New project will enable Erase All Before Program option s
X

B3 MPLAB X IDE v6.00 - Lab1 1-8_NVM_Fuase_SecurityBit : defauls E ije::t PI’DpEI‘l‘iEE - Lab1 1-8_NVM_FUBSE_SECUfit}-’Eit
Eile Edit View Navigate Source Refactor Production Debug Ti
: W 'Y . BF . Gigg Categories:
Al % &) ¢ | [default > @ EE:F DE% = Cptions for Snap Program Options
— 0 Creneral
(el .S L1 S R Kit Window ] 5 @ File Inclusion/Exclusion {Option categories: L Frogram Uptions v | | Reset
E}ﬁ Labl1-8_MWM_Fuase_SecurityBit _ E|' o Conf: Tdefaul
" Header Files New " ont: jdelauil
5@ Important Files _ Erase All Before Fropram
" ource Files Add Existing Items from Folders. Debugger SNAP
_. Libl’al’ies . s iy I L
: New Logical Folder a1
- Loadables ) wt I-?I der = @ Building
e OcaErTeacer ‘ B o HC32 (Global Options)
Al — U5 _SOCUT Add Item to Important Files... 5
?g Lab11-8_NVM_Fuase_Si Eoorthex L Ll xc32-as
_.% Project Type: Applica porthex — I || . 9 xodi-pec . -
& | Deicl?sgmpmmg Bld | 1 O xedl-gtt Cption Deseription
. 4 .
' CleanandBuitd | | | Q.. b _ L. . .
Prgpert';ei Checksum: NA Clean and Build xc3e-ld If vou select an option its description will appear here.
@| @ CRCIM:OapFar  Cla @ xe32-ar
@ Packs Batch Build.. | | | L. @ Analysis
@ SAMD21_DFF G/%AA\/
g CMSIS (5.8.0) : :
=T Compiler ToolchaiW Manage Configurations...
rﬂ“ HC32 Ged 107 [T
% Production Image: Manage Network Tools...
Properties Ak
OE Cancel Apply Tnlock Help
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% Lab11-8 Code Protect by NVM Security Bit

Stepl : Implement a software Security Bit configure function
Béél NVMCTRL_GetSecurityBitStatus( void ) {...}
void NVM Write AUXO( uint32_t *Word ) {...}

// TODO 11-8.01
void NVM_Code_Protect( void )

{
while( NVMCTRL_IsBusy() ) {}
1f( N"rCTR'——GetseC“"ityBitStatus() ) Security Bit will be enabled after execute this function

return; . . . .
whatever to using MPLAB X IDE/IPE , Microchip Studio

NVMCTRL_SecurityBitSet(); or others programmer to program this HEX image
myprintf( "Security Bit set successfully, please cycle power to active!\r\n\r\n" );

}

int main ( void )

myprintf("\033[23");

myprintf("\033[?251\033[1;1H");
NVM_Read_UQSN( NVM_UQSN_Word );
NVM_Read_AUX@( NVM_AUX® Word );

@ MICROCHIP



% Lab11-8 Code Protect by NVM Security Bit
Step2 : Implement Self NVM Flash Read and Write function

bool NVMCTRL_GetSecurityBitStatus( void ) {...}
void NVM Write AUXO( uint32_t *Word ) {...}

// TODO 11-8.01
void NVM_Code_ Protect( void ) {...}

#define SELF_RW_ADDRESS 0x3000
void NVM _Self ReadWrite()
{
uint32_t ReadWord[4];
uint32_t WritePage[16];

while( NVMCTRL_IsBusy() ) {}
NVMCTRL_Read( ReadWord, 16, SELF_RW_ADDRESS );

myprintf( "Self Read (4 Words)\r\n");

myprintf( "Ox%08X : 0x%08X\r\n", SELF_RW_ADDRESS+0x0, ReadWord[O@] );
myprintf( "Ox%08X : 0x%08X\r\n", SELF_RW_ADDRESS+0x4, ReadWord[1] );
myprintf( "Ox%08X : 0x%08X\r\n", SELF_RW_ADDRESS+0x8, ReadWord[2] );
myprintf( "Ox%08X : 0x%08X\r\n", SELF_RW_ADDRESS+0xC, ReadWord[3] );
NVMCTRL_RowErase( SELF_RW_ADDRESS );

while( NVMCTRL_IsBusy() ) {}

myprintf( "Erase Row at address 0x%@08X\r\n", SELF_RW_ADDRESS );

@ MICROCHIP



% Lab11-8 Code Protect by NVM Security Bit

Step3 : Implement Self NVM Flash Read and Write function (cont.)

bool NVMCTRL_GetSecurityBitStatus( void ) {...}
void NVM Write AUXO( uint32_t *Word ) {...}

// TODO 11-8.01
void NVM_Code_ Protect( void ) {...}

#define SELF_RW_ADDRESS 0x3000
void NVM_Self_ReadWrite()

{

}

myprintf( "Erase Row at address 0x%@08X\r\n", SELF_RW_ADDRESS );

WritePage[@] = ReadWord[©]-6x11111111;
WritePage[1] = ReadWord[1]-0x22222222;
WritePage[2] = ReadWord[2]-6x33333333;
WritePage[3] = ReadWord[3]-0x44444444;

NVMCTRL_PageWrite( WritePage, SELF_RW_ADDRESS );

while( NVMCTRL_IsBusy() ) {}

myprintf( "Write Page at address 0x%@08X\r\n", SELF_RW_ADDRESS );
myprintf( "done\r\n\r\n" );

int main ( void )

{...

}
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% Lab11-8 Code Protect by NVM Security Bit
Step4 : Execute Self NVM Flash Read and Write function

bool NVMCTRL_GetSecurityBitStatus( void ) {...}
void NVM Write AUXO( uint32_t *Word ) {...}

// TODO 11-8.01
void NVM_Code_ Protect( void ) {...}

#define SELF_RW_ADDRESS 0x3000
void NVM_Self ReadWrite() {...}

int main ( void )

{

NVM_Read_UQSN( NVM_UQSN_Word );
NVM_Read_AUX@( NVM_AUX@ Word );
NVM_Read_AUX1( NVM_AUX1 Word );
NVM_AUX® Word[4] = 0x12345678;

NVM_Write AUX®( NVM_AUX@ Word );
NVM_Read_AUX®( NVM_AUX@ Word );

// TODO 11-8.02
NVM_Code_Protect();
NVM_Self_ ReadWrite();

while ( true ) { ... } .
ﬁ\ MICROCHIP




% Lab11-8 Code Protect by NVM Security Bit

Result

1%t boot after program

Window Help

Erase NVM-AUX@ User Row :

- success
Write NVM-AUX@ User Row :
- Page @0 :
- Page 1
- Page 2
3

Success
Success
success
sSuccess

NVM-AUX@ User Row :
- Word @ and Word 1
PXx00804000 : OXD80OC777
0x00804004 : OXFFFF@O5C
- User ID Memory
0x00804008 : OXFFFFFFFF @XFFFFFFFF|@x12345678 |OXFFFFFFFF
OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF @XFFFFFFFF

(64 Words)

OXFFFFFFFF OXFFFFFFF
OXFFFFFFFF @XFFFFFFFF

set successfully, please cycle power to active!

Self Read (4 Words)

a COM3 - Tera Term VT

File Edit Setup Control Window Help

2"d boot after power cycle

Security Bit has been set!

NVM-AUX@ User Row :
- Word @ and Word 1
OX00804000 exD8veC777
Ox00804004 : OXFFFFOOS5C
- User ID Memory
OXFFFFFFFF
O@XFFFFFFFF
©xXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
O@XFFFFFFFF
©xXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
O@XFFFFFFFF
OXFFFFFFFF

(64

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

Self Read (4 Words)

©X00003000

©x00003004

OxX00003008
Ox0000300C
Erase Row
Write Page
done

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
: OXFFFFFFFF
at address 0x00003000
at address 9xeoee3ee0

Erase Row

OXEEEEEEEE
@xDDDDDDDD
@xCCCCcccc
©xBBBBBBBB

Words)

@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
OXFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
OXFFFFFFFF

@XFFFFFFFF
@XFFFFFFFF

@x12345678
OXFFFFFFFF
@XFFFFFFFF
@XFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
@XFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

@XFFFFFFFF

OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF
OXFFFFFFFF

OXFFFFFFFF

Self Flash Write successfully
While Security Bit enabled

at address 9x00003000

Write Page at address ©0x00003000

done
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Microchip Trademarks

Overview

Microchip Technology Incorporated’s products are marketed and sold under one or more of the following trademarks belonging to Microchip or one of Microchip’s subsidiaries.
Questions regarding use of these trademarks should be addressed to the Microchip’s Legal Department via email: legal.department@microchip.com.

The following are registered trademarks of Microchip in the U.S.A. and other countries:

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime, BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex,
flexPWR, HELDO, IGLOO, JukeBlox, KeelLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MedialLB, megaAVR, Microsemi, Microsemi logo, MOST, MOST logo, MPLAB, OptolLyzer,
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TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA
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AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, Flashtec, Hyper Speed Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch,
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