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Mlcnc\ut:ulp Agenda

« What is WiFI?

* Microchip WiFi Products

* Wi-FIi® Networking with RN WiFly Module
« Lab 1 Command mode and Data mode

 Lab 2 UDP and Device Discovery

« Lab 3 TCP

« Lab 4 Soft AP mode

 Lab 5APP1632 PIC32 MCU board with RN-171

 Real world issues and tricks to put RN WiFi modules
in customer’s design




| M..:'?n;ﬂ.p Objectives

© 2012 Microchi

Develops an understanding of Wi-Fi® technology for
embedded system

Understands Microchip’s Wi-Fi ® solution offerings and
their capabilities

Hands on experience with RN-171-PICTAIL board
— Configure the RN171 module via Command mode
— Create a TCP link between a RN171 and a mobile device
— See TCP link data between a RN171 and a mobile device
— Link a RN171 to another RN171 to do a wireless cable replacement

Writes code to send data from a PIC32 to a PC,
IPhone/iPad or Android phone/Pad via RN-171-PICTAIL
Wi-Fi module

Knows how to integrate RN131/171 to your host system
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Supporting the Internet of Things
With Embedded Wi-Fi

WIFI™ Overview




N " What is Wi-Fi®?

MICROCHIP

e 802.11/Wi-FIi 1s wireless Ethernet

o Adds mobile internet connectivity
o Last “100m” connection

« Removes the wire, but retains the LAN,
WAN, WWW connection
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MICROCHIP Ethernet
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e\ 802'.1.1b/g/n 2.4GHz Channéls
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802.11b/g/n (ISM band): 2.4 GHz - 2.485 GHz spectrum
divided into 14 channels at different frequencies

Geographical location dictates which channels can be
used:

e US: Channel 1-11
e Europe: Channel 1-13
e Japan: Channel 1-14

Access Point (AP) administrator chooses channel for
AP

e Interference possible: channel can be same as that
chosen by neighboring AP!

Channel 1, 6, 11 typically chosen due to non-

overlapping spectrum
2 A0y 114 (IR
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Japan Ch 1-14 i

Europe Ch 1-13 i
USA Ch 1-11 i

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484 Center Frequency
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.........................

22 MHz

 Channels 1, 6 and 11 are non overlapping
channels in US

« Channels 3, 8 and 13 are non overlapping
channels in Europe
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S "'802.11 a/b/g/n Explained

MICROCHIP
802.11 Frequency  Modulation Bandwidth Data rates # MIMO Comments
Protocol (Mb/s) streams
6,9, 12, 18, 24, High freq. reduces effective range
a 5GHz OFDM 20 MHz 36, 48, 54 1
b 2 AGHzZ DSSS 20 MHz 126511 1 Many IT departments are turning
' T off “b” access points
OFDM Only universal module scheme.
g 2.4GHz & 20 MHz géghézéig’ 24, 1 Access points auto-adjust rate to
DSSS o minimize packet error rate
2 AGHz 20 MHz 7.2,14.4,21.7, Must implement MIMO and 40
n & OFEDM & 22-971242-31 57.8, 4 MHz bandwidth to get max. data
5GHz 40MHz stréarﬁ) (per rates (600Mb/s)

802.11a is used to isolate networks and avoid crowded 2.4GHz spectrum
* For example — hospitals and patient records

802.11g are energy efficient radios and fully compatible with 802.11n networks.
« Same modulation technique

802.11n is useful for high data throughput applications
* High definition video, moving Mbytes of data.
* Must implement Multiple Input Multiple Qutput (MIMO), to achieve higher rates

* Most embedded device client applications do not need 802.11n '
D24 011§ I
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S " Why IEEE 802.11n7?

MICROCHIP

e So why are all of our customers asking
for 802.11n?

e Do they really need a high-speed T-stat?

e Are they trying to switch their toaster on or off
faster?

e Major driver
e Because it’ s the latest released spec
o AP compatibility
o Competition is offering

2J 01 (16 TN
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N "~ 802.11n Defined
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802.11n is the current production generation
802.11n uses the same modulation OFDM as 802.11g

802.11n adds additional symbols and optionally,
multiple transceivers (MIMO) — high bandwidth

e Increased channel bandwidth (40Mhz vs 20Mhz)

e Shorter guard intervals

e Result = increase bandwidth from 54mbps to 600mbps.

802.11n basic rates of 65 and 72mbps are not affected

by 802.11g radios.
DJ R1U1 11 [EITKITH



T "Wi-Fi® a Growing Market

MICROCHIP

Wi-Fi is a Pervasive Technology

- The Internet is a global standard
Largest consumer wireless datacom network

- Billions of connected computers and
smartphones -

All with Wi-Fi / Internet access @ Computer Peripherals
ODigital Camcorders

W Digital Stll Cameras

H OProtable Music Players
Our Target Market is Embedded T
Connected C|IentS B Handheld Game Consoles
o7
- Embedded, not computers or tablets QR
@ 0%Rs (Non -Senice Provider)
- Client nodes, not access points B Setp Bones
Bhhsic Recziverand Home Theater
. Examples @ Networked Game Consoles
- . . B Digital Media Adapters
Building, Industrial and home Automation BUMPCs
Sensors - @MDs (vobile htemet Devices)
. . L @ Netbooks
Location tracking H H B B jm-.
M2M — Machine to Machine control [ Pure YoVli-Fi Hand sets
0O Cellular Hand sets

Medical devices
Automotive diagnostic

2J 01 (16 TN
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Microchip Wireless Portfolio

Microchip has a corporate-wide commitment to wireless

Market Network
Technology Protocol Markets Driver Stack Freq.
Erilsceriae IEEE 802.11 b izl Internet TCP/IP 2.4GHz
Wi-Fi Commercial Industrial
Embedded Widespread BT v2.1,
Bluetooth 193 S0 Commercial Industrial S TETE BT Audio, BTLE 28
Wireless Yiiitige]
Proprietary Security, Sensors, Cost MiWi + Keeloq Sub-1GHz
One Way
Remotes
Wireless Proprietary or Vertical Cost I\/;?NgeliT, Sub-1GHz and
Two Way IEEE 802.15.4 HA, SEP, Sensors Local Network RIg4CE’ 2.4GHz
€3 Bluetooth

' m Your wireless
W IW connectivity
™ made simple.
D24 011§ I
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Embedded

Connected Clients

Bluetooth, WiFi, or MiWi/Zigbee
WA Buetoth  MWiZighee

Best fit

Doable but not as straight-
forward as WiFi. Needs a
Gateway.

Needs a Gateway device to
connect to Ethernet or WiFi to
get on internet

Smartphone
accessories

1. Can connectto both
internet and smart phone
2. Canget around iAP

Lowest integration effort to
connect to any smart phone

Need a gateway to go to smart
phone

Simple cable
replacement
/ Serial port
emulation

Doable but not as straight-
forward as Bluetooth

This is what Bluetooth is
designed for

1. Can easily do cable
replacement

2. Can not do serial port
emulation on PC/Smart Phone

Wireless sensor

The data are on internet as
soon as the WiFi is
connected. Perfect for Cloud
application.

1. 7 nodes in the network in
ideal condition

2. Need middle ware to get
data on to internet

1. Needs a gateway to be on
internet
2. Can support a lot of nodes

No. of nodes

20-30 nodes for an AP. Up to
253 in a subnet. No limit for
general IP network.

Usually 1 to 1. Could be up to 7
if the host device is powerful
enough and data rate is low.

8k on MiWi Pro; 64k on Zigbee

Noise immunity Good Excellent Good. Can be improved by user
Cost Reasonable Medium Low
Range 180m for RN-171 and 200m 30m for RN-42 and 100m for 30-50m without PA; 100m+ with

for RN-131

RN-41

PA

NI nerwonns
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MICROCHIP

Supporting the Internet of Things
With Embedded Wi-Fi

Microchip Wi-Fi™ Products
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S "Microchip Wi-Fi® Modules

MICROCHIP
802.11 Radio
Tx Power +10dBm +18dBm +12dBm +18dBm
Power 250uUA power save 4mA power save 4uA sleep 4uA sleep
Consumption 85mA Rx 95mA Rx 35mA Rx 40mA Rx
P 150 max Tx 240 max Tx 185 max Tx 200 max Tx
Antenna u.FL/ PCB u.FL/PCB RF pad Chip/u.FL
Stack On PIC MCU On PIC MCU Integrated Integrated

MCU Support  16/32 bit PIC® MCU  16/32 bit PIC MCU Any 4/8/16/32 bit Any 4/8/16/32 bit

FCC/IC/EN FCC/IC/EN FCC/IC/EN FCC/IC/EN

Certifications o o KC/NCC KC/NCC/Telec
Wi-Fi Allance Wi-Fi Alliance Wi-Fi Alliance Wi-Fi Alliance

0o S S . s——
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http://www.rovingnetworks.com/products/RN_131

) . - :
N Wi-Fi
MICROCHIP
—< RN Wi-Fi Series
i,mﬁc’niou —
: 2 STacK

Sodal 1104710072
. FCC 1D TRIRNITY
1L [RBUINE| FECCD

PASOOUGT V0TI

TCPI/IP stack on module

« Simple ASCII interface, quick time to
market

*  Works with any MCU vendor

« Supports ALL PIC® MCU families

ol
O

® Software Stack “

TCP/IP stack located in PIC MCU

Elegant solution for combined Ethernet and
Wi-Fi architectures

Extendable TCP/IP stack for additional
services

For more info attend class: 17049 TCP3

2J §0U1]16 MAITIIR
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e\ MRF24WG and RN strengthe

MICROCHIP

« MRF24WG strength

100% customizable since the upper layer stacks are running on PIC
Easy integration with PIC

High throughput (up to 5mbps UDP)

Multiple TCP sockets

Supports WiFi Direct, IPv6, SSL, web server and enterprise security

RN WIFi strength

Stack on board with easy UART ASCII API
Work with any MCU

Includes a lot of application layer functions in module (FTP firmware
update, HTTP client, UDP beacon, etc...)

Super low power consumption, ultra fast connection speed

I eruonich
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e\ Get Started with Our Tools

MICROCHIP
Series MRF RN MRF RN
Platform PICtail/ PICtail+ PICtail/ PICtail+ Wi-Fi Comm Demo Eval Kit
Module MRF24WB | MRF24WG RN-131 RN-171 MRF24WB MRF24WG RN-131 RN-171
Image
Part # AC164136-4 | AC164149 RN-131- RN-171- DVv102411 DVv102412 RN-131- | RN-171-EK
PICTAIL PICTAIL EK
Availability NOW NOW NOW NOW NOW NOW NOW NOW
TCP/IP stacks and Application Demos online at: www.microchip.com/mla
R A1 1] 6 (IR
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Parameter

eries Comparison

Transmit Power Configurable: 0dBm to Fixed: +18 dBm
+12 dBm

Antenna Options Chip, PCB trace, Wire, Chip, U.Fl connector
U.FI connector

Power Consumption Sleep:4uA Sleep: 4uA
Rx: 30mA Rx: 40mA
Tx: 185mA at +10dBm Tx: 210mA

Hardware Interface UART UART

Range Up to 150 meters Up to 200 meters
(LOS) (LOS)

FCC, CE, IC certs Yes Yes

oo S >
©2012 Microchip Technology Incorporated. Al Rights Reserved:. Class Title
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Eval Board (EK) Architecture

USB
Connector

LED Indicators

' - ‘ - *

SRR e Y b } ’
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@. B :c’: [ WiFly RN-131C UART Imerface
1)) s 03)
e | S FCC ID; U30-G2M5477
?“; ‘3'.5'7 ROVINE xcg@lz.. v
E gs Im""I“Il“"Il””II AP/WPS/Factory Reset
3 ‘3% 131C000666304973 Pushbutton (GPI09)
"99 )\1 AR AL
Sensor Reset
Interface (J1) Pushbutton
Condition Blue LED Red LED Yellow LED Grean LED
Cn solid Unnsed - - Connected ower TCP
Fast blink Uinused Mok associated RxiTx data transier Mo IP address
Slow bilink Uinused Associgted, no Infemet - IF address O
O Umnused Bssociated, Imtermet OF
MAHIUIIII: 100H:

0
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e\ RN177 reference design

MICROCHIP

* Low cost 2 layer RN171 reference design
» Close relative of RN174 but cheaper to build
« Avallable antenna options :

- PCB jtbh ;
— UFL

— Johanson chip antenna

— SMA connector

It IS intended to be released to customer to save
support effort

Avallable only in PCB form.

22 U116 LCLTITH
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MICROCHIP

Supporting the Internet of Things
With Embedded Wi-Fi

Wi-Fi® Networking with WiFly Module
For Embedded System

22 01 (16 IATIIH
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e\ What do you need to know
s minm about Wi-Fi® ?

« Types of Network Topologies

« Ways to Provision a device

« Security and Authentication

« Associating to a Wi-Fi Network
« Communicating over Wi-Fi ?

< things
24 to know

22 01 (16 IATIIH
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Wi-Fi® Network Topologies
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S Nétwork Topology Types'h

MICROCHIP

Infrastructure;
e Client nodes communicate via an
access point

* Most common, like connecting your PC to
a home network

Adhoc:
* Point-to-Point connections

« Every node connected to every other
node

« Android unsupported

. Soft AP:
W Module looks like an Access Point
« AP module is central coordinator
» Basic network management
« DHCP, routlng gateway redirection

Slide 27
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Provisioning a Wi-Fi® Device
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& " Pprovisioning Device Clients

MICROCHIP

Wi-Fi PROTECTED

Provisioning (How to connect to a network?) @SETUP

* Wi-Fi® Protected Setup (WPS)
— No user GUI required
— No host microcontroller oversight
— Simple push button user interface

- Command Line Interface (CLI) e S
~ UART/ SPI - Simple ASCI L,
interface R

— Host microcontroller control

4. Webserver (http:// port 80) —
— Browser Interface o ) —

'MIIIIUIIII}IHEI]HEIIIIE

. — — — — O
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Security and Authentication
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Meea . Security and Authentication

SSID or BSSID (Ad hoc) is the name of the network.

‘") Wireless Network Connection £|
Choose a wireless network .
Network Tasks Secured infrastructure
l"", Refresh network lisk Click an item in the lisk below ko connect ta a wireless netwark in range or ko get mare /
information, /
<2 Set up a wireless network (c@n ¥isitorNet /i Open InfraStrUCtu re
for a home ar small office i
't Security-enabled wireless nebwaork, I|]|]|][| A
Related Tasks ({i}) Clibilho /
L1 Learn about wireless Unsecured wireless network Ill]un
nebworking ({ }) LeCroyair
iﬂ? Change the order of ﬁ [l
preferred networks 't Security-enabled wireless nebwaork, I|]|]|]
EasyConfig

"‘;ﬁ Change advanced ({ﬁ})

settings

Open Ad hoc

Unsecured wireless netwark, II|]|][| /
% MCHP_BSDe6el on Demand i |2
Z el |

5 Unsecured computer-to-compuker netwark, II.I!

% MCHP_BSDe6e0 On Demand
2

5 Unsecured computer-to-compuker netwark, II.I! "

Conneck

22 01 (16 IATIIH
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N Security and Authentication

MICROCHIP

WEP: Wired Equivalent Privacy
« 1999-2003, considered obsolete
 Prohibited by ‘Payment Card Industry Security Standards Council’ since 2008

WPAV1: Wi-Fi® Protected Access (v1)
* Atrimmed down 802.11i
« Same hardware as WEP
« Similar to WEP but uses a TKIP end-to-end encryption
+ 8-64 Hexadecimal key, longer keys increase complexity
* Not recommended — but reasonable security

WPAV2: Wi-Fi Protected Access (v2)
* Requires upgraded hardware
* AES-CCMP algorithm is mandatory 256bit key
» Considered very secure

WPA/WPA2 Enterprise:

» Corporate level security additions to WPA/WPA2
+ Complex implementation
» Users are qualified for network infrastructure and domain use

» Considered very secure
YNNI neTWORRS|

Class Title 32



A

MICROCHIP

WIiFly Data Transmission
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MICROCHIP

TCP Service:

Connection-oriented: setup
required between client and
server processes

Reliable transport best effort
data delivery

Flow control: sender won’t
overwhelm receiver

Congestion control: throttle
sender when network
overloaded

Does not provide: timing,
minimum throughput
guarantees, security

hip-Technology incorporated. All Rights Reserved:

Data Transmission Options

UDP Service:

« Unacknowledged transfer
service between sending and
receiving process

« Does not provide: connection
setup, guaranteed packet
delivery, flow control,
congestion control, timing,
throughput guarantee, or
security

Q: Why bother? Why is there a

22 01 (16 IATIIH




S TCPvs. UDP

MICROCHIP
\\”/
b L0
70\
C— |—3
L_Tcp ] ( uop |
= Slower but reliable | [ = Fast but non-guaranteed
transfers transfers (“best effort”)
= Typical applications: = Typical applications:
" Email " VolIP
= Web browsing " Music streaming
= W = =
._/‘OO ._/‘OO Fﬁ@
O O O
o O o O

unicast | unicast multicast broadcastl



file://localhost/upload.wikimedia.org/wikipedia/commons/3/30/Multicast.svg
file://localhost/upload.wikimedia.org/wikipedia/commons/7/75/Unicast.svg
file://localhost/upload.wikimedia.org/wikipedia/commons/d/dc/Broadcast.svg
file://localhost/upload.wikimedia.org/wikipedia/commons/7/75/Unicast.svg

- Hands-On Wi-Fi Lab

MICROCHIP

= Lab 1: Command Mode vs. Data Mode
= Lab 2: Association & UDP

= Lab 3: TCP

= Lab 4. Access Point Mode

™

22 01 (16 IATIIH
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R\ Lab Prerequisites

MICROCHIP

 Hardware Resources
— RN-131-PICTAIL/RN171-PICTAIL evaluation kit
— Prolific USB to UART cable
— Configured access point (AP)
« Security: WPA2-AES
» Software Resources
— PortPeeker

— Terminal Emulator
e TeraTrem

— Prolific chipset drivers

LT neTuoRes
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MICROCHIP

SSID: rtc-class-1
Pass: rubygirl

SSID: rtc-class-2
Pass: rubygirl

SSID: rtc-class-3
Pass: rubyqirl

SSID: rtc-class-4
Pass: rubyqirl

22 01 (16 IATIIH
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MICROCHIP
MASTERs 2012

Lab 1: Command mode and Data
mode




MICROCHIP

MASTERs 2012

Lab 1: Learning objectives

By the end of this lab you will be able to:
— Connect the evaluation kit hardware to you PC
— Switch between command mode and data mode

©2012 Microchi

— View the current settings on the module

— Check firmware version running on the module

— Associate the module to an Access Point

e ——— e —— — e i o

ip-Technology incorporated.-Alt Rights Reserved.
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N ~ Lab1: WiFly Setup

MICROCHIP

e Connect RN-171-PICTAIL to Prolific USB to UART cable

— 45V, GND, UART_TX, UART_RX on the Prolific USB to UART cable

— +5V (red) to pin 26 on PICTAIL

— GND (black) to pin 28 on PICTAIL

— UART _TX (green) to pin 11 on PICTAIL
— UART_RX (white) to pin 9 on PICTAIL

H-REz RAS
o y<——=RE3 RA4—X
Sy »<——=RA7/0SC1 RASE—— 1081
‘ o pIC RY T gRAGOSC T MISO
% ® PIC TX 11 iV SCK
= SIRCE RC375
o h'RB? RAO-W’(
<—RB6 RAl-W
PIC LEDR /< Lg'gi IRQCQOQO > pIc RTS
PIC LEDY 21l opa RG22 PIC CTS
WAKEUP 23 24 SS
RB2 RC2
8 RESET 25 o R6 1<
; m{Q == RB1 \:_VAR,,S 1 Vin
3 — RBO0 GND-—I"
Il PICTAIL 28 Pin = Power Net

Slide 41



MICROCHIP

Connect Evaluation Board

— Connect USB to UART cable to
your computer

— Use device manager to find the
COM port

Class Title

Labl: WiFly Setup

Ap Computer Management

File Action View Help

s | »EHEE =

.‘gﬂ Computer Management (Local
4 [(é System Teols
@ Task Scheduler
» §&] Event Viewer
i @2l Shared Folders
5 @ Reliability and Performs
a% Device Manager
4 (23 Storage
=% Disk Management
s fﬂ, Services and Applications

=g MITCH-PC
.:_QQ Batteries
-4 Computer

-+ Disk drives

B, Display adapters

'Jl:‘ﬁ, DVD/CD-ROM drives

- 3% Human Interface Devices
- IDE ATA/ATAPI controllers
[ﬂ@ IEEE 1284.4 compatible printer
rﬂ @ IEEE 1394 Bus host controllers
-2 Imaging devices

@_‘ Keyboards

&jﬂ Mice and other pointing devices
-5 Modems

- B4 Monitors

- & Network adapters

@g Portable Devices

=% Ports (COM & LPT)

-

[B--B Processors

[+-% Sound, video and game controllers
['J--G Storage controllers

(-4 System devices

[ G Universal Serial Bus controllers

o

[ %, VSO devices

22 01 (16 IATIIH
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e\ Lab 1: Configure Module via UART

MICROCHIP

[Z, Mitch's Terminal - [disconnected] YT [=[E] & T
e Launch Command Mode .
— Run Tera Term _ -
— Open assigned COM port
[¥] History
» Serial port settings: 9600 baud, AL
8 bits, No Parity, 1 stop bit, no flow control
_— Type $$$ @ Serial Port: [COMa3 -
— Module responds with <CMD> — ==
[
 Review & Reset Configuration
. . . . _— . =RE X
— Check configuration & firmware version | = OV - MitchisTerminal VT
File Edit Setup Contrel Window Help
* gete 2.21.05 "
e ver K2.21.D%
— Perform factory reset (2.2
(starts module in known state) Ao p ) GBI
+ factory R iﬁguhggtﬂﬂiﬂy Ver 2.21.D, 11-208-2@18
MAC Addr=PBA:12:h8:80:37:24

* reboot

R 0106 IEMTITH
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MICROCHIP

WiFly: Data & Command Modes

Command
Mode

= Data Mode (Default State)
— WIiFly module like data pipe
— TCP/UDP header stripped or added, transparent to UART
— Data written to UART is sent out over Wi-Fi®
— Data received over Wi-Fi is read from UART

= Command Mode ($$%)

— Special configuration mode entered using $$$
— Used to set module parameters e.g., SSID, pass phrase, etc.

—— 22/ A 00116 CCITIITH
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AN WiFly: Data & Command Modes

MICROCHIP

« Performed Using ASCII Commands
— User Guide

» Configuration Settings Stored in Module’s Flash
— Changes are persistent & reloaded after power
cycling
— Changes kept using save command
— Many settings require reboot to take effect

‘ Wi-Fi Interface

Command
Mode

UART >
$$

$

22 01 (16 IATIIH

_ O
e O R R g g TEy—————————3
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R | Command Mode: Syntax

MICROCHIP

« Commands use keyword followed by additional
Information

e Command rules
— case sensitive

— spaces not allowed, substitute $
Can use shorthand

 set wlan ssid my$network

— sSet uart baudrate 115200 valid 555

Command

— set uart b 115200 valid —
— setu b 115200 valid
— S uart baudrate 115200 Invalid

I N eruanish
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http://en.wikipedia.org/wiki/File:Wi-Fi_Logo.svg

MICROCHIP

e\ Command Mode: Keywords

Set Command

AdHoc
Broadcast
COMM
DNS
FTP

IP
Option
Sys
Time
UART
WLAN

Controls the ad hoc parameters

Controls the broadcast hello/heartbeat UDP message
Communication & data transfer, matching characters
DNS host & domain

FTP host address & login information

IP settings

Optional & infrequently used parameters

System settings such as sleep & wake timers
Real-time clock settings

Serial port settings such as baud rate & parity

Wireless interface, such as SSID, channel & security options

« Set: Immediate Effect, Permanent If Saved to Configuration File
« Get: Retrieve & Display Permanently Stored Information

« Status: Current Interface Status, IP Address, etc.

« Action: Perform Actions Such As Scan, Connect & Disconnect

« File: Upgrade, Load & Save Configuration, Delete Files, etc.

© 2012 Microchip Technology incorporated. All Rights Reserved:
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MICROCHIP

= Search for Networks

$$$ (enter command mode)

sScan

= Join a network
— join <string>

(e.g., join rtc-class-1)
leave

= Auto-Join Network with
Persistent Configuration

set wlan join 1

set wlan ssid <string>
set wlan pass <string>
save

reboot

© 2012 Microchip fec?mobgy Incorporated. Al Rights Reserved: —

Lab 1: Joining an AP

[Z. COMAS - Mitch's Terminal VT =]8] = |
File Edit Setup Control Window Help
BCAN:Found 8 -
Num 881D Ch RSSI Sec MAC Address Su
1 QTDFYW 81 -58 Open ?a:1f:61:9h:9@:27 Rdhoc 2080 a -
2 SensorNet 81 -53 HPRZPSK AA:15:£9:38:bd:hA AESHM-AES 3184 a [
3 TheLoft 81 —34 WPA2PSK BA:15:6d:fa:53:86 AESM-AES 3188 a
4 RovingNet 81 —44 Open B@:15:6d:eB:a3:59 2188 a
5 CoolBox 11 —84 WPA2PSK BA:16:b6h:45:63:98 AESM-AES 3184 a
6 ap—ssid-change—me 11 —-78 WPA2PSK @A:14:6c:1f:f7:5¢ AESM-AES 3184 2
? airlink-11 11 -78 WPAvl BA:18:082:7@:7e:e8 TKIPM-TKIF 3188 be
8 rovingl 11 -74 Open BB:15:6d:e8:a%9:2b 21084 2
2.21.D>
2.21.D>
Join # 4
Auto—Assoc RovingNet chan=1 mode=0PEN SCAN OK
WJoining RovingMet now..
2.21.D>
Associated?
DHCP: Start
DHCP in 268%ms. lease=3688s
IF=UP
DHCF=0N
IP=192.168.1.116:20808
NM=255.255 _255.8
GW=192.168.1.28
2.21.D>
leave
DeAuth
2.21.D>
join RovingNet
Auto—Assoc RovingNet chan=1 mode=0PEN SCAN OK
WJoining RovingMet now..
2.21.D>
Associated?
DHCP: Start
DHCP in 25ms. lease=3688s
IF=UP
DHCF=0N
IP=192.168.1.116:20808
NM=255.255 _255.8
GW=192.168.1.28
leave i

TIP: If Network Is Secure, Set Pass Phrase with
set wlan pass <string> before Joining Network

R 0106 IEMTITH
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W “Lab 1

MICROCHIP

« Module defaults to connect to
microchip’s FTP server

* Module must be associated to a
network with internet access

« Use Local FTP Server
— Enter command mode
— factory R
— Associate module with AP
— save &reboot

« Update Firmware
— Enter command mode
— set ftp address <local FTP_server>
— ftp update
- ver
— reboot
— Enter command mode
- ver

FTP Update

E_‘_ COM15 - Mitch's Terminal VT

File Edit Setup Control Window Help

MAC Adde BB 12: hs 13:3i:35

Aszociated?

DHCP: Start

DHCP in 2ims, lease=36888s
IF=UPF

DHCP=0N
[P=192.168.1.56:28808
NM=255 _255.255.@
GW=192.168.1.2@

Listen on 28008

Auto-Assoc RovingNet chan=1 mode=0PEN SCAN OK

UPDHTE 0K

NOTE: After Downloading New Firmware, Restore Module to Factory Defaults Before Using

2 111116 TR




N Lab 1: Setting Firmware Boot Image

MICROCHIP

. : . L. COMS - Mitch's Terminal VT -1 (B i)
Flrmware Stored In Embedded File Edit Setup Contrel Window Help
Flash Memory L.z .
« Boot Image is Firmware Version 11 19 3 Wamy esn-a.as
Module Is Currently Running 22 1 3 uirle csi-2.21.p

33 19 3 WiFly GS¥-2.21.D
86 Free. Boot=32,., Backup=33

» After Successful Update, Boot 2.21.D>

et Boot Image 32, =0K

Image Changes to New Firmware 2.21.D>
H EBtoring in confiyg

File \K2.21.D>

ehoot

Reboot*WiFly Uer 2.21.D. 11-28-261@

AC Addr=BB:12:h8:13:31:25

uto—Assoc RovingMet chan=1 mode=0FEN SCAM OK

oining RovingNet now..

READY =

sgsociated?

HCP: Start
HCP in 15mz,. lease=36H80s

« Change Boot Image
— Enter command mode

™|

° View Files in Flash 1P-192.168.1.56:2000
— Enter command mode isten on 2808
— IS i

« Change Boot Image
— Enter command mode
— boot image <file_name>

R b2 R0U1 11 [ETTIE

P _. s —  © .
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MICROCHIP

Lab 1: Summary

= Knows how to connect RN-171-PICTAIL
= Configured Module via the UART in Command Mode

)

-<;> e

&

Command
Mode

= Scan, join Wi-Fi networks

= FTP firmware update and set boot image w “I]U”][: NOTWORNS
[\

©2012 Microchip Technology Incorporated. Al Rights Reserved:.



MICROCHIP
MASTERs 2012

Lab 2: UDP and Device Discovery




Mcsoce | gl 2 Learning objectives

MASTERs 2012

By the end of this lab you will be able to:
— Discover the WiFly module on your wireless network via UDP
— Change Device ID and see it on UDP broadcast data
— Send data via UDP

© 2012 Microchip Technology incorporated. All Rights Reserved:
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Lab 2: Configure & Capture UDP with PortPeeker

MICROCHIP

= Associate PC with Same AP as
Module

— Enter command mode & retrieve
module’s IP address

— Ensure PCis on same subnet

= Launch & Configure PortPeeker
— Click configure
— Set port number to 55555 (default)
— Set protocol to UDP
— Click OK

= Start UDP Packet Capture
— Click Start

— If PC & module are on same subnet,
broadcast packets shown

— If multiple nodes on network, look for
YOUR IP address

2 PortPecker Configuration

Prot
roeeel Pt [55555 ™ Save Captures ta fles [C\Fioman Fles (61 PorlPecker

o TP & UDP
Interface: [132168012 ~ Bulfer Size [16 kb

¥ Wiew Connect Requests

¥ “iew Connect Messages ¥ View Disconnect Messages

On Connect $end

¥ Wiew Ernor Message

-

EO 01 02 02 04 05 06 07 08 0S5 Oa OB OC OD OE OF 0123456789ABCDEF

i
OnDataln [~ Echa Data lnput

EO 01 02 02 04 05 06 07 08 0S5 Oa OB OC OD OE OF 0123456789ABCDEF

5 PortPecker . [=s s |

File Search Edit Help

Cunliguleﬁ Stat W Stop M Clear sl rﬂ SEalchC_iJI vl

192 168.0.15 : 2000 Length = 116 bytes
MDS = SFCHB228F45718E973C3C2454C1BDDDCE
———— 12/7,2010 23:38:46.793

N
ooio 0D 16 54 &9 6D 65 20 4E 4F 54 20 53 45 54 00 00 ..Time NOT SET..
onzo 57 69 46 6C 79 20 56 65 72 20 32 ZE 32 31 ZE 44 WiFly Ver 2.21.D
. 11-20-2010WiFl
o0n40 79 2D 47 53 58 00 0O 00 OO OO0 00 OO 00 00 00 OO0 v—G5K. ..

192 168.0.15 : 2000 Length = 116 bytes

MDS = BEDA710FYBEADEDOBSSE07BAECT7AROD

———— 12/7/2010 23:38:55.087

oooo 00 23 12 FA BA 63 02 34 07 DO 00 00 05 DE OC 07 I
Time NOT SET

o020 57 69 46 BC 79 20 56 65 72 20 32 ZE 32 31 ZE 44 WiFly Ver 2.21.D

. 11-20-2010WiF1

1
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Lab 2: UDP Broadcast

MICROCHIP

= PortPecker : S EETE o L e
* Module sends UDP broadcast at i Seoch Edt Help
programmable intervals to make itself lfmﬁweh St o Sp X Gentt [T sescn ] | gl
dlscoverable 192 168.1.116 : 2000 Length = 116 bytes
MDE = DBC15116F9247357AEA4ACY2ADT 34579
— 11
1 1 1 0015EDEBASSBDIZGD?DDDDDDIESSDED Tobeo oo, 3.
+  UDP broadcast contains information that mrhmae e nmn 4mm it
. e WEEC?BMSE65?220322E32312E4 lerer221D
identifies module on network 0030 i 20 30 30 20 30 30 31 S0 banerrtE ¢ 10 20-2010R0ck
0040 41 BE 64 52 6F 6C 6C 57 69 46 69 00 00 00 00 00 AndRollWiFi.. . ..
TR VITEEER R |
« Set UDP Broadcast Interval 0070 0 03 00 01 L N
LN
— Enter command mode 0
. 4
* get broadcast (observe current interval) 0P Por 5555 Coned [ Totsiom2rs /
*sethi3 (b=broadcast, i=interv. : e — =
*save & reboot
. . S PortPeeker — : - L -IE‘EE-
— Review UDP messages in PortPeeker Fle Sech Edt Help
Configue i3 Sttt v/ Stop X Ciearal [ Seach @) I v
- 36 = SEEEDTOCHC HADIDODS LIS ISP '
* Enable Sensor Data in UDP Broadcast S T 1202/2010 320255 751
pooo o0 15 eD EB A3 59 01 27 07 DO OO 00 1F o4 OB DY .Y d.
— 0010 0D 16 54 69 &D 65 20 4E 4F 54 20 53 45 54 00 00 Ti HOT SET.
Enter Command mOde 0020 57 69 4 6C 79 20 G& A5 72 20 32 2E 32 31 IE 44 mFﬂE’Ver 200 D
. Set q S OXff (Set sensor maSk) 0030 2C 20 31 31 2D 2 D 2D 32 30 g% 30 52 E}:D“ gg 3}03 Anéi;ﬁﬁ}ﬂ_iﬂﬁack
0 oo oo D o=
71 EA 08 AC 3E 59 3F F4

01

* save to make persistent
— Reboot not required /

— Review UDP messages in PortPeeker

*Sensor data highlighted
UDP Port 55555 Closed 2 Hits from 1 1Ps

e — e — S —_— i —— ;)
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MicRaCHID Lab 2: Setting Device Name

: : 2 COMIS - Mitch's Terminal VT )
« Device Names Can Identify Products on Network |55 saue control Windew Help
. get_: li]
+ Can Append Device ID to UDP Broadcast e i
geuicelg:NiFly—GSH
¢ Set Device ID ngﬁgﬂggxa
— Enter command mode E}:{ o d RockAndRollWiFi
* get option 2-21.D>
* set o d RockAndRollWiFi (o=optional, d=devicelD) foring in config
* save & reboot Rehoot<iFly Uer 2.21.D, 11-20-2810
AC Addr=00:12:h8:PA:8%:a3

— Review UDP messages in PortPeeker

T PortPecker

File Search Edit Help

anhgure il 0f &ar f galcl [ Iﬁ
« Set Broadcast UDP Port Cotors, ) B o B L B ]| Gl ]
— Enter command mode R O RO o S

———= 12/7-2010 23:17:19.075%
23 12

° 0ooo oo A4 BA 63 02 38 07 DO 00 00 Q0 CE OC 0% o8
get broadcaSt 0010 0D 16 54 69 6D 65 20 4E 4F 54 20 53 45 54 00 00 .Time NOT SET.
0020 57 69 46 6C 79 20 56 65 72 20 32 ZE 32 31 2E 44 TiFly Ver 2.21.D
° ( = = ) 0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 57 69 46 6C . 11-20-2010WiF1
Set b p 50000 b broadcaSt’ p port 0040 79 2D 47 53 58 00 00 00 OO OO Q0 OO0 OO OO OO QO v-GSE. ... ...

» Save & reboot not required 0060 00 08 68 00 00 00 00 00 00 00 00 00 00 00 00 00 ho
0070 00 00 00 01 ..
— Reconfigure PortPeeker to listen for UDP g
192.169.0.15 : 2000 Length = 116 bytes
MDE = FD1737437BADEEEDCEESIAS5AB39E4DS
paCketS on port 50000 -2 15572010 23.17 .50 104
. . 000D 00 23 12 FA Ba 63 02 39 07 DO 00 00 00 ED OC 08 . #.. .c.9.......
0010 0D 06 54 69 6D 65 20 4E 4F 54 20 53 45 54 00 00 .. ROT SET.
— Review UDP messages In PortPeeker 0020 57 £9 46 60 73 20 56 55 72 20 32 2F 32 31 IE 44  WiFly Ver 2.21.D |
0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 52 6F £3 6B . 11-20-2010Rock

0040 41 EE 64 52 6F 6C 6C 57 69 46 69 00 00 00 00 00  indRollWiFi.. ..
0060 00 14 01 0D 00 00 00 00 00 00 00 00 00 00 00 00 ............

TIP: UDP Broadcast on by Default \ ” J
Set Interval to 0 to Turn It Off K

52 11111 ¢ IR
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MICROCHIP

« UDP Mode Not Enabled by Default

« Enable UDP by Setting Remote Host, Port &
Protocol

- Enter command mode
 factory R
* Associate with AP
* set ip host <address>
* set ip remote 50000
> . set ip proto 1 (IP protocol bitmask; 1 = UDP)
* set comm timer 1000 (try 10, see the change)
s getip
* save & reboot
— Type characters; they appear in PortPeeker

Bit Position Protocol
0 UDP
TCP Server & Client (Default)
Secure (only receive packets with IP address
matches the store host IP)
TCP Client only
HTTP client mode

Al N |

TIP: IP Protocol Value Is a Bit Mask
You Can Enable Both TCP & UDP Messages

© 2012 Microchip TechrTo!ogy Incorporated. Al Rights Reserved: -

Lab 2: Sending data via UDP

2.21.D>

et ip

IF=UP

HCP=0N
I[P=192.168._.0.15:260808
M=255.255.255.8
W=1922.168.A.1
08T=122.168.A.12:55555
ROTO=UDP.

LAGS =0x7
ACKUP=-8.8.8.8

B PortPesker e = e

File Search Edit Help
Conliguleb Stat w” Stop P Clearal rﬂ Searchdﬂ -

192.168.0.15 2000 Length = 1 bytes

MDE = 2510C3S011CEEEY04182423E3A695E91

———= 12-7-2010 23:52:02.365

ooon 68 h

192.168.0.1% 2000 Length = 1 bytes

MDS = E1671797C52E1SF763380B45E841EC32

—— 12/?/2010 23:52:02.559

ooon e

192.168.0.15 2000 Length = 1 by

MDS = 2DB95E8E1A926?B?A1188556B2013B33

———— 12-7-2010 23:52:02.724

ooon EC 1

192.165.0.15 2000 Length = 1 bytes

MDE = ZDB9SESE1A9267B7A1188556B2013B33

|| ——— 12-7-2010 23:52:02.890

oooo EC 1

(|132 168.0.15 2000 Length = 1 byte:
MDE = ZDBQSEEEIAQ2E?B?A11885SEB2013B33
——— 12472010 23:52:03.056

ooon 188 1

|
192.168.0.15 2000 Length = 1 bytes

[MD5 = D95679752134A2D9EBE1DED?EI1C4BCC

———= 12-7-2010 23:52:03.242

ooon &F o

3

R 0106 IEMTITH
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@ Lab 2: Conclusion

MICROCHIP

* In this lab, we use PortPeeker to discover WiFly
devices via UDP broadcast

 Module sends UART data as UDP packets when
associated with network in UDP Mode

- = = O
© 2012 Microchip-Technology incorporated.-Alt Rights Reserved.
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Lab 3: TCP

2200176 [CLITH
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MICROCHIP Lab 3: TCP

MASTERs 2012

« After the completion of this lab, you will be able to:
— Connect from module to remote host using TCP (client)
— Connect to module from remote host using TCP (server)
— Distinguish between TCP modes
— Automatically open TCP connections via timer
— Control TCP connections via micro controller ,\
— Trigger TCP flush based on different events -

2J H01 (116 IATIIHN
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MICROCHIP Lab 3: TCP Connections

MASTERs 2012
192.168.1.50 i 192.168.1.200
Listen on Port 2000

Listen on Port 5000

TCP Connections Are Point to Point
Provide Reliable, Guaranteed, In Order Data Delivery
Also Known As Sockets

open 192.168.1.200 5000 > < open 192.168.1.50 2000

WiFly Module Opens TCP Connection Remote Host Opens TCP Connection

= Sensing applications

= Sending data to web server
= Data acquisition systems

= Fleet management

Industrial controls
Home automation
Universal remotes

2J 101116 MTIIA
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MiCROCHIP Lab 3: Setup PortPeeker

MASTERs 2012

5 PortPesker Configuration [E=RIEr
]
Part |au [~ Save Captures to files IE\F’ngram Files\FortPesker, -
@& TCP  UDP
il Interface [10.211.56 4 - Buffer Size [16 kb
- - [¥ View Cannect Requests [ View Connect Messages [¥ View Disconnect Messages [¥ View Enmor Message
 Associate Computer with AP
On Connect Send
H o 01 02 03 04 05 06 07 08 03 02 0B OC 0D OE OF 0123456783ABCDEF

« Launch PortPeeker

¢ CO nfi g u re Po rtPeeker I R EOEiiD:;Z‘nZ\‘; 04 05 06 07 08 0% 0a OB OC OD OE OF 012345678SABCDEF
— Click Configure '

(Note PC’s IP address in Interface box)
— Set port to 5000

(port number matches remote port of B Porecter - TP Pt o

WiFly module) el sar o] o o oo B B
— Set protocol to TCP

* Click Start to Capture TCP Packets |

» g
TCP Listening cn Port 80 ‘ ‘ 0 Hits from 0 1Ps. /,_|

2J H01 (116 IATIIHN
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mcrochir Lab 3: Open TCP Connection from Module

MASTERs 2012

« With Module Connected to PC over USB-Serial Cable, Open

Tera Term on Serial COM Port

 Restore Module to Factory Defaults

— Enter command mode
— factory R

— Associate with AP

— save &reboot

« Open TCP connection
— open <IP_address> 5000

— *OPEN* shown on serial port
(Tera Term window) & packet with
*HELLO* on PortPeeker

e Close TCP Connection
— Enter command mode
— close

% PortPeeker - TCP Port 5000

File Search Edit Help

Conﬁgureb Stat o Stop P Clear All m Seamh?ﬂ |

TCP Connection Request
———— 12,2,2010 00:44:11.187

192.168.1.124 : 57339 TCP Connected ID = 1
———— 12,2,2010 00:44:11 187
Status Code: 0 OK

192.168.1.124 : 57339 TCP Data In Length 7 bytes
MDS = 86158138AD2CAS43B96494C9FSCRO516

———— 1272-2010 00:44:11.187

0000 24 48 45 4C 4C 4F 24

192.168.1.124 : 57339 TCP Disconnected ID = 1
———— 12/2,2010 00:45:58 812
Status Code: 36964 [36864] {(no description available)

— Close string *CLOS* displayed in Tera Term

« Extra Credit

— Change COM timer to 2000 and observe difference on Port Peeker

R 0106 IEMTITH

© 2012 Microchip TechrTo!ogy Incorporated. Al Rights Reserved: -
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MICROCHIP
MASTERs 2012

* In Command Mode, Obtain Module’s IP Address
— getip

« Open Telnet Connection from PC Using
Tera Term (Use Existing Instance)
— Click File > New connection
— Select TCP/IP
— Select Telnet
— InHost field, type module’s IP address
— TCP port# is 2000 (default listening port)
— Click OK

« *HELLO* Message Shown in Telnet Window
Indicating Successful TCP Connection

« Type in Telnet Window; Data Appears on Serial
Port Window & Vice Versa

« Can Configure Module Remotely over Telnet by
Entering Command Mode

on ote Host to

WiFly module

Tera Term: New connection @

@ TCPHIP TN 92.168.1.124 v|
[“] History
Service: & Telnet TCP porti: | 2000
O SSH SSH version: SSH2
O Other
Protocol: | UNSPEC v
O Serial Post: |COMSB
[ OK ] [ Cancel ] [ Help ]

B 192.168.1.124 - Tera Term VT
File Edit Setup Control Window Help

*HELLO*

O
Intro to Wi-Fi

22 10V11¢ TR
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MICROCHIP Lab 3: TCP modes

MASTERs 2012

 Module Supports Three TCP Modes

— TCP client & server mode
» Default mode initiates & accepts TCP connections
» Currently supports one active connection at a time
» Concurrent TCP connections supported in future

— TCP client ONLY mode
* ONLY initiates TCP connections; cannot accept incoming connections

TIP: Refer to User Manual for More Details on TCP Modes

2J H01 (116 IATIIHN
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Mlcn!ncmp Lab 3: TCP Client Mode

MASTERs 2012

 Set Up Module in TCP Client Mode

: Tera Term: Error ﬂ
— setip proto 8
— save & reboot
«  Open New Telnet Connection to Module fin Connection refused

_—

from Tera Term

. Second Connection Is Refused
Indicating TCP_Client Mode Works
Correctly

2J H01 (116 IATIIHN
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MICROCHIP Lab 3: Auto-Connect Feature

MASTERs 2012

« Module Can Automatically Open TCP Connection to Remote Host
on Power Up or Waking from Sleep

« Auto-Connect Controlled by autoconn Setting

— setsysautol /I Attempts to open TCP connection immediately once only
— set sys auto <value> /I Attempts to open TCP connection every <value> seconds
— setsys auto 255 /I Attempts to open TCP connection once & go back to sleep immediately

// when connection is closed

 Auto-Connect Requires Module to Store Remote Host’s IP Address & Port #
— setip host <host IP address>
— setip remote <port>

« Once TCP Connection Is Opened, It Can Be Closed in Several Ways
— close command
— Idle timer
— Remote host

« Idle Timer Closes TCP Connection after Preset # of Seconds of No Activity
(No Tx or Rx) on the TCP Link

— setcom idle <value> /[Closes the TCP connection after <value> seconds of inactivity

2J H01 (116 IATIIHN
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mcrociie | g 3. Auto Connect Feature (Timers)

MASTERs 2012

« Configure the module open a TCP
Connection Every 10 seconds, Drops
Connection after 3 seconds Inactivity

& COM18 - Tera Term VT CEX
H File Edit Setup Control Window Help
- S et I p h O S t < ad d re SS > *OPEN#*CLOS **CLOS %*OPEN=*CLOS %*0PEN*CLOS %*CLOS %*OPEN»*CLOS #*0PEN=*CLOS %*CLOS <l Al

— setip remote 5000
— set sys auto 10
— setcomm idle 3

— Save *OPEN* *CLOS *
— reboot

 PortPeeker: Connection Opens & Closes

 Tera Term: Open & Close Strings Shown
when Each Connection Opens & Closes

=l
v
"

2J H01 (116 IATIIHN

i/ 7

© 2012 Microchip Technology-incorporated. Al Rights Reserved: Intro to Wi-Fi Slide 69



MicROCHIP Lab 3: Setting Comm Strings

MASTERs 2012

* Microcontroller Can Look for UART comm Strings
as Indication of TCP Connection Status

— Factory reset
— reboot

>

pen
2.21.D> HAPPYCMD
lose
OLIDAYS<2.21.D>

— Associate with AP S COWIBEIeral el
File Edit Setup Control Window Help
— setip host <address>
2.21.D> set comm close HOLIDAYS
g;Zl.D) set comm remote HAPPY_NEY_YEAR
— setcomm open HAPPY 5251 5> ehoot ,
_ Set Com m C|OS€ HOLIDAYS gghg‘&;:ﬂ!{22?5:63%61:)611_2_2310
oining RovingNet now..
‘READY »*
— setcomm remote HAPPY_NEW_YEAR ssociated!
HEP in 19ms. lease=36000s
— save & reboot DHCPLON
—  Enter command mode o155 168 1 36
MD
— open
— See remote string in PortPeeker
— Enter command mode -
— close

eﬁ comm open HAPPY
— setip remote 5000
2.21.D> save
uto—Assoc RovingNet chan=1 mode=0PEN SCAN OK
HCP: Start
I1P=192.168.1.235:2000
— See open string in Tera Term
— See close string in Tera Term

|

Tip: Microcontroller Can Read UART Open & Close
Strings to Determine TCP Connection Status

2J H01 (116 IATIIHN
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MicROCHIP Lab 3: Forwarding TCP packets

MASTERs 2012

When Data Is Written to Module’s UART, TCP Packets
Forwarded Based On

— Flush timer
— Flush size
— Match character

« TCP Packet Sent When Any of These Events Occur
« Parameters Logically ORed to Determine when TCP Packet Is Sent

« When Configured Correctly, Module Can Be Optimized for Low Latency or High
Throughput

— Low latency: use lower flush timer value & flush size
— High throughput: use higher flush timer value & flush size

Tip: Module Tries to Optimize Automatically for Bandwidth
by Increasing Default Flush Size with Higher Baud Rates

2J H01 (116 IATIIHN
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MicROCHIP Lab 3: Forwarding TCP packets

MASTERs 2012

« Forwarding Packets Based on Flush Timer
— set comm timer 1000
— Save © PortPeeker - TCP Port 5000 (=153

File Search Edit Help

— open Configue 3 Stat v Stop X Clearall T4 Search &) [N - |
— Type text after TCP connection opens T CT0essnT0 1e041 5. 90
— After you stop typing, TCP packet is sent R e T

1 Second Iater 192.168.1.235 : 49119 TCP Data In Length 7 bytes

MDS = 86158138AD2CAB43B96494CIFSCe0516
———— 12/6,2010 14:41:33.890
o0ooo 24 48 45 4C 4C 4F 23 *HELLO=

* Forward Packets Based on Match Character
192.168.1.235 : 49119 TCP Data In Length 9 bytes
— setctO (why do we send this command ?) MDS - BOCE7DBS24948BEDS7IEADF12C89B182
ooon 31 32 33 34 35 36 37 38 41 123456784
— set comm match 65

» This parameter expects ASCII decimal
character or HEX value of the match character
(e.g., 65= Capital A)
— save

- O p e n TCP Listenina on Port 5000 ‘ ‘ 2 Hits from 1 IPs

— Type 12345678A
— TCP packet sent out after you type A character
— Observe packet in PortPeeker

« What Do You Learn from Using ‘get ¢’
Command?

2J H01 (116 IATIIHN
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MICROCHIP from Module

 With Module Connected to PC over
USB-Serial Cable, Open Tera Term
on Serial COM Port

* Restore Module to Factory Defaults
— Enter command mode
— Factory reset and reboot
— Associate with AP
 Open TCP connection
— open <IP_address> < port>

— *OPEN* shown on serial port

(Tera Term window) & packet
with *HELLO* on other side

* TIP: Find your IP address via get ip
command

) 11/ (I
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AN Lab 3 Open TCP Connection frdrh
MICROCHIP Module

* Send data to your lab partner
* This Is texting via TCP!

weed fl 116 [IATITH
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MICROCHIP Lab 3: Conclusion

MASTERs 2012
 Module Can Open TCP Connection to Remote Host
& Accept Incoming Connections from Remote Host
 Auto-Connect Automatically Opens TCP Connection
* Idle Timer Can Automatically Close TCP Connection

 Alternative GPIO Functions Allow Microcontroller to Control &
Monitor TCP Connections

e comm open, close & remote Strings Can Indicate TCP
Connection Status

« TCP Packets Forwarded Based On
— Packet size
— Match character
— Flush timer

R 0106 IEMTITH
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MICROCHIP

Lab 4: Access Point mode

2J H01 (116 IATIIHN
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@ Lab 4: Access Point Mode

MICROCHIP

Microchip RN Wi-Fi modules now have the soft
Access Point as the standard feature

 Advantages

— Enables Android devices to talk to modules without need
for infrastructure

— Runs DHCP server

— Supports up to 7 clients

— Supports routing between clients

— Support WPA2-AES personal security in 4.41 firmware

« How about AdHoc mode?
— Use 2.383 firmware

R 0106 IEMTITH
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@ Lab 4: Access Point mode

MICROCHIP

UDP Server
[\
N — -
Intro to Wi-Fi

Slide 78
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MICROCHIP

Lab 4: Creating a Default AP Network

 Two ways to Creating a Default AP Network

Pull GPIO9 up to 3.3VDC before reset

Issue apmode command in command mode
« apmode <bssid> <channel>

« Default AP Network Setting

© 2012 Microchip Technology incorporated. All Rights Reserved:

SSID: WiFly-EZX-XX (WiFly-GSX-XX on RN-131), where XX is
last two bytes of MAC address

Channel: 1

DHCP server: Enabled
IP address: 192.168.1.1
Netmask: 255.25.5255.0
Gateway: 192.168.1.1

R 0106 IEMTITH




5\ Lab 4: Create permanent Custom AP

=l Network in Software
* Create Custom AP Network with User-Defined Settings
— setwlanjoin 7 I/l Create AP mode network
— set wlan channel <value> I/l Specify channel to create
/I network

— set apmode ssid <string> /[ Set up network SSID
— set apmode passphrase <string> /[ Set up network security
— setip dhcp 4 /[ Enable DHCP server
— set ip address <address> I/l Specify IP address
— set ip net <address> /Il Specify subnetmask
— set ip gateway <address> /Il Spcify gateway
— save /[ Store settings
— reboot // Reboot module in AP mode

R 0106 IEMTITH
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AN - Connect to etwork
MicROCHIP Created by Module

e From PC/Mobile Phone/Tablet, Connect
to Module-Created Network

 Module Displays Client’s Device Name

(d COM3 - Tera Term VT (o @] &)
File Edit Setup Control Window Help
CMD -

<2.41> reboot

Rebhoot*/iFly Uer 2.41,. 84-05-2012 on 131Ci1
AC Addr=BB:B6:66:14:e5:57

READY =

P mode as WiFly—GSX-57 on chan 1

isten on 2000

CHP Server Init

HCP: 1.2.3.18 lease to DT-SUBBBG1

HCP: 1.2.3.11 lease to

HCP: 1.2.3.12 lease to Rohit—s—iPad-2

R 0106 IEMTITH
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MICROCHIP

View Device Lease Times
— show lease

Lease Times

View List of Connected Devices

— show associated

@ COMS3 - Tera Term VT

Edit Setup Control Window Help

> show lease
.10,00:24:8c:31:e5:27,85211, DT SUBnAB1
.11,.f@:ch:al1:2h:63:59,.85488,
12,a4:67:06:26:6d:b5,.860815, Roh1t—s iPad-2
13.00:00:00:00:00:00.0.

14,.00:00:00:00:00:
15,.00:00:00:00:00:
16.00:00:00:00:00:
1 A:
18 A:
1 H

b ]

.

L]

7.00:00:00:00:0
-00:00:00:00:0
?.00:00:00:00:00

b ]

»

00,08
068,08
06,08
00.0
00,08
08,8

»

D T R O B )

e

@,COMS-Tera Term VT
File Edit' Setup Control Window Help

2.41> show associated
1,00:24:8c:31:e5:27,.247041.0,2
2,.fB:ch:al1:2b:63:59.121817.08.59
3éa2i€>y7=6 :26:6d:h5,.12314.0,.167

© 2012 Microchip Technology-incorporated. Al Rights Reserved: -
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@ Lab 4: Exercise

MICROCHIP

 Connect your PC or mobile device to RN-171 in AP
mode
— Put RN-171 into AP mode

— Associate your PC or mobile device to the AP network
created by RN-171

— Connect your PC or mobile device to RN-171 via TCP
— Send some data over TCP socket

« Connect 2 modules together and send data via TCP
— Work with your neighbor
— One as AP and one as infrastructure client

hip-Technology Incorporated. Al Rights Reserved:



@ Lab 4: Conclusion

MICROCHIP

* In this lab, we learn different ways to enable soft AP
mode on RN171

* You can use a PC or a mobile device to associate the
soft AP created by RN171 and send data to RN171
via TCP

« Connect 2 modules together to do cable replacement
by using soft AP mode




A

MICROCHIP

Lab 5: Connect RN171 to PIC32
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N Lab 5 Hardware Setup

MICROCHIP

e Connectto RN-171-PICTAIL on APP1632 with
PIC32MX795 module

« Connect debugger (ICD3 or PICKIT3)
« Connect a RS232 cable to APP1632
 Power up the APP1632

22 01 (16 IATIIH
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N Lab 5 Software Setup

MICROCHIP

— —0
© 2012 Microchip-Technology incorporated.-Alt Rights Reserved.—— -

Install MPLAB C32 and MPLAB IDE

Get WF002 code from RTC &l £k e ik

Open TereTerm to monitor APP1632 RS232 console
Open WF002 APP1632 Lab project and build it

Run the project. You should see boot up string and
RN171 being reset in the APP1632 RS232 console
port

— Type ‘¢’ to APP1632 RS232 console port get into command

— Type ‘a’ to create a default AP

— Type ‘r’ to reboot

22N U116 [EATITH




@ Lab 5 Exercise

MICROCHIP

* Modify the code to do the following

— When you type ‘a’ in the APP1632 RS232 console, create an AP
network of a SSID you want,

— When you type j in the APP1632 RS232 console, join a SSID
you want.

22 01 (16 IATIIH
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MICROCHIP

Supporting the Internet of Things
With Embedded Wi-Fi

Real world iIssues and tricks to put
RN Wi-FI modules in your design

22 01 (16 IATIIH
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A Interfacing Module to Micro

MICROCHIP

« 3 GPIOs for Control
« UART for data transmission and receipt

/RN-171/RN-131\

UART

GPIO4 *.ﬁ&
GPIOS5

GPI106

22 01 (16 IATIIH
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S 'GPIO Pin Function And Usage

MICROCHIP

[ Embedded J [ RN Wi-Fi® J
Microcontroller Module

Event: Module is associated with AP,
has a valid IP address

Notifies the MCU that it now has
Wireless connectivity

I

TCP open

TCP close

RN Module attempts to open a TCP
connection to the stored IP address

Notifies the MCU that now a TCP
connections is established and it
can initiate data transfer over
UART

Event: Module has successfully opened
a TCP connection

22 01 (16 IATIIH
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ﬁ @ Programming the GPIO Function Pins

MICROCHIP

Enable Alternative Functions
— set sys iofunc 0x70

RN-171/RN-131

l > UART

=)
D00 G IATTITE
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e\ Poor Performance???

MICROCHIP

« Common problem encountered by customers:
expertise in end product but lack experience In
wireless

« Disconnection or loss of data packet

« Cannot cover normal distance between device and
router

 Unstable firmware

 RF module still need to follow all design rules
that are applicable to RF design

« Microchip helps customers review the designs

22 01 (16 IATIIH
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R\ Integrate RN131/RN171 with your MCU
MICROCHIP

(Top View)

Keep area around antenna
(approximately 31 mm) clear
31 mm of metallic structures for
J best performance

. Good Antenna exposure

i 4.5}; e
Have it exposed [ ] .
Keep Antenna away from other = =
Do not use Metal casing a2 =
T T

 Power Supply
« Reserve 300mA for RN171 and 500mA for RN131

« Condition your power with a 0.1uF and 47uF cap right before feeding into
the module

» Protect the power trace from other noise

« Digital / RF Isolation

» |solate Power and ground from the MCU as much as possible if you need

to put them on the same PCB.
VLI neTwons

- - ‘——7 — - /—(
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R\ Integrate RN131/RN171 with your MCU
MICROCHIP

 Put 3.3k ohm resister between MCU UART TX, RX, CTS
and RTS

« If you use default LED blinking for connection status,
connect GPIO4, 5, 6 to LED with a 220 ohm resister.

* If you use GPIO for connection control from MCU, set
alternative GPIO function register and use GPIO4, 5, 6
for connection control.

 Reserve test points or pin header for ISP UART

— For local UART firmware update
— ISP_TX, ISP_RX, 3.3VDC and GND

I Hueiuinis
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% Data communication limit of
S RN171/131

« RN131/171 WiFi modules are designed for
medium to low data rate data only

* WiFI is “packet base” network protocol

* You cannot put too many packets in the air. The
realistic packet rate is 70-100ms per second

 The UART baud rate can go up to 921600bps

* The realistic throughput is about 100kbps In
combination of 2 directions (TX, RX) for none-
Apple application

22 01 (16 IATIIH
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S WiFly 4.41 firmware downgrade

MICROCHIP .
ISSUe
* WIiFly 4.41 firmware is not friendly to firmware
download

* If you do ftp u <older firmware> in 4.41, you will
brick the module

* You need to delete the module config file before
you downgrade to other firmware

* The easlest way to do it is: ftp cu <firmware>

« If the module is bricked due to 4.41 firmware
downgrade. Contact Martin Shay.

22 01 (16 IATIIH




D Taiwan NCC

MICROCHIP

« My wireless parts are stuck at custom!!!

« Talwan government requires wireless device to
pass NCC to be imported to Taiwan

e Most MCHP WPD modules are NCC certified

« That is not enough!?

— Microchip needs to authorize you to use the specific
NCC approval for each wireless module. This only
needs to be done once for each module.

— Your company needs 2 things to import RF parts:

- REEMEEHBEEE (BXEH)

 AETIREHEEIR (NCC)
22 N 01111 CELTLIN
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A\ Firmware release to use

MICROCHIP

If you order the modules without specifying the part
number, what you will get it the latest and greatest

If your customer approved certain firmware release and
do not want to use the latest release. You need to
specify the custom f/w number at ordering time

L atest realeses
— AP mode: 4.41
— Adhoc mode: 2.383

The part number convention is <default part —_—
number>+<f/w release> ‘wifz))

=
For example A
— RN131G-I/RM238 for WiFly 2.38 RN131G
— RN171-/RM228 for WiFly 2.28 RN171

22 01 (16 IATIIH
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MICROCHIP

Resources

User Manuals

Data Sheets
App Notes
CAD Tools

Schematics

Certifications

Utilities

— (e.qg.. TeraTerm)

PRODUCTS  APPLICATIONS

AMIWEY

% Bluetooth’
va

wifl

Wireless

[~ Wireless Home

- Embedded Wi-Fi®

+- Embedded Bluetooth®

*- Personal Area Networks

¥ Security and Authentication
+-Applications

— Documentation

T —

— Firmware

[~ Resellers

— Design Partners

— FAQs

— Product Change Notification
— Support

= Training

DESIGN SUPPORT  TRAINING

« Visit Roving’s support site for all documentation
— http://www.microchip.com/wireless
A8\ MicrocHIP

[English E]

[Search Microchip @
[ Search Data Sheets @

SAMPLE & BUY ABOUTUS ContactUs myMicrochip Login

Microchip Wireless — Leader in Low Power Embedded Wireless Solutions

Embedded Wi-Fi®@

Microchip provides embedded Wi-Fi®

solutions designed for adding low

power Wi-Fi connectivity to enable the

“internet of things™.

Personal Area Networks

Many low power and low cost
wireless network solutions are
offered to meet today's embedded
wireless personal area network
solutions challenges.

Microchip offers a broad portfolio of wireless solutions which are cost effective and very easy to implement. Depending on your
application requirements, you can choose the product that fits your needs from our various transmitters, receivers, transceivers and
agency certified modules for IEEE 802.15.4/ZigBee®, Bluetooth®, ISM Band Sub-GHz and IEEE 802.11 Wi-Fi®.

Bluetooth®

Microchip offers ultra-low power embedded ®
Bluetooth® modules. They are ideal for adding
Bluetooth connectivity to embedded applications.

Security and Authentication

Integrated MCU with RF is an ideal
platform for remote keyless entry and
secure wireless applications using
KEELOQ® and advanced security
technologies.
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http://www.rovingnetworks.com/Support_Overview
http://www.rovingnetworks.com/Support_Overview

M..:'ns\m.p Trademarks

The Microchip name and logo, the Microchip logo, dsPIC, KeelLoq, KeelLoq
logo, MPLAB, PIC, PICmicro, PICSTART, PIC?*? logo, rfPIC and UNI/O are

registered trademarks of Microchip Technology Incorporated in the U.S.A.
and other countries.
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registered trademarks of Microchip Technology Incorporated in the U.S.A.
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ECONOMONITOR, FanSense, HI-TIDE, In-Circuit Serial Programming,
ICSP, Mindi, MiWi, MPASM, MPLAB Certified logo, MPLIB, MPLINK,
mTouch, Omniscient Code Generation, PICC, PICC-18, PICDEM,
PICDEM.net, PICKkit, PICtail, REAL ICE, rfLAB, Select Mode, Total
Endurance, TSHARC, UniWinDriver, WiperLock and ZENA are trademarks
of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the
U.S.A.

All other trademarks mentioned herein are property of their respective
companies.
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MICROCHIP

Questions???

Martin.Shay@microchip.com

+886.939125122
+886.2.2508.8642



mailto:Martin.Shay@microchip.com

MICROCHIP

Thank You

NTWORKS
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