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Embedded WiFiEmbedded WiFi



What is Wi-Fi®?

DSL or Cable modem
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DSL or Cable modem



What is Wi-Fi®?

� Ethernet is the most widely deployed 

datacom network in the world

� Wi-Fi is wireless Ethernet

� Adds mobile internet connectivity
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� Adds mobile internet connectivity

� Removes the wire, but retains the LAN, WAN, 

WWW connection



Embedded Wi-Fi®

� Embedded products require

� 8, 16-bit processor support

� Small memory footprints

� Run from on-chip memory
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� Run from on-chip memory

� Low power

� Battery operation

� Fast time to market



Development Desirables

� Seamless support of standards

� Don’t require networking expertise

� Usable examples to start

� Higher level application modules
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� Higher level application modules

� Small investment to investigate



Microchip 802.11 Solution

� Infrastructure (BSS)
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� Ad Hoc (IBSS)



� Wi-Fi® for low resource embedded applications

� Highly integrated, certified module solution

� Includes MAC, baseband, RF and PA

� Easy integration into 8/16/32-bit systems

� Standards-based, 1 & 2Mb/s, 802.11b

Microchip 802.11 Solution
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� Standards-based, 1 & 2Mb/s, 802.11b

� Full support of ad-hoc and AP modes

� FCC, IC certified and ETSI tested

� Built-in antenna (A version)

� Supports external antennas (B version)

� Built-in secure WEP, WPA-PSK, WPA2-PSK

� Support built-in on Microchip TCPIP Stack



Understanding Power Modes

� Several power modes for low-power 

operation

� Off: 0.1uA (including SPI flash on module)

� Power Save: 250uA  (Stand-by & between 

packets)

� On: Active Rx 85mA

� On: Active 154mA (10dBm)
Tx on

~115/154mA

On

On
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� On: Active 154mA (10dBm)

Standby

(transitory)

Rx on

~85mA

Power Save

(sleep)

~250uA

200us

200us

Off

(hibernate)

~0.1uA

CE_N=1

Note: Times are for module 

and do not include host 

processing.

50ms



Product Fit

� Types of products that are ideal 

� Small data quantity to transfer

�Non-continuous transfer

�Data is not high bandwidth streaming
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�Data is not high bandwidth streaming



Microchip Wi-Fi® Modules
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AC164136-4

MRF24WB0MA/B

PICtail™ for development

• PICtail connector

• PICtail Plus connector



Microchip Wi-Fi® Modules

Connection to PIC® MCU
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Product Versions

Gen 2

Module MRF24WB0MA/MB

Roadmap Supports new Parts

Stack V5.25 onwards

EZConfig Built-in application (stack)

ZeroConfig Built-in application (stack)
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ZeroConfig Built-in application (stack)

Connection Manager Built-in (module)

Saves 500B RAM

Scanning Anytime

Stack customization API interface

Configuration TCPIPConfig.h & WF_Config.h

PICtail™ AC164136-4

Documentation Stack Help Files



Stack Performance
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Overview of  802.11 NetworksOverview of  802.11 NetworksOverview of  802.11 NetworksOverview of  802.11 Networks



Access Point
SSID:MicrochipAP

802.11802.11

Ad-Hoc Mode(Independent Basic Service Set-IBSS) 

802.11802.11

Infrastructure mode
(Basic Service Set-BSS) 

CSMA/CACSMA/CA

Overview of 802.11 Network
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Personal media 
player

STUDY LIVING ROOM

INTERNET

broadband

17

802.3802.3

Extended Service
Set-ESS 

CSMA/CDCSMA/CD



802.11 Media Access and Frame802.11 Media Access and Frame
ControlControl

� Challenges for the MAC

� Frame Transmission & Association States

� Frame types of 802.11 protocol 

� 802.11 Frame Format in Detail
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Challenges for the MAC Challenges for the MAC 

� Positive acknowledgment of data 
transmissions

ACK is required
atomic operationatomic operation
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� The Hidden Node Problem

Figure- Positive acknowledgment of data transmissions

Figure- Nodes 1 and 3 are "hidden" Figure- RTS/CTS clearing



Frame Transmission & AssociationFrame Transmission & Association
StatesStates

• Station connect to AP(Access Point)

State1:

Unauthenticated,

Unassociated

DeAuthentication

Notification

Successful

Authentication
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Disassociation

Notification

Successful

Authentication or

Reassociation

State2:

Authenticated,

Unassociated

State3:

Authenticated,

Associated

DeAuthentication

Notification



• State 1( Unauthenticated, Unassociated)

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

Frame Transmission & Association Frame Transmission & Association 
StatesStates

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

4.ACK

Station A
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BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

1.RTS

2.CTS

2.CTS

3.Frame

Station  B



BeaconBeacon--Management FrameManagement Frame
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Figure-Beacon  frame

Capability Information field
* ESS/IBSS:1/0 -> Infrasturce mode

0/1->  Ad-Hoc mode

* Privacy=1, WEP required

Figure-Service Set Identity information element 

*Most products require that the string be a garden variety, null-terminated ASCII string. The  length of 

SSID ranges 0 ~ 32 bytes.



Probe Request/ResponseProbe Request/Response
((Management Frame)Management Frame)

SSID: MicrochipAP
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Back State2



• State 2( Authenticated, Unassociated)

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

Frame Transmission & AssociationFrame Transmission & Association
StatesStates

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

2. Association response

(Here is your assiciation ID.)3. Traffic
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BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

1.Association request
(Here is your assiciation ID.)3. Traffic



Disassociation and deDisassociation and de--authenticationauthentication
((Management  Frame)Management  Frame)

Figure-Disassociation and Deauthentication frames
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� 25

Code Explanation

3 Prior authentication is no valid

4 Inactivity time expired and station 

was disassociated

5 Disassociated due to insufficient 

resources at the access point

Back State3



• State 3(Authenticated/Associated)

Frame Transmission & Association Frame Transmission & Association 
StatesStates

Station A

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide  26

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon

BeaconBeaconBeaconBeaconBeaconBeaconBeaconBeacon Sleep

Station B



PowerPower--Save Poll (PSSave Poll (PS--Poll)Poll)
Control FrameControl Frame

Keep data
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IEEE 802.11 Security IEEE 802.11 Security 

� Wireless Security Setting on Access Point

� Two subsystems:

- A data encapsulation technique called WEP

(Wired Equivalent Privacy)
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- An authentication algorithm called Shared Key

Authentication

� Severe security weakness in WEP.

� WPA(Wi-Fi Protected Access), WPA2



Wireless Security SettingWireless Security Setting
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Open System AuthenticationOpen System Authentication
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WEP Shared Key AuthenticationWEP Shared Key Authentication
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WEPWEP--Encryption/DecryptionEncryption/Decryption

WEP ( 40 or 104 bit)

IVIV

Access PointSTA

IV + WEP IV + WEP(64 or 128 bit)
IV (Initial Vector)

(24 bit)

WEP ( 40 or 104 bit)
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Plain Text

PayloadPayload

CRCCRC

CRC + PayloadCRC + Payload

RC4RC4

XORXOR

Plain Text

XORXOR

Cipher TextCipher TextCipher TextCipher Text

RC4RC4

CRC + PayloadCRC + Payload

(24 bit)

RC4(Rivest Cipher), is the most widely-used software stream cipher .
IV: 24 bit initialization vector,2^24= 16777216



WEP WeaknessesWEP Weaknesses

� The IV is too small and in cleartext.

� The IV is static (0� 16777216)

� The IV makes the key stream 
vulnerable.
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vulnerable.

� The IV is a part of the RC4 encryption 
key

� WEP provides no cryptographic 
integrity protection



WEP  VS WPA/WPA2WEP  VS WPA/WPA2

WEP WPA WPA2

Cipher RC4 RC4 AES

Key Size 40 bits 128 bits 128 bits

Key Life 24-bit IV 48-bit IV 48-bit IV
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WI-FI Alliance: http://www.wi-fi.org/knowledge_center/webcast-wpa-061103/

Data Integrity CRC-32 Michael CCM

Header Integrity None Michael CCM

AES(Advanced Encryption Standard) Michael: Message Integrity Code(MIC)

CCM（Counter-Mode/CBC-MAC)



Wireless ExperimentWireless Experiment
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CD FolderCD Folder
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WireSharkWireShark

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide  37



Test EnvironmentTest Environment

Web Server

00:1e:c0:00:1f:ff 00:16:ea:c5:c1:14
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00:1a:70:d4:e8:52

00:1e:c0:00:1f:ff 00:16:ea:c5:c1:14



The DHCP lease processThe DHCP lease process

Wireless AP(00:13:F7:E9:01:44)
Explorer 16+ZeroG PicTail

(00:BA:BE:22:00:00)
1. DHCP Discover2. DHCP Server send ARP Packet (who use 192.168.2.100)3. DHCP Offer4. DHCP Request5. DHCP Ack
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Confidential



Wireless Network Deployment &

Wireless AP Feature

Wireless Network Deployment &

Wireless AP Feature



Wireless Network Deployment

� Root Mode 

� Repeater Mode

� Bridge Mode
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Wireless Network Deployment

Internet

WAN Port
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Wireless Repeater

LAN Port

Wireless Bridge 

Wireless Bridge 
Wireless Bridge 



Wireless Network Deployment
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802.11 Network Deployment 802.11 Network Deployment 
Design 1:

CH1 CH6 CH11

Back
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CH1 CH6 CH11

Design 2:

CH1

CH11

CH6

CH1

CH11



Wireless AP Features

� MAC Address Control

� Bandwidth Management

� Port Trigger 

� Virtual Server
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� Virtual Server

� Dynamic DNS

� FireWall

� 3G Broadband Router

� Power-over-Ethernet



MAC Address Control
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Bandwidth Management
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Port Trigger
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Virtual Server
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DDNS

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide  50



FireWall
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3G Broadband Router
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Power-over-Ethernet
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Wireless AP SettingWireless AP Setting
((HandonHandon))
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((HandonHandon))



Creating WiCreating Wi--Fi Enabled Applications Fi Enabled Applications Creating WiCreating Wi--Fi Enabled Applications Fi Enabled Applications 



Adding WiFi® to Microchip

� Start w/Microchip TCPIP Stack v5.25

� Comes with several demonstrations

� Provides an out-of-box demo to start

• TCPIP Wi-Fi Demo App • TCPIP WiFi Console Demo App

• TCPIP WiFi EasyConfig Demo App
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� Provides an out-of-box demo to start

� Options for your application

AC164136-4DM163024DV240001



Product Configuration

� The TCPIP Stack provides:

� Default values in code

� Configuration application wizard

� “C” functions to allow configuration changes
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� “C” functions to allow configuration changes

� Run time configuration change capability –

example application



Stack Configurations
TCPIPConfig.h
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Change MAC

NOTE: 00:04:A3:00:00:00



WiFi® Configurations

Change SSID

WF_Config.h
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WiFi® Configurations
WF_Config.h

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide  60

Security Type



WiFi® Configurations
WF_Config.h
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Security Details



Configure Infrastructure

�Demo Applications are 

pre-configured

� To change defaults, erase EEPROM

� To change: security, network
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� To change: security, network



Test Procedure(ping command)Test Procedure(ping command)

� See the IP Address on Explorer 16
Board 
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� Verify connection from PC/access point



Test Procedure(ping command)Test Procedure(ping command)

� Ping Command
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Test Procedure(Test Procedure(webserverwebserver))

� Brower on Explorer 16 Board  
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Test Procedure(Test Procedure(webserverwebserver))

� Upload MPFSImg.bin 
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Test Procedure(Test Procedure(WebServerWebServer))

� Browser again
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Confidential



Web Web Page ControlPage Control

2

3

4

1
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3

1. Input 192.168.1.10 in a browser to display a Microchip web server page
2. Pointing the radio buttons on the web page to change LED lights on the Exploer

16/Picdem.net2 board
3. Click the button to change up/down arrow direction on the web page (Do not 

click any other buttons)
4. Turning the knob to change number display on the web page



HandonHandon
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Software ArchitectureSoftware ArchitectureSoftware ArchitectureSoftware Architecture



TCP/IP Stack

� C source code provided

� No-fee license agreement

� Use Microchip PIC® MCU or dsPIC® DSC

� Only driver for ENC28J60 can be ported

� Download: www.microchip.com/tcpip
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� Download: www.microchip.com/tcpip

� PIC18, PIC24, dsPIC DSC, PIC32

� RTOS Independent & Modular

� Supports multiple connections

� Example projects

� Standard Microchip technical support



What’s Included?
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Ethernet MAC/PHY (Silicon)

IP

UDP

ARP

TCPICMP Transport

Addressing

Physical



What’s Included?
Web Server

Serve web pages and process web form input

E-mail Client

Send e-mail or SMS messages

Command-Line Interface Server

Allow simple text-based monitoring and control

Simple Network Management Protocol Server 

Aggregate enterprise monitor/control capabilities

HTTP

SMTP

Telnet

SNMP
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Aggregate enterprise monitor/control capabilities

Generic Data Transports

Retrieve data from servers, or serve data to clients

Secure Socket Layer

Encrypt communications over untrusted networks

TFTP Bootloader

Update embedded firmware remotely

Dynamic Domain Name Service Client

Associate host names with dynamic addresses

SSL

SNMP

TCP/UDP

Bootload

DDNS



Microchip 802.11 Solution
System & Software Architecture
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System Block DiagramSystem Block Diagram

TCP/IPTCP/IP
StackStackMicrochip Library Layer

Management
API

Configuration
API

Microchip Link Manager Apps
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MRFXXX Firmware

Host Device Driver

StackStackMicrochip Library Layer

SPI



FSM(FFSM(Finiteinite--state machine)state machine)

� FSM is a model of behavior composed of a finite number of states, 

transitions between those states, and actions. A finite state 

machine is an abstract model of a machine with a Primitive

internal memory.
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TCP ClientTCP Client--Server Server 

socket()

connect()

TCP ClientTCP Client

TCP ServerTCP Server

socket()

bind()

listen()

accept()
Connection request

(TCP three handshack)

Server initialize
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write()

read()

close()

read()

write()

close()

Send Data

Reply  Data

Connect ion close



Linux TCP/IP Linux TCP/IP 
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Linux Client source code Linux Client source code 
int main(int argc,char **argv)

{

struct sockaddr_in addr_svr;

int sockfd;

char buffer[1024];

// create server address

memset(&addr_svr, 0, sizeof(addr_svr));

addr_svr.sin_family= AF_INET;

addr_svr.sin_port= htons(1234);

// get the server address

addr_svr.sin_addr.s_addr = inet_addr("xxx.xxx.xxx.1");

socket()

connect()

()

TCP ClientTCP Client
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// create client socket

sockfd = socket(AF_INET, SOCK_STREAM, 0);

// connect

connect(sockfd, (struct sockaddr *)&addr_svr, sizeof(addr_svr));

// write to and read from server

write(sockfd, buffer, strlen(buffer)+1);

for(int len=0; ; ){

len +=read(sockfd, buffer+len, 1024);

if (len == 0)

break;

}

close(sockfd);

return 0;

}

write()

read()

close()



Microchip TCP/IP StackMicrochip TCP/IP Stack
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MicroChipMicroChip Main CodeMain Code
int main(void)

{

// Initialize application specific hardware

InitializeBoard();

// Initialize Stack and application related NV variables into AppConfig.

InitAppConfig();

StackInit();

ZGConsoleInit( p_cmdStringPtrList, kZGNumCmdsInList);

while(1)

{

// This task performs normal stack task including checking

// for incoming packet, type of packet and calling
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// for incoming packet, type of packet and calling

// appropriate stack entity to process it.

StackTask();

// This tasks invokes each of the core stack application tasks

StackApplications();

ConsoleProcess(); 

PingAppCall();

BarCodeReaderDemo();

ProcessIO();

}

}



MicroChipMicroChip source code(1) source code(1) 
#define BARCodePORTNUM 1234

BYTE    sendBarCodeRequest[20] = "\0";

void BarCodeReaderDemo(void)

{

#if defined(STACK_USE_DNS)

static SOCKET bsdClientSocket = INVALID_SOCKET;

static struct sockaddr_in addr;

char recvBuffer[9];

int i;

int addrlen;

IP_ADDR RemoteIP;

static enum _BARCodeServerState

{
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{

BARDCode_START,

BARDCode_CONNECT,

BARDCode_SEND,

BARDCode_OPERATION,

BARDCode_CLOSE,

BARDCode_DONE,

} BARCodeClientState = BARDCode_DONE;

switch(BARCodeClientState)

{



MicroChipMicroChip source code(2) source code(2) 
case BARDCode_START:

if (ZGConsoleIsConsoleMsgReceived() == kZGBoolTrue)

{

if (isIPAddress(argv[1], address))

{

RemoteIP.v[0] = address[0];  RemoteIP.v[1] = address[1];  RemoteIP.v[2] = address[2]; RemoteIP.v[3] = address[3];

addr.sin_addr.S_un.S_addr=RemoteIP.Val;

// Create a socket for this client to connect with 

if((bsdClientSocket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP)) == INVALID_SOCKET )

return;

memset(sendBarCodeRequest,0,strlen((char*) sendBarCodeRequest));

strcpy((char*) sendBarCodeRequest,(char*) argv[2]);
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strcpy((char*) sendBarCodeRequest,(char*) argv[2]);

BARCodeClientState = BARDCode_CONNECT;

}

else

{

ZG_PUTSUART( (char *) "Error sendbarcode command\n\r");  

ZGConsoleReleaseConsoleMsg();

}

}

break;



MicroChipMicroChip source code(3) source code(3) 
case BARDCode_CONNECT:

// addr.sin_addr.S_un.S_addr destination IP address was set earlier in DNS step

addr.sin_port = BARCodePORTNUM;  //PORTNUM;

addrlen = sizeof(struct sockaddr);

if(connect( bsdClientSocket, (struct sockaddr*)&addr, addrlen) < 0)

return;

BARCodeClientState = BARDCode_SEND;

break;

case BARDCode_SEND:

//send TCP data

send(bsdClientSocket, (const char*)sendBarCodeRequest, strlen((char*)sendBarCodeRequest), 0); 

//Timeout=2000;

BARCodeClientState = BARDCode_OPERATION;
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BARCodeClientState = BARDCode_OPERATION;

break;

case BARDCode_OPERATION:

if(recv(bsdClientSocket, recvBuffer, 0, 2) < 0) //get the connection status

BARCodeClientState = BARDCode_CLOSE;

while(1)

{

i = recv(bsdClientSocket, recvBuffer, sizeof(recvBuffer)-1, 0); //get the data from the recv queue

if(i <= 0)

{

//putsUART((char*) "receive null data\r\n");

break;

}

putsUART((char*)recvBuffer);

BARCodeClientState = BARDCode_CLOSE;

break;



MicroChipMicroChip source code(4) source code(4) 
case BARDCode_CLOSE:

closesocket(bsdClientSocket);

BARCodeClientState = BARDCode_DONE;

case BARDCode_DONE:

ZGConsoleReleaseConsoleMsg();

BARCodeClientState = BARDCode_START;

break;

default:

return;

}
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}



WiFiWiFi ProgrammingProgrammingWiFiWiFi ProgrammingProgramming



Crash Course in Networking

� Lab 1:  Change SSID

� Lab 2:  Change Security: WEP

� Lab 3:  Change Security: WPA/WPA2

� Lab 4:  Enable PING function
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� Lab 4:  Enable PING function

� Lab 5:  SendData to WebServer



Hint

� Disable eeprom issue on InitAppconfig()

� Show error message
WF_Config.h����WF_USE_DATA_TX_RX_FUNCTIONS

� WPA/WPA2���� SSID+Key����Generate key

� PING
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� PING
#define STACK_USE_ICMP_CLIENT

� SendData
#define STACK_USE_BERKELEY_API

{TCP_PURPOSE_BERKELEY_CLIENT, TCP_ETH_RAM, 125, 100},  //spencer



/*--------------------------------------*/            
case WF_EVENT_CONNECTION_FAILED:
/*--------------------------------------*/
/* eventInfo will contain value from tWFConnectionFailureReasons */
#if defined(STACK_USE_UART)
putrsUART("Event: Connection Failed  -- eventInfo = ");
sprintf(buf, "%d \r\n", eventInfo);
putsUART(buf);

switch (eventInfo) //add by spencer
{
case WF_JOIN_FAILURE:

putrsUART("eventMessage: WF_JOIN_FAILURE \r\n");
break;

case WF_AUTHENTICATION_FAILURE:
putrsUART("eventMessage: WF_AUTHENTICATION_FAILURE \r\n");
break;

case WF_ASSOCIATION_FAILURE:
putrsUART("eventMessage: WF_ASSOCIATION_FAILURE \r\n");

Add Code on WF_Config.c
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putrsUART("eventMessage: WF_ASSOCIATION_FAILURE \r\n");
break;

case WF_WEP_HANDSHAKE_FAILURE:
putrsUART("eventMessage: WF_WEP_HANDSHAKE_FAILURE \r\n");
break;

case WF_PSK_CALCULATION_FAILURE:
putrsUART("eventMessage: WF_PSK_CALCULATION_FAILURE \r\n");
break;

case WF_PSK_HANDSHAKE_FAILURE:
putrsUART("eventMessage: WF_PSK_HANDSHAKE_FAILURE \r\n");
break;

case WF_ADHOC_JOIN_FAILURE:
putrsUART("eventMessage: WF_ADHOC_JOIN_FAILURE \r\n");
break;

case WF_SECURITY_MISMATCH_FAILURE:
putrsUART("eventMessage: WF_SECURITY_MISMATCH_FAILURE \r\n");
break;

case WF_NO_SUITABLE_AP_FOUND_FAILURE:
putrsUART("eventMessage: WF_NO_SUITABLE_AP_FOUND_FAILURE \r\n");

break;
case WF_RETRY_FOREVER_NOT_SUPPORTED_FAILURE:

putrsUART("eventMessage: WF_RETRY_FOREVER_NOT_SUPPORTED_FAILURE \r\n");
break;

}
#endif
break;                          
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