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Designing a WiFI Soluton on
WiFI G Demo Board

COM-WiFi



R
MQ:HP Agenda

Regional Training
Centers

1. WiFi® G Demo Board Demonstration
e Install MPLAB IDE/X IDE and XC32 1.x compiler

e Pickit Serial Analysis and WiFi G Demo Board
e Demo WiFi SoftAP

2. Embedded Wi-Fi®
e What's that?
e Microchip 802.11 Solution

3. WIiFi® G Demo Board—Hand on
e Modify Code to connect Wireless AP

4. Wireless Network Deployment & Wireless AP Feature
e Wireless AP Hand on

5. Overview of 802.11 Networks
e JEEE 802.11 Protocol
e 802.11 Media Access and Frame Control
e 802.11 Security

6. Microchip TCP/IP Stack
e TCPIP WiFi Console App

e WiFi Remote Controller
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MIcROCHE Wi-Fi® Development Tools

Regional Training
Centers

- Select a development platform
« PICDEM.net™ 2 Board, PIC18 Explorer
« Explorer 16, Multimedia Development Board
« PIC32 Starter Kit with 1/O Expansion Board

L2 NIEVEIOPIENES VU

Multlmedla‘.xa 191,)11 Hezirel

DV164037 DM163024 DM320001 DI\/I320005

« Download Microchip TCPIP Framewok
« Plug in MRF Wi-Fi® PICtail™ Board

AC164149

- Start with an example
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Regional Training
Centers

* 8-bit L
e PICDEM.net™ 2 Board+ AC164149
e PIC18 Explorer + PICtail™ Board

e 16-bit

e Explorer 16 + AC164149
e 32-bit

e PIC32 Starter Kit + I/O Expansion Board + AC164149

e Explorer 16 + PIC32 PIM + AC164149
e PIC32 Starter Kit + Multimedia Expansion Board
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e Quick Start Tools

Regional Training
Centers

Explorer Based Stand Alone
Development Board Evaluation Kit
Series MRF RN MRF RN
Platform PICtail™/PICtail PICtail™/PICtail Wi-Fi® Comm Demo Eval Kit
Plus Board Plus Board

Module MRF24WB | MRF24WG | RN131 RN171 MRF24WB | MRF24WG | RN131 RN171
Image
Part # AC164136- | AC164149 | RN-131- | RN-171- | DV102411 | DV102412 RN-131- | RN-171-EK

04 PICTAIL PICTAIL EK
Availability NOW NOW NOW NOW NOW NOW NOW NOW

TCP/IP stacks and Application Demos online at: www.microchip.com/mla
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MICROCHIP

and WiFi G Demo Board

Centers

L I 74}

XH ‘

= ~—

vwr;"fvjirb‘:i)crn(,r Boart
SWO LED@ LED1

o
e

LZEVS9
®
Y

xoo/\+
o
N

unx

TABLE 2-1:  J15 EXPANSION PORT PIN CONFIGURATIONS

Pin 1 Pin 2 Pin 3 Pin 4 Pin 5 Pin 6 Pin 7 Pin 8 Interface
SCK +3.3V GND SDI 3SDO 1SS - - SPI
+3.3V GND SDA SCL - -* - 12cm
RTS +3.3V GND RX X CTS - - USART
TX2 +3.3V GND RX1 TX1 RX2 - - DUAL
USART
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MICROCHIP

— and WiFi G Demo Board

Centers
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7\ Pickit Serial Analysis
MICROCHIP

and WiFi G Demo Board

Centers

. PICkit Serial - USART Async Mode
Communications  PICkit Serial Analyzer Demo Boards  User Defined Templates  View  Window Help

[ View: Advanced || @ Flash LED | ) Reset | [£] Basic Operations  {] Configure | USART_&

Q‘ Transactions
File » Edit v X Clear &%) ResetTime View: Ascii

s RSSI: 55, Channel: 6 -
8 NetType: Infra., ESSID:TP-LINK_34F32E

, RS5I: 40, Channel: 6
9 NetType: Infra., ESSID:mchp-peap

, RSSI: 62, Channel: 11

Event Markers

Crptions
\r Save Changes Enable Event Markers

Advanced Options
Disable LEDZ Defanlt
Disable LED1 Default
Enable Switch Test
ATTE1 Defanlt State

10 NetType: Infra., ESSID:guest
y RS5I: 62, Channel: 11

11 NetType: Infra., ESSID:mchp-secure Beript Timeont Voltage ATTEZ Default State
Elc;;si 63, Channggc: 11 ilosflé;t]ffm:ﬂ Timeout Timer2 LUE] Direction
Use Seript Timeout Status Enor i
MAC ; 00 1E CO 10 CA 03 @ 5 Volt L AUEE Diecton
SSID: MCHP_G_ca03
Network Type: SoftAP 2800 me (2 Other Lsyme Receive Disabled
Ch 1 List 6 \
annel List: just i i
Security: Open Aty ﬁ?ﬁé‘ o ooy

New IP Address: 0.0.0.0

Fave Changes. Enabls 4ll
USART BAUD URZART Options

Target 9600
Actal 2597

New IP Address: 0.0.0.0

New IP Address: 192.168.1.3

New IP Address: 192.163.1.3

Int=iatinn Froar
AITK] State 01 1)
= MCHPBOARD. Tocal AL? State 01 1)

AUX1 Direction (1=In. 0=Out}
M AUXZ Direction {1=In, 0=Out)

ZeroConf: Host

New IP Address: 192.168.1.3

M Async Recsive Disabled

ZeroConf: Service = DemoWebServer._http._tcp.local ﬂ

-
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e Lab 1. Compiler WiFiIGDemo _SoftAP
Project and Using IPHONE or Android
PHONE to connect WiFi G Demo board

Selecting a Network Name (SSID)

Taipei Sales_ADSL FLNE

EasyConfig (2) :"..

EasyConfig (1)

o A 1.Connect to SSID: MCHP_G_ xxxX
e “u xxxx = Lost 4 digits of MAC address
mchp-peap il |

AppleBS5c3seb M 2.Browse to: http://mchpboard.local or

http://192.168.1.3

AppleBS5c35eb 5 GHz

!

MCHP_G_caD3
guest :;“
SMCL A

TP-LINK_PocketAP 6618

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 11
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Mlcggzmp H an d on
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FECETTENESE SRS aepeae . W
€« C f [ mchpboard.local/index.htm
i = | M Gmail 8 WSREFE E5.. ([ Google Android D... Y ISP Beta - default < EFTRADEFINANCL. [ ##IEEA J TreeMalFmEET.. [ Microsoft (1 Mews A% Modell

@ MICROCHIP

WiF-G Demo Application

Version: v1.03

MRF24WGOMA

Configure Welcomel _
Network LED (Click LED to Toggle)
s:

You are currently connected to:

+ SSID name: MCHP_G_ca03

» Security type (None, WEP, WPA, WPAZ,  Button Status:
WPA-AUTO, WPS): None A

« WLAN type: SoftAP (BSS)

+ [P Address: 192.168.1.3

« RF module FW version: 3108

On the right you'll see the current status of the demo board. For a
quick example, click the LEDs to toggle the lights on the board. Press
the push button and you'll see the Button Status update immediately.
This examples uses AJAX techniques to provide real-time feedback.

There are three menu items on the left hand side. The first is the
current page you see, which shows the status of the LEDs and push
button.

The second menu item (MRF24WGOMA), will display a page with
information about the 802.11b/g RF Transceiver Module being used for
this demo.

The third menu item (Configure Network), will display a page that will
allow you to scan for nearby networks, see them, and then connect to
another network. After the attempt is made to connect to the new
network, you will have to transition your wireless PC, laptop, or
handheld wireless device to this new netwark in order to see that the
device has indeed changed networks.

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 12



m

MICROCHIP

Regional Training Centers

2. Embedded WiFi



K What is Wi-Ei®?

MICROCHIP

Regional Training
Centers

1
PC .Am a0 (2 "
10M100M1000Mbps pe it & ADSL Router

2‘ 10M100Mbps

]

ot

Metwork
1 Switch
e = 10/100/1000Mbps
==
& 100Mbps
1000Mbps _ DSL or Cable modem
Switch
10/100Mbps
1 [Pl . E
100Mbps PC
10M100Mbps
ENC28J60
10Mbps 100Mbps
10Mbps
What Speed? |
1DMbps
100MDpS
1000MEps
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<
Mﬁé\cmp What is Wi-Fi®?

Regional Training
Centers

e Ethernet Is the most widely deployed
datacom network in the world

e \Wi-FI Is wireless Ethernet

e Adds mobile internet connectivity

e Removes the wire, but retains the LAN, WAN,
WWW connection

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 15



M@: What is the Internet?

Regional Training - A “nuts and bolts” view -

B rc e Millions of connected Mobile "eork
. . (G2

' server computing devices:

P ®* Hosts (or “stations”)

5 rg;ﬂ;ss + Some run application services
o (“Servers”)

b4 cellular L

handheld + Some consume application

data (“Clients”)

e All running TCP/IP protocol
suite

“‘1-&; access ® Communication links:
points _ _
. e Fiber, copper, radio,
wired _
links satellite

e Data Transmission rate =
link bandwidth
& e Routers: Forward packets
router (thlmiﬁ QI daIa)

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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e Typical Access Network

Regional Training
Centers

Modem to connect to the Wide Area Network
(WAN) — other physical end to Ethernet

Router

: Host:
Switch server ) ';'0::“
workstation
Hosts ..(r\b E
S

wireless
€2 laptops

wireless
access
switch point

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 17
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M,‘:\?cmp Embedded Wi-Fi®

Regional Training
Centers

e Embedded products require
e 8, 16, 32-bit, processor support

e Small memory footprints
* Run from on-chip memory

® |_ow power
« Battery operation

e Fast time to market

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Mf‘?c Microchip 802.11 Solution

Regional Training
Centers

e [nfrastructure (BSS)

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 19
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MICI§CHIP

Regional Training
Centers

Wi-Fi Protected Setup™

e Enables users to:

e Automatically configure
new wireless networks

e Add new devices
e Enable security

Wi-Fi PROTECTED

SETUP

http://www.wi-fi.org/wifi-protected-setup

© 2010 Microchip Technology Incorporated. All Rights Reserved.

Embedded Wi-Fi®

Wi-Fi Direct™
e Enables users to:

e Connect to one another
without joining a
traditional network

U Wilsh

CERTIFIED®

http://www.wi-fi.org/Wi-Fi Direct.php

Slide 20
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merocwe  MRF24WBOMA/MB 802.11b Wi-Fi®

Regional Training
Centers

e MRF24WBOMA and MRF24WBOMB

Wi-Fi Transceiver Module Features HRTEAIEONE G Lo
° LOW data rate WI Fl Flash — Encri/plion Interface |
_ _ Accelerator » nterrupt
e 1&2 Mbps e ace W owa MOT
e Used when can control AP that is used P ey [ P I
. ircuitry || ower - ese
e Ultra low power consumption soier Jf " I -
+ 0.1uUA hibernate L‘ }J
. 250uA 802.11PS [
+ 185mA Max. Tx
* FCC, and international regulatory s EEE B0
certification P
e \Wi-Fi Certified
e Works with PIC® microcontrollers
e SPIl interface to PIC microcontrollers
( ]

e Free TCP/IP Stack

Supports WEP, WPA and WPA2 security
protocols

IEEE 80211 Embedded Wi-Fi® Module
with External Antenna Connector

Uses current Microchip TCP/IP stack

Free download from
www.microchip.com/mla

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 21
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R\ MRF24WGOMA/MB

MICROCHIP ] ]
Regiona Taining 802.11b/g Wi-Fi®

e MRF24WBOMA and MRF24WBOMB
Wi-Fi Transceiver Module Features

5mbps streaming Wi-Fi, 54mbps burst
1,2,5.5, 6,9,11,12,18,24,36,48,54 Mbps

PIC18/24/ 32/
dsPIC® DSCs

* Connects to standard wireless access
points ; —
* FCC and international regulatory ] engine
certification — ool 3 | rom
e \Works with PIC® microcontrollers
e SPJinterface to PIC microcontrollers
e SoftAP, Wi-Fi Direct
e |nfrastructure and Adhoc
e 802.11PS
e \Wi-Fi Direct Client
e Supports WEP, WPA, WPA2, WPA-EAP

security protocols
e Free TCP /lP g taCk ,EEWEM‘:‘,’;‘(,ﬁ:’,'f,ﬂg:;"g:’-‘"?;gl:'e Embt:d:-"EEEdE o2t
e Uses current Microchip TCP/IP stack -’

e Free download from
www.microchip.com/mla

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 22
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) - Product Portfolio

MICROCHIP
Regional Training
Centers
MODULES MRF24WB MRF24W RN-171 RN-131 MRF24W MRF24W
OMB BOMA CIG GOMB GOMA
802.11 Radio b b b/g b/g b/g b/g
Power +10dBm +10dBm +12dBm +18dBm +18dBm +18dBm
Antenna UFL Built-in PIN Chip/uFL UFL Built-in
Stack PIC® MCU PIC MCU Onboard Onboard PIC MCU PIC MCU

MCU Support PIC18+ PIC18+ PIC12+ PIC12+ PIC18+ PIC18+

Throughput 1mbps 1mbps 0.7- 0.7- 5mbps 5mbps
2mbps 2mbps

| g B ! s |

! !
MICROCHIP [ MICROCHIP E
{| MRF24WBOMA [ {| MRF24WBOMA f

! !
{ MicrOCHIP E { MicrocHIP [
{ MRF24WBOMA f { MRF24WBOMA i
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N

-
M mﬂ"@

Radio

Antenna
Power
Range

HW Interface

Development Kit

RN Wi-Fi® Modules

RN-171

True 802.11 b /g

PCB trace, wire, chip, U.FL
connector for external

RN-131

True 802.11 b /g

On board chip and U.FL connector
for external

4uA sleep, 30mA RX, 130mATX

10 meter to 180 meter (software
configurable)

4uA sleep, 40mA RX, 200mA TX

200 meter chip
300 meter external 4” dipole

TTL UART, SPI slave*
RN-171-EK

http://www.microchip.com/wi-fi

© 2010 Microchip Technology Incorporated. All Rights Reserved.

TTL UART, SPI slave*

RN-131-EK
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R Understanding Power Modes

MICROCHIP

Resionl Taning on MRF24\WBOMXx

Centers

® Several power modes for low-power
operation

e Off: 0.1uA (including SPI flash on module)
e Power Save: 250uA (Stand-by & between

packets)
e On: Active Rx 85mA .
X on
e On: Active 154mA (10dBm) ~115/154mA
Note: Times are for module Rx on
and do not include host ~85mA
processing.
Standby
(transitory)
(hibernate) (sleep)
~0.1uA ~250uUA

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 25
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e Product Fit
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Centers

e Types of products that are ideal
«+ Small data quantity to transfer
* Non-continuous transfer
+ Data is not high bandwidth streaming

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 26
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%
MC"E‘\c End-User Station Configuration

Regional Training
Centers

e May need to:
e select or enter SSID
® enter Security Key

® Types of products:
e Product has display and data entry — easy
e Product does not have display or keyboard

Slide 27
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M,‘:\?mp Configuring Light Clients

Regional Training
Centers

e USB
+ Can use USB cable from PC or USB stick

e WPS™

+ “one-button”, Wi-Fi Protected Setup™
* Routers after Jan. 2008 are compatible
* Router and client handshakes then shares info

e Browser Ad hoc configuration

+ “EasyConfiguration”

+ Start in Ad Hoc and serve page to allow data entry

— Can connect via any computer supporting Ad Hoc and has a
browser

e SoftAP Browser configuration

+ Client starts AP-like network allowing connection

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Mf‘?c EasyConfig Function

Regional Training
Centers

(@ Microchip EasyConfig Demo - Mozilla Firefox [ l[-E ]

File Edit View History Bookmarks Teools Help
- (A http:169.254.117 7 - | [ ¥~ Google )

U % 2| Most Visited || Getting Started 3, Latest Headlines

X% Microchip EasyConfig Demo - -

A\ MicrocHip
EasyConfig Demo Application

Browser-based Device LEDs: (click to toggle] |
' Configure Networ ’

onfiguration L

This demonstration application showcases Buttons:
AAAA

how to configure and program an embedded

Wi-Fi device that does not have a natural Potentiometer: 832

keyboard and screen. By using the internal
webserver that accompanies the Microchip
TCP/IP stack, end-users can use their browser as a conduit for programming
the device with the correct network parameters.

For a wireless network, an end-user would need to have knowledge

the following information: @ Microchip EasyConfig Demo - Mozilla Firefox
« SSID name File Edit View History Bookmarks Tools Help
® Security type (WEP, WPA, WPA2) @ - 2 (A hitp://1921681.116/ configure.htm 77 - | (M- Google P

® Security key

U % |2} Most Visited | Getting Started & Latest Headlines

=

& Microchip EasyConfig Demo - -

AS\MicracHiP
EasyConfig Demo Application

m [ Scan for Wireless Networks ]

Adhoc

Infrastructure
Network Name

Copyright @ 2010 Microchip Technology, Inc.
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3. WiFi Demo App—Hand on



% . .
M‘:”‘é\c Crash Course in Networking

e Lab 1. Change SSID

e |ab 2. Change Security: WEP

e |Lab 3: Change Security: WPA/WPA?2
e |Lab 4. Change Channel

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 31
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TCPIP MRF24W.h

WiFiG_DemoBoard - MPLAB IDE v8.91 - [C:\2013_12_23_CDFi|E5_WiFiClass\microchip_solutions-_vZDl3—Dﬁ—ETCP]P\WEéDemD_AF"\Con@s‘\TCPIP MRF24W.h

Stack Configurations

] File Edit View Project Debugger Programmer Tools Configure Window Help
| Release i M B0 SEHAB
ELEL L ERY'Y
|WiFiG_Dt:muBuard.mcw 1|| * disabled the following high-level application modules.

=-.] WiFic_DemoBoard.mcp
|23 Source Files

/2] CustomHTTRApp.C
MainDemo.c
(-2 TCPIP Stack
WF_Config.c
-2 wiFi
WifiGDemoMPFSImag.c
2122 Header Files

[j---[:l Common
HardwareProfie.h
[]---[:I HW Config
MainDema.h
[—j[:I TCP Config

TCPIP MRF24W.h
(-2 TEPIP Stack
TCPIPConfig.h
WF_Config.h

..... [ Object Files

----- | Library Files

----- [ Linker Script

----- (3 other Files

]«

wf

Jf Comments:
£ i0se.1

has wifi fixes that resclwves connection issues with iPhcone in softiAP mode.

#define STACE USE_URRT S/ Rpplication demo using UART for IP address display and stack con
//¢define STRCE USE URRTZTCP BRIDGE S URRT to TCPE Bridge application example
f/¥define STACE USE IP GLEANING

fdefine STACE_USE_ICMP SERVER {/ Ping gquery =snd response capability

#define STACE_USE_ICMP CLIENT /f Ping transmission capability

fdefine STACK _USE_HITPZ_ SERVER ff Wew HITP serwer with POST, Cockies, Authentication, etc.
//¢define STRCE USE S5L_SERVER £ BEL server socket support (Reguires SW30005Z)

//¢define STRCE USE S5L. CLIENT S/ BEL client socket support (Requires SW30005Z)

//¢define STACE USE AUTC IP /4 Dynamic link-layer IP address automatic configur
gdefine STACE_USE_DHCP CLIENT S/ Dynamic Host Configuration Protocol client for obtaining
f/édefine STACK USE_DHCP SERVER /f Single host DHCP server

ff¢define STRCE USE_FIP_ SERVER /f File Transfer Protocol (old)

//¢define STRCE USE SMTP CLIENT S Bimple Mail Transfer Protocol for sending email
f/fdefine STRCE USE SHNMP SERVER £/ Simple Network Management Protocol wiC Commmunity
//¢define STRCE USE SWMEV3I SERVER S Bimple Metwork Management Protocol w3 Agent

f/¥define STACE USE TFTPF CLIENT S Triwvial File Transfer Protococl client

//#define STRACE USE_TELNET SERVER f{ Telnet server

fdefine STACE_USE_ANNOUNCE
$define STACK USE_DNS

//#define STACK_USE_DNS_SERVER
fdefine STACK_USE_NENS

fdefine STACE USE_REBOOT SERVER
//¥define STACK_USE_SNTE_CLIENT
//§define STACK USE UDP PERFORMANCE TEST
//¥define STACK_USE_TCE PERFORMANCE TEST
//#define STACK_USE_DYNAMICDNS_CLIENT
//§define STACK USE_BERKELEY API
ffFAaFina STLME TISE FEODOAMOME T.THE TOCLT.
L}

S Microchip Embedded Ethernet Device Discoverer server/client

S/ Domain Name Service Client for resclving hostname strings to
£ Domain HMame Service Server for redirecticn to the loczal

S WetBIOS MName Service Serwer for responding to NBNES hostname

£ Module for resetting this PIC remotely. FPrimarily useifu

S Simple Metwork Time Protocol for obtaining current date/
J4 Module for testing UDP TX performance characteristic
44 Module for testing ICE T perfocrmance characteristic
S/ Dynamic DNS eclient updater module

f/ Berkerly Scckets APIs are available

f 8 Taroman® Therd TAinl-T.Aams]l BAAvaasdner

[Output
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Centers

WF_Config.h Change SSID

WJiFiG_DemoBoard - MPLAB IDE v8.91 - [C\2013_12_23_CDFiles_WiFiClass\microchip_solutions_v2013-06-15\TCPIP\WiFiGDenYq_AP\WF_Configh] e
5 File Edit View Project Debugger Programmer Tools Configure Window Help

| [Release <5 H B @ @ € @aEk
[exmstimatg © % @

[WiFiG_DemoBoard.mcw

$define EAP USE_CA CERT /* use Ck pem cert */

felae
E|D WiFiG_DemoBoard.mcp ferror "MRFZ4WB does not support WER-Enterprise. And\this is werified with only PIC3Z"™
EID Source Files fendif s* defined (MRFZ4WE) */
CustomHTTPARP.c #endif /% §if ENABLE WDPA ENTERPRISE — 1 */
- MainDemo.c
[j---[:l TCPIF Stack #define MY DEFAULT SCRN_ TYDE WF_ACTIVE_SCRN
- WF_Config.c $define MY DEFAULT_ SSID NAME "MicrochipDemoAP™ ffspenced
D'Ej Wi-Fi #define M¥ DEFAULT LIST RETRY¥ COQUNT INFRASTRUCTIURE RETRY COUNI /% Mumk
WifiGDemoMPFSImg.c fdefine MY DEFAULT CHANNEL LIST {1,2,3,4,5,¢,7,8,9,10,11} /> Def
fdefine MY DEFAULT BERCON TIMEOUT 103 /* Humber of beacon periods
-0 Header Fies $define MY DEFAULT PS_BOLL WF_DISARLED
-2 Common £#if ldefined (MRFZ4WE)
HardwareProfile.h f* gdefine WF_AGERESSIVE PS5 */ /* WRENING !!! : This only can work with 12035 module Fi
EJ”EJ Hm!Conﬁg * If you use the sarlier wersionm such as 1207 or 1205, then ym
» MainDemao.h * Defining this will lead ASSERT problem with old module FW.
* i
-2 TCP Config tendif
JS* Warning !!! Please note that
* BF Module FH has a built-in connection manager, and it is enabled by default.
WF_Config.h * So if you want to run your own connection manager in host stack application side,
- * then you should disable the module connection manager to avoid some possibkle conflic
""" C] OmECtHhs * between the two. Especially these two APTIs can be affected if you do not disable it
----- (3 Library Files * A) UINT1é WF_CMDisconnect (void)
----- D Linker Script * B) UINTle WE_Scan(UINIZ CpId)
_____ Ej Other Files * If zome conflict cccurs then these APTs will return fzilure.

* Furthermore if you use old MRFZ4WB FW wersion, older than 120C, then
* it ecan cause fatal issue in module FW side such as FW crash.
* So for simplicity, if you want to run your own conneéction manager actively,
* we strongly recommend to dissbkle the module connection manager, and this
* gdefine is make that thing possikle. Just un-comment it to do so !
*
#ifdaf MONTTE WDL FNTEFRDDTSR

| —r—

|Output
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WF_Config.h

B C:\MAL\May2010\TCPIP WiFi Demo App\WF_Config.h

J.I'*****************************************************************************J}'
.l'r*****************************************************************************J’r
£ WIFI SECURITY COMPILE-TIME DEFAULTE */
H*****************************************************************************J}'

Ht*******t*******t**1.'***tt*******t**1.'***tt*******t*******t******tt*******t****;

FF Beocurity modes awvailahle on WiFi network:

Ly WF_SECURITY OPEN : No security

L WF_SECURITY WEP_40 : WEP Encryption using 40 bit keys

L WF_SECURITY WEP_1l04 : WEFP Encryption using 104 bit keys

L WF_SECURITY WPA WITH EEY : WPA-PRE Personal where binary key is given to MEFZ4WEOM

£ WF_SECURITY WrA WITH PASE PHRASE : WPA-PEK Personal where passphrase is given to MBFE4WEON and it o
L WF_SECURITY WPAZ WITH EEY : WPAZ-PSE Personal where binary key i=s giwven to MRFZ4WEOM

Ly WF_SECURITY WPAZ WITH TPASS PHDRAZE : WPAZ-PEK Tersonal where passphrase is giwven to MRFZ4WEOM and it
Ly WF_SECURITY WPA AUTO WITH EET . WPA-PEK Personal or WPAZ-P2E Personal where binary key is given
L connect at highest lewel AP supports (WPA or WPLZE)

L WF_SECURITY WPA AUTO _WITH PASS PHRAZSE : WPA-P3K Personal or WPAZ-P2E Personal where passphrase is given
Ly calculates the binary key and conhects at highest lewel AP sup

Security Type
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WF_Config.h

Security Details

s WiFiClass\microchip_solutions_v2013-06-15\TCPIP\WiFiGDemo_AP\WF_Configh] L Ak |
ls Configure Window Help

" SECURITY WPS_PIN : WES PIN method
WF_SECURITY WPRZ ENTERERISE : WEARZ Enterprise

/f Comments: CFG WF_SOFT_AP is only awvail in EZ Config
fdefine CFGC_WF_INFRASTRUCTURE 1

$define CFE_WF_ADHOC 2

gdefine CFG WF_EZE E]

gdefine DEMO VERSICH "ywl_03"

fdefine MY DEFRULT DCMRIN WE_DOMRIN FCC

fdefine MY DEFARULT NETWCORE TYFE CFE WEF_INFRASTRUCTURE - WE_INFRARSTRUCTURE, CF& WF_ADHOC, i
gdefine INFRASTRUCTURE RETRY COUNT WF_RETRY FOREVER

§define ADHOC RETRY COUNT 3

J* if starting this demo in -

_____________________________________________ -
MY DEFRULT NETWORE TYPE == CFG _WF_ INFRASTRUCTURE
fdefine MY DEFAULT WIFI_ SECURITY MODE WE_SECURITY ODEN
fdefine MY DEFRULT WIFI_ SECURITY MODE WF_SECURITY WPA AUTO WITH_PASS PHRRSE //spencer

#if ENABLE WPZ ENTERPRISE = 1
f* This function requires module FW wersion 3108 or the later */
$if defined (MRF24WE) L& defined(_ €32
/* Security mode must be WE_SECURITY_EAF */
fundef MY DEFAULT WIFI_ SECURITY MODE
fdefine M¥ DEFRULT WIFI_SECURITY MODE WF_SECURITY WPAZ ENTERPRISE
fdefine CONFIC WDAR ENTERDRISE

Fw

* EAP method is walidated with FreeRadius server.

* C 2 major methods are walidated

* R FMECHADw2Z

* B) ERP-TTILS/MSCHREPwZ

* Fnmzhla Anlir 1 mathad smane rheasa ko aneammantineg tha masen

J<| 1
L
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e Demo Applications are
pre-configured

® To change defaults, (erase EEPROM)
e To change: security, network
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e Lab 1. Change SSID

e |ab 2. Change Security: WEP

e |Lab 3: Change Security: WPA/WPA?2
e |Lab 4. Change Channel
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meracwe — \NIreless Network Deployment

Regional Training
Centers

e Root Mode

e Repeater Mode
e Bridge Mode
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meracwe — \NIreless Network Deployment
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Centers

Inte@

l/ "
I!LAN Port

! I
‘ﬁ'.’ -— EWireless Bridge
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bl REFEER| | RADIUSSESE | BIESWE

N - BREE

HRRE (FREE [EESTRR] WDE) Tl inthEREREE RES Rt s - B
FttThEEet « 1RBRINE R LI T H18 :

o G [WDS Only] 2 [Hybrid | {835 » IHISEHRIERRIRE I & MACHTIL -
« EFEREEER - SR HAREERE T I -
* SRMEET RAEIRIEM 5 FELEXTE Open system WERIIE S, -

AP, WiDS Onky w
m

EEZE DRS¢ NONEN @I

| | we |

*SEELA ST B E 1 2ME 1 G R AIMACTIYL .
0~ * A~FREE" "
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v C:AWINDOWS\system 32\cmd. exe

C:sDocuments and Settings*~SChangXping 1@0.2480.28 .1

Pinging 108.248.28.1 with 32 hytes of data:

Reply from 18.240.28.1: hytes=32 time<ims TTL=255
Reply from 18.240.28.1: hytes=32 time<ims TTL=255
Reply from 18.248.28.1: hytez=32 time<{ims TTL=255
Reply from 18.248.28.1: byte==32 time<ims TTL=255

Ping statistics for 18.2480.9H.1:

Packet=s: Sent = 4, Received = 4, Lost = 8 (@x lossl,
iﬂppruximate round trip times in milli—seconds:
! Minimum = Bms. Maximum = Bms. Average = Bms

EE:\Ducuments and Settings“SChangl_
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e MAC Address Control

e Bandwidth Management
e Port Trigger

e Virtual Server

e Dynamic DNS

e FireWall

e 3G Broadband Router

e Power-over-Ethernet
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—ESEE | WPS | ERRE OB RGeS RADIUSSEE | BESGE

A9 3 - BRI IR

EEThEERESTIERL VYL 520G UHERR i o - e RIS RE LML (MAC Address) BT
By -

mACTEEEE ST, -
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Regional Training
Centers

FEEESE Eocil SEHREEA  ERREERESE DMZI DDNS

FEEY -FHEEEERE

RS - —REHE= B35 - F0 : EUEEARIPAAE R 1921681 39HERZE » EFTP
IR35 b« H2EEERELRERS -

{HB38 L HIRT -

FEHSTEE_ LR ¢

{EHEIETERRIE

BardFEH

[ RHBEAE
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HEHIESE RMAER B sl riceal EREEREE | DMZ DDNS

NATE:E - S EE

[SEEHREZTE | ThEER T LRI TR TC P UD PSR TR BRI WL-5200U RUEREST
R - Mgk SRR TS B P AR AT S S BT Rk — 1B - — H{ABIRIE R E
RS » SEAEISTE R EEERERER 851 B &Y A A -

Oives (3 Mo

SRR

BanamEH
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FEHEESZE BIHER  SRRIES Qi B DMZ | DDNS

NATSEHE - EEbhEH B2k

2 {RPRTEMEE & PR MR S5 2 A A B IR S AW ~ FTPEEREIE IR 75y - ISR RIS —EiG AR ssnuA-#h P{udt - &3 »
AFIPRCbE B fERE SRR MR TERVEREY ~ SRS IRARTE B ik R TS S IR TFIEEE 2 - LUEE EaE - MEdse Mg k=S
P s TR A AR AR 8 -

i ves (O Mo

| FTP “"'l Ae of Empires
— BifTarrent
| sEinE Counter Strike(TCP)

Counter StrikedLIDP
FERE AR SR & FlayStation2
Wiarcratt

W

Hhoy Live

1182.168.1.10

|FTF' Server

Balid/EH
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FERESE BHER  SEBRIEEA  EREESE  DMZ

AEHe - DDNS

SREDNS (DDMS) SEIEENEE ST EIPAMENERL T « (DS EiRasE RS S ¥ — i L 24
i - - Bal o & WLe206U ZP O B8 a8 ARIDDNSER iR - IMoIREET Hm [REHA] -
ARG — R B HRE -

Oves &) No
| WY DYND NS ORG v| MADSETSMORG -
BESH WY DYNDMNG. ORG

Wi DYMOMS. ORGICUSTOM)

| | [y DYMDNS ORGISTATIC)
WY TZ0 COM

| | WA ZONEEDIT.COM

| ==
Ovyes ®No

| & |

| ERFEESE |
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FHRAE MACTFRERN HEAEHE

B KR - — Ry §

[ERRR ] ThEETT B WL-520GU BERZERESIRIHEFRNRE - MREREEL —SRERE 8 » BFRERE Tt
HOLANE: WANBIETHEE -

REFRER A HE T

AERHIET EAREY -

EfELPREH: 7

EIER MG 7
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Regional Training
Centers

Enter the SIM Home Network

PIM Code |:| card’s PIM
I Maobile Network Status code.

Makile Metwork Bearer -

Metwork Mame This will display
the Mobile

Select Network Network Status.
=ignal Strength Ho Signal

Connection Time Hone

Currert Seszion Uzage : Hone

3GUMTS Card Status

This will display
the 3GAUMTS
Card Revision : Card Status.

Card Mode| :

Card Firtrmaneare

M=l
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Centers

PINS on Switch| 107100 DC on Spares
Pin 1 Rx +
Pin 2 Rx -
Pin 3 Tx +
Pin 4 OC +
Pin 5 DC +
Pin 6 Tx -
Pin7 DC -
Pin & DC -
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Wireless AP Setting
(Handon)
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5. Overview of 802.11 Networks



Mf{‘\ Overview of 802.11 Network

Regional Training
Centers

Ad-Hoc Mode(Independent Basic Service Set-IBSS)

802.11
CSMA/CA

Infrastructure mode
(Basic Service Set-BSS)

802.11
=

Access Point
SSID j(lpAP

____broadband _

e
INTERNET

o0

Personal media
player

CSMNC[@ “ LIVING ROOM

STUDY

Extended Service
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Centers

e Challenges for the MAC

e Frame Transmission & Association States
e Frame types of 802.11 protocol
¢ 802.11 Frame Format in Detail

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Centers

e Positive acknowledament of data
transmissior Af Af

Fﬁnwé Frime
atomic operation_> l

ACK

ACK is required

Figure- Positive acknowledgment of data transmissions

e The Hidden Node Problem

Area reachable Area reachable

by node 1 by node 3 {’f}%ﬂ Y
T j7 j7 o \\Wmm? o
4) ACK
¥
1 2 3 —a®
12 ]
Figure- Nodes 1 and 3 are "hidden" Figure- RTS/CTS clearing
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A&  Frame Transmission & Association
g i States

Centers

e Station connect to AP(Access Point)

Statel.:
Unauthenticated,
Unassociated

Succe_SSfl_J| DeAuthentication
Authentication Notification

DeAuthentication
Notification

State2:
Authenticated,
Unassociated

Successful Disassociation
Authentication or Notification
Reassociation
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A\ Frame Transmission & Association
iz States

Centers

e State 1( Unauthenticated, Unassociated)

Beacon

Station A

Station B

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 58



R
merocie Beacon-Management Frame

Centers
MAC header
b;rre:| 2 2 [ [ ] 2 | Variabile 4
Frame |Duration i1} SA ESS D Seq- Frame K
Control al Body
1 1 | I I I | L1 & 1 I L1 1 | 1 1 L1 1
.—————_-_-_-_-_-_—_
§_ ——-2—12 Variable 7 2 & 4 Wariable
bﬂﬁ T T T TT T T ;’ U L L L T L | L
Timestamp Beacon| Capability. SSID § FH 0§ (F Bs5 | T
Intervall I : ParameterSet 'P"'::"“ Parameter Set  |Parameter Set
1 1 1 1 1 1l [ * :l‘ | [ O I [ | ] ] | 1 4 7 1 1 [ | [] 1
' Mandatory I Optional >
Variabfe 3 & 8 4 i Varable Voriable
P4 I I ¢ T F LT . L L 1§ L
Country Fwer nannel Quist TP( ERP Extended Riobast
Info | Combest Switch Report Fabes Security network
| I ; |
Figure-Beaccn frame Optional toomtimect
b0 4 2 3 4 5 6 1 8 9 101 12 13 14 15 c bility Inf o field
l Short thamnel |~ fsmon| ‘ apaplility Intormation fie
(- | CF-pol PRC : D585
\_ESS | 1995 | e | et | P20 |G i | G Hm.m e Hm.md OFOM Rm:rm * ESS/IBSS:1/0 -> Infrasturce mode
by 0/1-> Ad-Hoc mode
‘ Elem;mm Leagth | . ﬁ | Privacy=1, WEP required

Figure-Service Set Identity information element
*Most products require that the string be a garden variety, null-terminated ASCII string. The length of

S S D T 0B U~ O D ——
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Back State2

Probe Request/Response

L3

(Management Frame)

SSID: MicrochipAP

Probe Request

[11

IIlIllIlllllllllllllllllwiclreclhipAP”
EENEENEEREERSN
1P

PiolblelRlelSE(:nlslellllllllIllllll
<llllll

Illl.................. AuthenticationReqUQSt

lllllllllllllllll>

ntication sSucc
<llAlu:r:ellllllllllll

.ll.................... ASSOCiationReqUest

Illlllllllllllll>

ponse "SRR L,

iation Res
Assocnatlo  Camman

4-------Il""
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Centers

e State 2( Authenticated, Unassociated)

1.Authenticate request

2. Authenticate response

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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A 802.11 Frame State

Centers

e State 3( Authenticated, Associated)

1.Association request

2.Association response
(Here is your assiciation 1D.)

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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ADisassociation and de-authentication

MICROCHIP

(Management Frame)
Centers
MAC header
bytes | 2 2 & & [ 2 | 7 4
Frame | Duration (1T} A ESS 1D Seq- | Body A
Control |
'l 1 ___ 1 i & i & 1 & 1 [ 1 i 1 I 1 1 I 1 L

Eeacon (ode

L4 1 11 1.1 1 LA 1 11 I
Figure-Disassociation and Deauthentication frames /

3 Prior authentication is no valid

Inactivity time expired and station
was disassociated

5 Disassociated due to insufficient
resources at the access point

Back State3

—
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A& Frame Transmission & Association
MicrocHIP

Regional Training S t a t e S

Centers

e State 3(Authenticated/Associated)

j Station A

\ Beacon

Beacon

N
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Illlllllllllllll.... PS'POH(IWi"SIeep)

Power-Save Poll (PS-Poll)

Control Frame
///

:,—_; - !

IIIIIIIIIIIIIIIIIII’

A

Keep data

Illlllllllllllllllllll...PS'PO”('WakeUp) é
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MicRacHIR Power Management

Regional Training
Centers

e There are 4 modes of operation

e Active (On)
+ Transmitting or receiving
+ Few hours battery life with Rx on

e 802.11PS
+ Maintains connection, transparent disconnect
+ 2 months battery life

e Saved State
+ Connection info stored after first commissioning
+ Can reconnect transmit and sleep in 100mS
+ 1+ year battery life

e Hibernate
+ Disconnected, session lost
+ 2+ years battery life

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Regional Training
Centers

e Power Save or PS-Poll
e Use and limits

e Provides virtual “always on” power saving mode
e Very low latency to send and receive
e Requires PS supported Access Point

e Power example

e Case: always connected w/sleep, hourly access for
500B transfer

+ 2 week battery life (just radio)
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Regional Training
Centers

N

« Radio automatically wakes just prior to DTIM beacon

* DTIM packet is read

* Bit position is checked to see if there is buffered data at AP
* If no data, radio reverts back to sleep

85mA
< 96mS | > <>
250U ”L
Zm% S
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e Use and limits

e After first connection, saves configuration data in
NVM

e Provides very low power fast on/off activity

e Very low latency (100ms) to restart, send turn off

e Many routers will not allow indefinite sleep

e Best for sending data more often than every minute

® Power

e Can achieve years of battery life for hourly
connection with dynamic IP

® RN Sleep: 4uA w/ RTC & Active Sensors
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Regional Training
Centers

e Hibernate use and limits

e Radio is turned off on-chip
e Need to reconnect when turned on
e Takes 1-10s to restart

e Power example

e Case: unit powers on hourly for 500B transfer,
static IP

* MRF24WBOM: Hibernate/sleep
—4 year dual AA battery life (just radio)

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 71



& |
MICROCHIP IEEE 802.11 Securlty
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Centers

e Wireless Security Setting on Access Point
e Two subsystems:

- A data encapsulation technique called WEP
(Wired Equivalent Privacy)

- An authentication algorithm called Shared Key
Authentication

e Severe security weakness in WEP.
e WPA(Wi-Fi Protected Access), WPA2
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- W iF€l@SS Security Setting

Centers

LiInNkKSsYS®

A Division of Cisco Systems, Inc. Firrmu

Firmwar

Wireless G Broadband Router

Wireless-G Broadband Router WRTS4G
Wireless Wireless Security . “:r'fezs ‘;pg;;“ﬁ;"s Administration "
oo Setu Wireless Security Access Applications 4 rinigtration
| Fiter | P Restrictions & Gaming
' -
ireless Security ——
Security Mode: WEP v m Disable, WPA.

Personal, WPA Enterprise,
Default Tranamit Key: @ 1 O 2 O3 O 4 'WPA2 Personal, WPA2
S

Security Mode: WRA Personal

WEP Encryption: Perzonal, WPA Enterprise,

Passphrase: 64 bits 10 hex ¢ WP, Algorithms: WPA2 Personal, WPA2
) 128 hits 26 hex d Enterprise, RADIUS, WEP.
Hey 1 WRA Shared Key,
Ko | ‘ Group ey Renewst
roup Key Renewal
Key 3 [ |
Key & [ |

Save Sefings Cancel Changes

Linksys®

A Division of Cisco Systems, Inc. Firmu

Wireless-G Broadband Router

Wireless ; Access Applications - inistration
Wireless Security Restrictions ni

Security Mode: i Disable, WPA
Personal WPA Enterprise,
WPA2 Personal WPA2
Enterprise, RADIUS, WEP

WP, Algorithms:
WYWRL Shared Key:

Group Key Renewal:

S _ Save Seftings I Concel Changes

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 73




e Open System Authentication

Regional Training
1. Authentication request

Centers
Illll.lll............... Send to Ap
EEn

llll........>

2. APa‘:t:\fr:t:clatlelslllllllllllll----------
4.-------

3. Cli
Illll.............. C'lentconnectstonetWOrk

llllllllllllllllllll>
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1. Authentication request

Illll................... SendtoAP
L ]

2.
4----

rypts challen
Sends it back to 2,3 text and

4. AP decrypts; and |f

u
Ilcgrlrgitf,lalllllIlllllllll

© 2010 Microchip Technology Incorporated. All Rights Reserved.

Illlllllll..>

AP sends challenge text L

lll....>

thentiicatescl'lent --llllllllll----

WEP Shared Key Authentication

| -
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%@P—Encryption/Decryptlon
[ hccess paint |
/ WEP ( 40 or 104 bit) \ / WEP ( 40 or 104 bit) \

» M v M
ey —— IV+WEP I—) IV + WEP(64 or 128 bit) ‘

lain Text

Ci?’lel\Text Plain Text
OR XOR BeRe + pay
e

RC4(Rivest Cipher), is the most widely-used software stream cipher .
IV: 24 bit initialization vector,2"24= 16777216
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../../../Documents and Settings/SChang/Desktop/ID.bmp
http://zh.wikipedia.org/w/index.php?title=Ronald_Rivest&action=edit&redlink=1

)
Mcrocie  \WWEP Weaknesses

C S

e The IV is too small and in cleartext.
e The IV is static (0> 16777216)

e The IV makes the key stream
vulnerable.

o 'l|<'he IV is a part of the RC4 encryption
ey

e WEP provides no cryptographic
iIntegrity protection
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e WEP VS WPA/WPA2

Centers

Key Size 40 bits 128 bits 128 bits
Key Life 24-bit IV 48-bit IV 48-bit IV
Data Integrity CRC-32 Michael CCM
Header Integrity None Michael CCM

WI-FI Alliance: http://www.wi-fi.org/knowledge center/webcast-wpa-061103/

AES(Advanced Encryption Standard) 3 5.b.b.p, Michael: Message Integrity Code(MIC)

E

CCM ( Counter-Mode/CBC-MAC)
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>,
Mm Electromagnetic Spectrum

Regional Training

Centers
Eurcpean
Union (Spain
and France
not inciluded)
Regulatory domains
d:r::in— c:::.::::_ domain=|domain= |domain= l:lomain:
CHNL 1D Freguency FCC IC ETSI Spain France [Japanfi'B
1 2412 MH= pd X i —_— — —
2 2417 MH= x X x —_— — —
3 2422 MH= x X x —_— — —
4 2427 MH= pd X i —_— — —
3 2432 MH= pd 3 pd —_— — —
JapanB=domain
(3 2437 MH= x X x —_— —_—
7 2442 MH= pd X i —_— —
2 2447 MH= pod 3 pd —_— —
o 2452 MH= x X x —_— —
10 2457 MH=z pd X i X pod
11 2462 MH= pd 3 pd 3 pod
12 2467 MHz= T T X _ X JapanfA=domain
13 2472 MH= — — o —_— X
14 2484 MH= — — — —_— —

79
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MICROCHIP

Regional Training Centers

6.Microchip TCP/IP Stack
(Software Architecture)



K Microchip’s

MICROCHIP

TCP/IP Protocol Stack

Component of the Microchip TCPIP Framework
FREE!! Royalty-free, no license fees

Latest version available for download at:
www.microchip.com/mla

Modular design
e Compile only what you need

No lower layer design required within the TCP/IP
protocol

Optimized for PIC18, PIC24, dsPIC® DSCs and PIC32
e |[ncludes BSD RTOS support via a wrapper

Source code provided
Support Documentation

. e istributed with 1 I
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meroce — Application Examples (Services)

Regional Training
Centers

[ HTTP ] Hyper-Text Transfer Protocol (Server)
Serves your web pages and processes web form input

[ SMTP ] Simple Mail Transfer Protocol (Client)
Sends e-mail messages

Telnet (Server)
[ Telnet ] Command-line interface

[ SNMP ] Simple Network Management Protocol (Server)
Enterprise monitoring and control (AN870)

[ SNTP ] Simple Network Time Protocol (Client)
Determines the absolute time

[ DHCP ] Dynamic Host Configuration Protocol (Both)
Automatic IP and network configuration

[ DNS ] Domain Name Service (Client)
Global host name resolution

| 1Pve | 1Pve
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Regional Training
Centers

r— r— r— — — — — — p—
o | Wa¥ Al | el oy | AN | paB

D) v al
Z Il = Oll = =1l - L
allzlI| Bl || = sl=l=ll Application
ZI| 9 Al n = | TN |
S G N A A A ———r ey et \—

1

H/

uop  |ficvwP ||  TCP | Transport

|
[ P [arP]  Addressing
[ Ethernet MAC/PHY (Silicon) ] Physical
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MICROCHIP

Regional Training

Centers

Application: supporting network
applications

e FTP, SMTP, HTTP, Custom
Transport: process-process data
transfer

e TCP, UDP

Network: routing of datagrams from
source to destination

e |P, routing protocols

Link: data transfer between

neighboring network elements
e PPP, Ethernet

Physical: bits “on the wire”

© 2010 Microchip Technology Incorporated. All Rights Reserved.

Internet (TCP/IP) Protocol Stack

application

Transport

network

link

physical
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message M appligation
segment [H.] M trangport
datagram[H,] H,| M netyork
frame |H||H, H; M ik
physical
link
physical - ‘
===
switch
destination HJlHs M ||[metwork
M pplication Hy|Hp Hy] M h“”k I Ho Hi| M
Hi M | [frransport physica S
HlH M network N—
HTA A M link router
physical
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® Telephone System:

e Must supply a number to the system before
you can talk to someone

® Internet:

e End-end communication requires
* MAC Address
* IP Address
* Port Number

© 2010 Microchip Technology Incorporated. All Rights Reserved.



>,
M‘:”‘é\c MAC Addresses

Regional Training
Centers

e MAC Addresses

e Associated with hardware on the local network
+ Only usable within the local network
* Not globally routable

e Specific to IEEE 802.x networks
+ Ethernet, ZigBee®, Wi-Fi®, etc.

e Six/Eight bytes: e.g. 00:04:A3:00:12:34
+ IEEE “EUI-48/64” format

+ First 3 bytes are Vendor OUI code
+ Last 3/5 bytes are serialized in production

e Sold in blocks by the IEEE
+ Globally unique
+ US$550 /4096 pcs or US$1650/ 16M pcs

e Preprogrammed into MRF24WBOMA

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Regional Training
Centers

e Internet Protocol (IP) Addresses
e Network Address: Globally Routable

e Tied to the part of the network that the host is
connected to

e Assigned by software (DHCP or manual)
+ Initial/Static address can be defined in TCPConfig.h

e Four bytes as dotted-quad: 192.168.1.100
* New version (IPv6) will have 128 bits

e Administered by regional authorities
+ Typically leased by your ISP

e Some allocated for private networks
+ 192.168.*, 10.*, 169.254.*, and 172.16.*
+ Behind firewall and/or router - Not globally routable

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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e |[dentifier of the target host application
e 16-bit unsigned integer (1 to 65535, 0 is reserved)

e Some applications have standardized port #s
e HTTP: 80

e Interpreted relative to an IP address

e E.g. Tosend HTTP message to gaia.cs.umass.edu

web server:
+ |P address: 128.119.245.12
+ Port number: 80

e Mail Analogy:
e |P Address is the street address of the building
e Port number is the room

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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meracwe — Private Network IP Addressing

Regional Training
Centers

e 32-bit public address space insufficient

e NAT (Network Address Translation) provides
one-to-many routing
e Share one global IP among many machines
e Router/gateway makes all outgoing connections
e Can port-forward incoming connections
e Also provides security

]
Public IP Address { Private Local Subnet

64.34.168.2304192.168.1.1
U
< ﬁ @ 192.168.1.101
®
internet oo A <S
: /
]
]
]
]

192.168.1.100
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Name Resolution

Bob wants to send a Packet to Ed

bob.foo.com

IP Address:
192.168.1.10: XxXX

MAC Address:
AA:BB:CC:DD:EE:FF

DNS/NBNS/Bonjour
Server/Service
Ed.bar ca- \ ed.bar.com
192,
IP Address:

192.168.1.220: 80

MAC Address:
11:22:33:44:55:66

N btk Boh Sa e

' mm&%%gi@?g%rsa ic,)S

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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e Microchip 802.11 Solution

Regional Training

Centers System & Software Architecture
Application PIC \
System Services APPLICATION
Stack Services Configuration |
Driver GUI
Host Interface API Input | Qutput
Processing
STACK SERVICES APPLICATION LAYER
DHCP
HTTP
FTP TELHET
Wi-Fi Module POP | BGP
Host Interface API E SMTP | IRC
| | | || | % | ___UPAPH ]
| | | | | E IP STACK TRANSPORT LAYER
Hardware Registers ; INTERNET LAYER
(I1]
i s I s J s s — =~ CHIP DRIVER LINK LAYER
[ ] [ ] [ ] [ ] [ ][ ] [ | ] E
1 s I s s s s Y s ) v MAC API
[ ] [ ] [ ] [ ] [ ] 1 ] [ | | ]
[ ] [ ] [ ] [ ] [ ][ ][ | ] C'DITIITIS Mﬂnﬂger
[ I ] | ] 1 ]| | ]| | J
I INT | SPI
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Merocwe  System Block Diagram

Centers

Microchip Link Manager Apps
Management Configuration
API API
< Y 8 TCP/IP
Microchip Library Layer Stack

- - .‘\\_,

Host Device Driver

SPI

MRFXXX Firmware

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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&\ FSM(Finite-state machine)

MICROCHIP

State Machine Basics

e Definition:
e A model of a system consisting of
+ States

* Transitions between states
+ Actions
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Regional Training
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O
o
3
Command: g
>
Button Press i
=
U) ~—+
@ S
o 9
5
5
Model of a push button flashlight @
e
State _ g
Light Off | Light On £
Input 8
Button
Press Light On Light Off

Transition Table

State Machine
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!

(Light Off \

onEntry/ &
TurnLightOff S
RY
M
()]
w
(%)
(%)
Q
x
c
o
= Light On
0
onEntry/

TurnLightOn

Moore State Machine

© 2010 Microchip Technology Incorporated. All Rights Reserved.

hw _init();

state=LightOff Entry;

Write the Code : Moore

while (1) // Run the state machine forever

{
switch (state)

{

case LightOff Entry:
TurnLightOff () ;
state=LightOff;

case LightOff:
if (ButtonPress()) state

break;

case LightOn_Entry:
TurnLightOn() ;
state=LightOn;
case LightOn:
if (ButtonPress()) state

break;

= LightOn_ Entry;

= LightOff Entry;
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il TCP Client-Server

Server initialize

Centers
_ TCP Server
TCP Cllent Socket()
socket() bind()
\
\ listen()
connect()
onnection request \
\ (e accept()
—> write()
Send Data

read()

Reply Data

write()
— read()

Connect ion close

close()

close()

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Regional Training
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int main(int argc,char **argv)
{
struct sockaddr_in addr_svr;
int sockfd;
char buffer[1024];
// create server address
memset(&addr_svr, 0, sizeof(addr_svr));
addr_svr.sin_family= AF_INET;
addr_svr.sin_port= htons(1234);
addr_svr.sin_addr.s_addr = inet_addr("xxx.xxx.xxx.1");
// create client socket
sockfd = socket(AF_INET, SOCK_STREAM, 0);
// connect
connect(sockfd, (struct sockaddr *)&addr_svr, sizeof(addr_svr));
// write to and read from server
write(sockfd, buffer, strlen(buffer)+1);
for(int len=0; ; ){
len +=read(sockfd, buffer+len, 1024);
if (len == 0) break;

}

close(sockfd);

return 0;

© 2010 Microchip Technology Incorporated. All Rights Reserved.

Linux Client Source Code

TCP Client

\ socket()

connect()

—> write()

— read()

_close()
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Linux kernel S > Process
client
request

ANVANVAN

6| |7| |8 4

3 S
2 >| Accept() | 1
Listen()
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Centers

int main(void)

{

// Initialize application specific hardware

InitializeBoard();

// Initialize Stack and application related NV variables into AppConfig.

InitAppConfig(Q);

StackInit(Q;

ZGConsoleInit( p_cmdStringPtrList, kZGNumCmdsInList);

while(1)

{

A // This task performs normal stack task including checking
// for incoming packet, type of packet and calling
// appropriate stack entity to process it.
StackTask(Q);

LOOP

// This tasks invokes each of the core stack application tasks
StackApplications();
ZGConsoleProcess();
BarcodeReaderbemo() ;

X ProcessIO();

}
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Centers

#define BARCodePORTNUM 1234
BYTE sendBarcCodeRequest[20] = "\0";
void BarcCodeReaderbDemo(void)
{
#if defined(STACK_USE_DNS)
static SOCKET bsdClientSocket = INVALID_SOCKET;
static struct sockaddr_in addr;
char recvBuffer[9];
int 1;
int addrlen;
IP_ADDR RemoteIP;
static enum _BARCodeServerState
{
BARDCode_START,
BARDCode_CONNECT,
BARDCode_SEND,
BARDCode_OPERATION,
BARDCode_CLOSE,
BARDCode_DONE,
} BARCodeClientState = BARDCode_DONE;

switch(BARCodeClientState)
{

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 102



R o
merecMicrochip—Client Source Code(2)
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case BARDCode_START:

if (zGConsoleIsConsoleMsgReceived() == kzGBoolTrue)
{
if (isIPAddress(argv[1l], address))
{
RemoteIP.v[0] = address[0]; RemoteIP.v[1l] = address[1];
RemoteIP.v[2] = address[2]; RemoteIP.v[3] = address[3];

addr.sin_addr.S_un.S_addr=RemoteIP.Val;
// Create a socket for this client to connect with
if((bsdClientSocket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP))

== INVALID_SOCKET )
r‘etur'n;

memset (sendBarCodeRequest,0,strlen((char*) sendBarCodeRequest));
strcpy((char*) sendBarCodeRequest, (char*) argv[2]);
BARCodeClientState = BARDCode_CONNECT;

}
else
{
ZG_PUTSUART( (char *) "Error sendbarcode command\n\r");
ZGConsoleReleaseConsoleMsg();
}
}
break;
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int main(void)

{

// Initialize application specific hardware

InitializeBoard();

// Initialize Stack and application related NV variables into AppConfig.

InitAppConfig(Q);

StackInit(Q;

ZGConsoleInit( p_cmdStringPtrList, kZGNumCmdsInList);

while(1)

{

A // This task performs normal stack task including checking
// for incoming packet, type of packet and calling
// appropriate stack entity to process it.
StackTask();

LOOP

// This tasks invokes each of the core stack application tasks
StackApplications();
ZGconsoleProcess();
BarcoderReaderbemo();

X ProcessIO();

}

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 104



K o
merocwMicrochip—Client Source Code(3)

Centers

case BARDCode_CONNECT:

// addr.sin_addr.S_un.S_addr destination IP address was set earlier in DNS step
addr.sin_port = BARCOdePORTNUM; //PORTNUM;

addrlen = sizeof(struct sockaddr);

if(connect( bsdClientSocket, (struct sockaddr*)&addr, addrlen) < 0)
return;

BARCodeClientState = BARDCode_SEND;
break;

case BARDCode_SEND:
//send TCP data
send(bsdClientSocket, (const char*)sendBarCodeRequest, strilen((char¥)

sendBarCodeRequest), 0);
BARCodeClientState = BARDCode_OPERATION;
break;
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int main(void)

{

// Initialize application specific hardware

InitializeBoard();

// Initialize Stack and application related NV variables into AppConfig.

InitAppConfig(Q);

StackInit(Q;

ZGConsoleInit( p_cmdStringPtrList, kZGNumCmdsInList);

while(1)

{

A // This task performs normal stack task including checking
// for incoming packet, type of packet and calling
// appropriate stack entity to process it.
StackTask();

LOOP

// This tasks invokes each of the core stack application tasks
StackApplications();
ZGconsoleProcess();
BarcoderReaderbemo();

X ProcessIO();

}
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case BARDCode_OPERATION:
if(recv(bsdClientSocket, recvBuffer, 0, 2) < 0) //get the connection status
BARCodeClientState = BARDCode_CLOSE;
while(1)
{
i = recv(bsdClientSocket, recvBuffer, sizeof(recvBuffer)-1, 0);
//get the data from the recv queue
if(i <= 0)
{
//putsUART((char*) "receive null data\r\n");
break;
}
putsUART ((char*) recvBuffer);
BARCodeClientState = BARDCode_CLOSE;
break;
case BARDCode_CLOSE:
closesocket(bsdClientSocket);
BARCodeClientState = BARDCode_DONE;
break;
case BARDCode_DONE:
ZGConsoleReleaseConsoleMsg();
BARCodeClientState = BARDCode_START;
break;
default:
return;
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MICROCHIP

el Tl TCPIP WiFi Console App

e | ab 1: Uart command-=> connect wifi

stepl: copy TCPIP Demo App=>
TCPIP Demo App_UartCommand

step2: add uart command
step3: disable auto connect wifi
step4:. add connect wifi command

e Lab 1: Ping command
step5: modify PingDemo.c

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 108



f{a\

MICROCHIP

Regional Training
Centers

Ca2012_04_26_CDFiles WiFIClass\icrochip Solutions v2012-04-03Board Support Pa;:kage[;] E]

- 44 * (INCLUDING NEGLIGENCE), EREACH OF WARPANTY, OF OTHERWISE

45

45

477 * bhuthor Date Comment

48 F e e A A AT AT A A T S R S R T A AT A e T

43 * E. Wood dFfZE08 Mowed from MainDes

5|:| e o o o o g o i e e e e e o i o o o o e i i e e e e e o o o o o o e o e i e e e e e o o o o o e o

£l #define _ PINGDEMO_C

Lz

E2  finclude "TCPIPConfig. k"

Ed

EE #if defined (ZTACE_USE_ICHP_CLIENT)

L&

EY  #include "TCPIP Bcack/sTCPIP.hL"

58 finclude "MainDemo._h"

59

&0 extern int isPING; bl

&l

62 fidefine HOST TO PING "19z _ 168.1_2" S Address that =1

&3

64 J,I'*tt*'k'k1.'1.'1.'1'1.'1.'*****ttttt1.'1'1.".!‘1.'1.'1.‘1.‘1.'1.'1.".!".!.'1.'1.‘tt**tt******ttt*****t

&5 Function:

=13 wolid PingDemo (woid)

a7

3= Suammary:

53 Demonstrates use of the ICMP (Ping) client.

70

71 Description:

e Thi= function implements a simple ICHMP client. The
o 73 periodically by the stack, and it checks if EBUTTOMO
- T4 If the button is pressed, the function sends an ICHM
[:j = to a Microchip web serwver. The round trip time is

<

b

1k

 I—

Modify PingDemo.c

CA2012_04_26_CDFiles WiFClas\Microchip Solutions v2012-04-03TCPIFDemo Lpphk

e

L Adoiaasaas T R WAL AL AL AL Ak A AR A dddd AtAAL e e d AR

44 * (INCLUDING NEGLIGENCE), EBREACH OF WARERANTY, OFR OTHEPR
45

E1

477 * huthor Date Commemnt

48 T AT AP A A A AT S AT U T S S S U 8 S
43 * E. Wood 42608 Mowved from Ma
_5|:| ke o o o o e e i e e e e o o o o i i o o e e e e e e e o o o o o o i i e i i e e e e e o o o o o o o
£l fdefine _ PINGDEMO_C

£z

E23  finclude "TCPIPConfig.h"

Ed

£E  #if defined (STACE USE_ICMP_ CLIENT!

E&

E7  #include "TCPIP Btcack/TCPIP._h"

58 finclude "MainDemo_ h"

=

&0

61 fdefine HOST_TO_PING "srl _mderochip . com" SAoAaddr
62 JS/fdefine HOST TO PING "192_ 1&8.1.:%" ff Address that
53

64 .I,I".l."k****tt*tt**ttt**1.'t**ttt**1.'1.'1.".!.'1.'1.'1.‘****tt*tt***tt**tt**
E5 Function:

=11 wold PingDemo (woid)

&7

[-3=] Summaryy:

|35 Demonstrates use of the ICMP (Ping) client.

70

71 Lescription:

T This function implements a simple ICMP client.
] periodically by the stack, and it checks if EUT
74 If the button is pressed, the function sends an
75

to a Microchip webh serwer. The round trip time

© 2010 Microchip Technology Incorporated. All Rights Reserved.

Slide 109



f/
Mlcég:mp

Regional Training
Centers

3z
a3
24
25
95
a7
k]

static ernam
{

M HOME = 0,

SH GET_ICHP_ RESPONZE
} PingZtate = SM HOME;
static DWORD Timer:
LOMNG ret;

99

BYTE tmpoutput [EO]; M

100
101
10z
103

switch (PingState)
{
case 3M HOME:
A4 Bend a ping reguaest out if the n

104

if(isPING) [

10&
10&
107
102

{
F4 Don't ping flood: wait a

if(TickGet () - Timer = lul*
{

102

H

110
111
11&

F4 Obtain ownership
if (! ICHPEeyinUsage |

113
114
11&
11e

bhreak; -
FF Update anti-parg
Timer = TicklGet ()

F4 Bend ICHMP echo r

117

£ #if defined (3TACEwT

113

ICHPE3endPin

112
120
121

L fialze T8
£ ICHMPSendPin
i fendif

1EE
123

PingState = 3M GET_

|

|

|

9z
23
24
25
=1
a7
o8

Modify PingDemo.c

static enum
{

SM_HOME = 0O,

M _GET_ICHP_ RESPONZE
} PingState = 3M HOME;
static DWORD Timer:
LONG ret;

a0

100
101
10E
103

switch(Pingstate)
{
case SM HOHME:
SF Bend a ping regquest out if the

104

1if (BUTTOMO IO == 0w} 4

10E&
10&
107
l0s

{
S Don't ping flood: wait
if({TickGet () - Timer > lu

i

103
110
111

L

S Obtain owmershe

if (' ICMPEeginU=adq:
break;

11=

A

11z
114
11%
11&

S Update anti-pi:r
Timer = TickGet ()],

FF Bend ICHP echo

117

fif defined(3TAC]A

113

ICMFPEendP:

119
120
121

fielse 4
ICHPSendP
fendi f

1zE
123

PingState = SM GE
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Modify Pin

gDemo.c

151 i 134 }
132 fF Do nothing: still waitin 135 else ifilret == -1}
133 break: 125 i
134 t ) 137 #4 Bequest timed out
138 else ifiret == -1} 138 $if defined(USE_LCD) “
136 { 139 nmemcpypomfran (woid*) sLODT
127 f# Bequest timed out 140 LCDUpdatei) ;
138 putrsUART ("“rin Ping Timed outhr'w ¥ 141 Hendi £
133 142 PingState = SM_HOME;
141 PingZtate = SM HOME; 144 else ifiret == -3}
14z } 145 q
143 else ifiret == -3} ldg S DNE address not resolwa
1ad { 147 $if defined(USE_LCD) P
145 f# DNE address not resalwvab 148 memCpYp gmE ran | (woid* ) LCDT
116 PUtrsUART ("yrin Can't resolwe IP'wlE | — 149 LCDUpdate () ;
147 isPING=0; o Hendi £
143 PlngSt.at.e = SH_HDHE.; 151 PlngState = M HOME;
142 } 1Lz } -
1E0 el=se 153 elsa
151 { 154 q
1EZ S Echo receiwed. Time elag 155 /f Echo receiwved. Time =1
153 memset (tmpoutput 0, =sizeof (Ctnpoutput) ) ; L 156 $if defined(USE LGDD H
154 S nEC skt Tl 157 memcpypomEran i (void*) sLODT
155 ArinReply:®dms\rAn®, (WORDITickCde - || 454 witoad (WORD) TickConwertTol
156 ; putsUART (tmpoutput) ; 159 stroatpomfran( {char*) sLCDT
157 1sPING=0; 160 LCDUpdate () ;
1lEt& PingZtate = SM HOME; 161 Hendi £
153 4 167 FingState = SM_HOME;
&0 le3 }
1l f# Finished with the ICMP module, r 164
L&z ICHPEndUsage () ; 165 /# Finished with the ICHP module,
163 break; 166 ICMPEndUsace () ;

£ > £
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3 T Author Late Lommert
458 e e A AT e A AT U A T S S T R T S U R T T U e AT
49 * Aszseem Swalah 41708 Original
5|:| e o o o o o o e i e e e e e e o g i o o o o i e e e e e e o o o o o e o i e i e e e e o o o o o o
£l
£z finclude "TCPIPConfig. k"
3]
£d4  fif defined(STACE USE EEREELEY ATI)
55
56 finclude "TCPIP Stack/sTCPIP._L"
57
58 |~ "
£9  fdefine PORTHUM 20
&0 static BOM BYTE ServerMName[] = "www.google.com";
51 Ff This is specific to this HTTP Client example
& static EYTE sendRecuest[] = "GET fsearchtas g=Microchipias_
&3 */ ]
&4 IP_ ADDE RemoteIP;
&5 fdefine PORTNUM 443
55 FF This i=s specific to this HTTP Client example
&7 static BEYTE sendPecuaest[] = "471008000&5145" 2
58 extern int isGlobalfend;
53
7o
'?l J,I'**********************************************************
TE * Function: wold BerkeleyTCPClientDemo (void)
73 *
Td * PreCondition: Stack iz initialized()
75 *
- * TInput: None
X *
e * Output: None
79 *

© 2010 Microchip Technology Incorporated. All Rights Reserved.

47 * Author Date Comment

48 K AT A AR A AT R AR AT RS R S S DS R S AT S A S P S S S AR S S P
49 * hAseem Swalah 417508 Original

5|:| oo o o o o e e e e e e e o o S ah o o o o e e e o o o o o o e i i e e e e e o o o i
£l

£z  finclude "TCPIPConfig. k"

E3

54 Hif defined (3TACK UZE BEREELEY APT)

EE

E&  #include "TCPIP Stack/TCPIP.hL"

57

58 H
52 gdefine PORTHUM 20

&0 static BOM BYTE ServerMNams=[] = "sr . google. com" -

&l fF This is specific to this HTTP Client example

52 static BYTE sendPedquest[] = "GET fsearch?as_q=Hicrnchip£9:
&3

64 }ft*******t******t********t*******t*******t*******t*******t'
&5 * Function: vwolid BerkeleyTCPClientDeno (void)

=13 *

&7 * PreCondition: Stack is initialized()

=EE] *

&3 * Input: Hone

70 *

71 * Output: None

Tz *

73 * 8ide Effects: None

74 *

75 * Owerview: None

TE *

7 * MNote: None

'?8 E b b o R o R R o R
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104 FESLCTientitate = HEL TONES
105
108 ifiisGlobalfend == 1) *
107 {
108 BEDClientState = DNE STALRT RESOLUTION:
1409 isGlobalSend=0;
110 1
111
112
113 switch (BSDClientitate)
114 {
115 case DNZ START RESOLUTION:
115 2
117 2
118 PemcoteIP_ w[0O] = 192; »
119 BemoteIP.w[l] = 1l&8;
120 BemoteIP.w[Z] = 1:
121 BemoteIP vw[3] = 2;
122 addr.sin addr.2 un.® addr=FemoteIl
123 E3DClient3tate = ESD STRART;
124 hreak;
125 2
126 2
127 case BED_START:
128 F#f Create a socket for this client to connect w
129 if{({bsdClient8ocket = socket (AF INET, SO0CE_STRE.
120 return;
131
132 BEDClientState = BED CONMNECT: iy
133 brealk;
134
1zE case EBED_CONMNECT:
138 ff addr.sin addr.S_un. S _addr destination IP add

b

Modify
BerkerlyTCPClientDemo.c

a0 switch (BEDClientState)

101 {

10E case DNS_START RESOLUTION:

103 if (DM3BeginUsage ()] s
1lo04 {

10k DHEResolwveROM (ServerNane, DNE TYDE
10& ESDClientState = DNS GET RESULT;
1a7 I3

103 break;

103

110 case DNS GET_RESULT: =
111 ifi!DHETI=Resolved| (IP ADDR*)&addr.sin addr
11Z break;

113

114 if (1DHEREndU=sage ()] =
115 i

116 $if defined(STACE TUSE TTART
117 putrsTART { (BOM char®)"Conl
118 fendif

119 BEDClientState = BSD DONE ;

120 break;

121 T =
122

123 EEDClient®tate = E3D START; =
1z4 F4 No break; here.

125

lig case BED START:

127 F4# Create a socket for this client to connect
128 if{ibsdClientSocket = socket (AF INET, 20CE STF
129 return;

130

131 #if defined(ETALCE TUZE_ TUART) »
13E putrsTART { (BOM char®) "%rin' rhnlon
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104 FESLCTientitate = HEL TONES
105
108 ifiisGlobalfend == 1) *
107 {
108 BEDClientState = DNE STALRT RESOLUTION:
1409 isGlobalSend=0;
110 1
111
112
113 switch (BSDClientitate)
114 {
115 case DNZ START RESOLUTION:
115 2
117 2
118 PemcoteIP_ w[0O] = 192; »
119 BemoteIP.w[l] = 1l&8;
120 BemoteIP.w[Z] = 1:
121 BemoteIP vw[3] = 2;
122 addr.sin addr.2 un.® addr=FemoteIl
123 E3DClient3tate = ESD STRART;
124 hreak;
125 2
126 2
127 case BED_START:
128 F#f Create a socket for this client to connect w
129 if{({bsdClient8ocket = socket (AF INET, SO0CE_STRE.
120 return;
131
132 BEDClientState = BED CONMNECT: iy
133 brealk;
134
1zE case EBED_CONMNECT:
138 ff addr.sin addr.S_un. S _addr destination IP add

b

Modify
BerkerlyTCPClientDemo.c

a0 switch (BEDClientState)

101 {

10E case DNS_START RESOLUTION:

103 if (DM3BeginUsage ()] s
1lo04 {

10k DHEResolwveROM (ServerNane, DNE TYDE
10& ESDClientState = DNS GET RESULT;
1a7 I3

103 break;

103

110 case DNS GET_RESULT: =
111 ifi!DHETI=Resolved| (IP ADDR*)&addr.sin addr
11Z break;

113

114 if (1DHEREndU=sage ()] =
115 i

116 $if defined(STACE TUSE TTART
117 putrsTART { (BOM char®)"Conl
118 fendif

119 BEDClientState = BSD DONE ;

120 break;

121 T =
122

123 EEDClient®tate = E3D START; =
1z4 F4 No break; here.

125

lig case BED START:

127 F4# Create a socket for this client to connect
128 if{ibsdClientSocket = socket (AF INET, 20CE STF
129 return;

130

131 #if defined(ETALCE TUZE_ TUART) »
13E putrsTART { (BOM char®) "%rin' rhnlon
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) 1 = recw\bhsSdLl1EeNToHO0CHET, FeCoVEWULILE
158
157 ifi{i == 0}
1E3 break;
1E59
1&0 if(i< 0y fferror condition
151 {
16%2 BE3DClientS3tate = B2D CLO3ZE:
le3 put sTART ([§=dT-bay] Junnectn’:
led break;
1685 }
166
157 #if defined (3TACK USE TART)
le3 recvBuffer[i] = 'y0O'; F# Null terminate data
1&e3 k. sUART { {char*)recvBuffer) ;
170 ESDClientS3tate = BED CLOSE;
171 fendif
17z
173 if{BSDClientState == BESD OPERATION)
174 break;
175 }
176 brealk;
177
178 case B3D_CLOSE:
173 closesocket (bsdClientBocket) ;
1l&0 EBiDClientState = BED DONE;
121 F4 Mo break needed
182 brealk; L
183 case BSD_DONE:
184 f#& i=sGlobalfend=0;
185 put sUART ( (char*) "wn");
186 break;
1&7

BerkerlyTCPClientDemo.c

] WHRLle Ll
1e0 {

151 i = recvibsdClientSocket, recwBuff
1&6Z

163 ifii == 0}

le4 hrealk;

1k

le& ifii= 0) Srferror condition

17 {

le3 EZDClientState = EZD_CLOZE;

153 break; b
170 1

171

17E $if defined (STALCE UZE_UART)

173 recyBuffer[i] = 'y0O'; FSF Null terminate data
174 put sUART { (char*)recvBuffer) ; “
175 fendif

17&

177 if(BEDClientState == BSD OPERATION)

17a break;

173 ¥

180 brealk;

181

182 case BED_CLOSE:

183 closesocket (bsdClientSocket)

1a4 EZDClientState = ESD_DONE;

1l8& FS¥ No break needed

186 H
187 case BSD_DONE:

188 if (BUTTONZ I0 == 0Ou) H
189 ESDClientState = DNS BTART RESOLUTION:

130 break;

121

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Mfﬁ\ WiFi Remote Controller
(SoftAP mode)
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MiCROCHIP References
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Computer Networking

A Top-Down Approach, 5™ Edition

by James Kurose and Keith Ross

ISBN-10: 0136079679
ISBN-13: 978-0136079675

COMPUTER oo i
NETWORKING

@« 802.11 Wireless Networks
o a“ﬁ ; . .. R nd —
302 11 e The Definitive Guide, 2"° Edition
Wireless by Matthew Gast

pNEAIOVEE  |SBN-10: 0596100523

ISBN-13: 978-0596100520

O'REILLY"
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Wireshark Network Analysis

The Official Wireshark Certified Network Analyst Guide

by Laura Chappell
ISBN-10: 1-893939-99-5

ISBN-13: 978-1-893939-8
www.wiresharkbook.com
www.wireshark.org

Wireshark”" wework anlysis

TCP/IP Sockets in Java

Practical Guide for Programmers

by Kenneth Calvert and Michael Donahoo

- ISBN-10: 0123742552
ISBN-13: 978-0123742551
www.amazon.com

L
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7 .
Mucé?mp Additional Resources

Regional Training
Centers

e \Weblinks

o www.microchip.com/wifi
e Wwww.microchip.com/tcpip

e Forums

e forum.microchip.com
e Training (HTTP, etc)

e Microchip RTC courses
e App Notes

e AN833 Original Microchip TCP/IP Stack
e AN1120 Ethernet Theory of Operation
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