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Designing a WiFi -Based Monitor
and Control Device

COM-WiFi



M::]’n{g:mp Agenda

Regional Training
Centers

1. Embedded Wi-Fi®

e What's that?
e Microchip 802.11 Solution

2.0verview of 802.11 Networks

e TEEE 802.11 Protocol
e 802.11 Media Access and Frame Control
e 802.11 Security

3. Wireless Network Deployment &
Wireless AP Feature

4. Creating Wi-Fi Enabled Applications
e TCPIP WiFi Demo App

5. Software Architecture
6. WiFi Programming

© 2010 Microchip Technology Incorporated. All Rights Reserved.

Slide 2



m

MICROCHIP

Embedded WiFi



- 4
oS What is Wi-Fi®?

Regional Training
\ (

Centers
PC ; = \

10/100/1000Mbps g o ™| ADSL Router

J 101100Mbps

MNetwaork
Switch
101001 000Mbps
|£ 100Mbps
i
1000Mbps _ DSL or Cable modem
Switch
101 00Mbps
0 [Pl . E
100Mbps PC
10/100Mbps
ENC28.JED
10Mbps 100Mbps
10Mbps
What Spesd? ]
10MbEs
100MBES
1000KDpS
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Mé?cmp What is Wi-Fi®?

Regional Training
Centers

e Ethernet is the most widely deployed
datacom network in the world

e Wi-Fi is wireless Ethernet

e Adds mobile internet connectivity

e Removes the wire, but retains the LAN, WAN,
WWW connection
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M(Z\E\mp Embedded Wi-Fi®

Regional Training
Centers

e Embedded products require
¢ 8, 16-bit processor support

e Small memory footprints
* Run from on-chip memory

e Low power
- Battery operation

e Fast time to market

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 6
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MicRocHP Development Desirables

Regional Training
Centers

e Seamless support of standards

e Don’t require networking expertise
e Usable examples to start

e Higher level application modules
e Small investment to investigate

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 7
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M(Z‘E‘\mp Microchip 802.11 Solution

Regional Training

¢ Infrastructure (BSS)

Centers
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an‘?cmp Microchip 802.11 Solution

Regional Training
Centers

e Wi-Fi® for low resource embedded applications

e Highly integrated, certified module solution
e |Includes MAC, baseband, RF and PA
e Easy integration into 8/16/32-bit systems
e Standards-based, 1 & 2Mb/s, 802.11b
e Full support of ad-hoc and AP modes
e FCC, IC certified and ETSI tested
e Built-in antenna (A version) MICROCHIP |
e Supports external antennas (B version) MRF24WBOMA
e Built-in secure WEP, WPA-PSK, WPA2-PSK
e Support built-in on Microchip TCPIP Stack

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 9
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MQHP Understanding Power Modes

Regional Training
Centers

® Several power modes for low-power
operation

e Off: 0.1uA (including SPI flash on module)
e Power Save: 250uA (Stand-by & between

packets)
e On: Active Rx 85SmA .
X on
¢ On: Active 154mA (10dBm) ~115/154mA
Note: Times are for module Rx on
and do not include host ~85mA
processing.
Standby
(transitory)
(hibernate) (sleep)
~0.1uA ~250uA

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 10
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M.C‘?cmp Product Fit

Regional Training
Centers

e Types of products that are ideal
+ Small data quantity to transfer
* Non-continuous transfer
+ Data is not high bandwidth streaming

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 11



%
M(C,‘?c“.p Microchip Wi-Fi® Modules

Regional Training
Centers

MRF2Z4WBOMA 2.4 GHz |EEE Std. 802.11b RF Transceiver Module

. |
IEEE 80211 Embedded Wi-Fi® Module " MRF24WBD
with External Antenna Connector o
ehinbighs @ =3 AES, TKIP Digital
‘ FLASH  |— Encryption Interface 5P IIC?
MICROCHIP Acceleralor
b MRF24WBOMB : - |I'I[EI‘I'U[JT
b 1P | 2.4 GHz RAM
! 4 Transceiver - Power
| y
Arﬁgr?na || Matching | | - » JTAG
(MA) Circuitry Fower ROM
Amplifier - » Debug

PICtail™ for development
» PICtail connector
 PICtail Plus connector

(Pari i Aclabiigd) i

AC164136-4

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 12
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M.C‘E,‘\CH.F, Microchip Wi-Fi® Modules

Regional Training
Centers

Connection to PIC® MCU

MRF24WBOMA 2.4 GHz IEEE Std. 802.11b RF Transceiver Module
MRF24WBO
AES, TKIP I\
FLASH Encryption Interface SPI
Accelerator l/
INT* N
. 2.4 GI-1I2 RAM . Reset*
W
ranseelver ) HIBERNATE PIC18/24/32
PCB .
Matching
Antenna o
Circuitry Power _ JTAG
(MRF24J40MA) Amplifier ROM - Debug NC
-« NC

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 13
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MICROCHIP Product Versions

Regional Training
Centers

Module MRF24\WBOMA/MB
Roadmap Supports new Parts
Stack V5.25 onwards

EZConfig Built-in application (stack)
ZeroConfig Built-in application (stack)

Connection Manager

Scanning
Stack customization

Built-in (module)
Saves 500B RAM

Anytime
APl interface

Configuration TCPIPConfig.h & WF_Config.h
PICtail™ AC164136-4
Documentation Stack Help Files

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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M.@cmp Stack Performance

Regional Training

Centers
Internet Transmit Throughput at
LAN Transmit Throughput 100ms ping
(Khytes/sac) (estimated Khytes/sec)!"
TCP with| TCP with | TCP with TCP with| TCP with | TCP with
Network 200 byte | 2000 byte| 8000 byte| UDP | 200 byte {2000 byte 8000 byte| UDP
Microcontroller  |MIPS|  Controller Interface TXFIFO | TXFIFO | TXFIFO TXFIFO | TXFIFO | TXFIFO Compiler | Optimization
PIC18F97J60 104 [Internal 10BaseT |- 33 72 AL 114 2 20 NAL 114]C18 Debug
PIC18Fa722 10 |ENCZ28JR0 SPI 10 MHz 20 44 N/A G4 2 20 N/A G4|C18 Debug
PICZ4FJ126GA010 16 |ENC28J60 3Pl 6 MHz 49 119 N/A 195 2 20 N/A 195|C30 5 (min size)
dsPIC33FJ256GPT10'® |40 |ENC28JR0 SPI. 8 MHz 68 176 NAL 249 2 20 NAAL 249|C30 5 [min size)
PIC32MX360F512L 80  |ENC28J60 SPI, 20 MHz 109 267 NAL 428 2 20 NAl 428|C32 5 [min size)
PIC32MX795F512L 80  |ENC28J60 SPI, 20 MHz 120 300 NAL 435 2 20 NAAl 435|C32 5 {min size)
PIC16F8722 10 |ENCA24J600%"  |SPI 10 MHz 28 75 B0 115 2 20 80|  115/C18 Debug
PIC24F128GA010 16 |ENCE24J600°  |SPI & MHz 56 161 176 368 2 20 80|  36B|C30 5 {min size)
dsPIC33FJ256GPT10® |40 |ENCE24J600°  |SPL 8 MHz 91 276 0] 559 Z 20 80|  559/C30 5 {min size)
PIC32MX360F512L 80 |ENCE24J600° SPI, 13.33 MHz 138 356 412 b7 2 20 all GE7|C32 s {min size)
PIC32MX795F512L B0 |ENC624J600%"  |SPI 1333 MHz 152 396 457)  B01 2 20 80|  801|C32 5 {min size)
PIC24FJ128GA010 16 |ENCB24J600%! PSP Made 5, PMP 101 300 339 1043 2 20 a0l  1043|C30 5 {min size)
dsPIC33FJ256GPT10'2 40 |ENCE24J600" PSP Made 5, Bithang 196 659 813 2063 2 20 a0l 2063|C30 5 (min size)
PIC32MX360F512L 80  |ENCA24J600%  |PSP Mode &, PMP 203 786 996 2115 2 20 80|  2115/C32 5 {min size)
PICI2MX795F512L" 80 |nternal 100BaseTX |- 434 1555 2562 8723 Z 20 80| 8723/C32 5 {min size)
PIC18F97J60 104 [MRF24VWBOM SPI 104 MHz 5 24 30 45 2 20 30 45/C18 Dehug
PIC24FJ128GA10 16 [MRF24\WBOM SPI. 8 MHz § 45 67 45 2 20 67 45/C30 5 {min size)
dsPIC3IFJ256GPT10Y |40 |MRF24WBOM SPI, 8 MHz g 66 g7 45 2 20 80 45/C30 5 [min size)
PIC32Mx360F5121 a0 |MREF24WB0M SPI 20 MHz g 66 100 47 2 20 al 47|03z 5 (min size)
PIC32MXT95F512L 80  |MRF24WBOM SPI, 20 MHz E 67 102 48 2 20 80 48|C32 5 {min size)
© 2010 Microchip Technology Incorporated. All Rights Reserved. 1 CP/IP: Designing a Monitor and Control Device Slide 15



m

MICROCHIP

Overview of 802.11 Networks



Mf{‘\ Overview of 802.11 Network

Regional Training
Centers

Ad-Hoc Mode(Independent Basic Service Set-IBSS)

EE— Infrastructure mode
(Basic Service Set-BSS)

802.11 \ |
CSMA/CA {\ &K I * }ZL.
3 |

Access Point
) SSID j,?/li Ocvg
‘ e

- g T
®

3> _ o~ _ briiband .

INTERNET
- =L &

CSMA/C'E " LVINGROOM

Personal media
player

N

STUDY

Extended Service
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ﬁ{&\ 802.11 Media Access and Frame

MICROCHIP

Regional Training C O n t rO I

Centers

e Challenges for the MAC

e Frame Transmission & Association States
e Frame types of 802.11 protocol
¢ 802.11 Frame Format in Detail



ﬂ{?

MICROCHIP Challenges for the MAC

Regional Training
Centers

e Positive acknowledament of data

transmissior Af 1Y
fime )

atomic operation N l

Frame

ACK

Figure- Positive acknowledgment of data transmissions

e The Hidden Node Problem

Area reachable Area reachable

by node 1 bynode 3 ' j?__:,ng, y T
| | o Nﬂ:me L3
B S
‘l 2 3 (2) €75
o
Figure- Nodes 1 and 3 are "hidden" Figure- RTS/CTS clearing

© 2010 Microchip Technology Incorporated. All Rights Reserved.

ACK is required
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A  Frame Transmission & Association
i States

Centers

e Station connect to AP(Access Point)

State1:
Unauthenticated,
Unassociated

Successful DeAuthentication
Authentication Notification

State2:
Authenticated,
Unassociated

DeAuthentication
Notification

Successful Disassociation
Authentication or Notification
Reassociation

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 20



A\ Frame Transmission & Association
T States

Centers

e State 1( Unauthenticated, Unassociated)

Beacon

Station A

Station B

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 21
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Mere*Beacon-Management Frame

Regional Training

Centers
MAC header
bﬁes| 2 2 & 6 & 2 | Variable 4
Frame |Duration (11} Fame -
Control Bady
1 s I e - | —
8 __ —1—1 Variable i Fi 8 4 Variable
bﬂﬁ B R e T 1 ; o T L 1 T T, [ L I | .
Timestamp Beacon [Capability 5500 & FH s (F 55 TiM
Intereal  Info t ParameterSet 'P'“';’['"“ Parametor Sot  |Parametor Set
1 1 1 1 1 (] [ (] ' :l 1 | | 1 1 [ [ 1 1 1 P i 1 1 [ ] [ 1
' Mandatory I Ogtional »
Variable 1 6 8 4 3 Variahie Variahfe
T 1 T 1 1 T R, L T T 71 T
Loaniry ’ Plwer nanned DQuist T Extended Robust
Infa | Conbest Switch Repart Fabes Security network
| |
Figu?e-Beaccn frame Optional (continued)
bSO G2 3 4 5 6 1 8 9 10 M 12 13 M 15 capability Inf tion field
l Shoet omnet | Jsmon| : apability Information fie
G | G-po PRIC . sved D5SS-
\_ﬁs | IBSS | potlae | quest | PrMACY | gtamble g5y 1y | S0 R . e Rm'"ea 0FOM Hese:nred * ESS/IBSS:1/0 -> Infrasturce mode
by 0/1-> Ad-Hoc mode
‘ Elem;ntll] Lot | S ﬁ | Privacy=1, WEP required

Figure-Service Set Identity information element
*Most products require that the string be a garden variety, null-terminated ASCII string. The length of

S S T TN e S U = S B A ———

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 22



R Probe Request/Response

MICROCHIP
FesoatTaiing (Management Frame)

Centers
SSID: MicrochipAP

% =
Probe Request ﬁmT}

[1

llllllllllllllllllllll'lv,iclrcl)clhlipl‘All:l”llllll *
51

< IP‘l.olblelRlelseer:slellIlllllllllll
'R LA

A . u
-------......__"....".U.ﬂ:e.n.tl.cftlonRequest
.Illlllll>

Authentication Suc
<lllllllllllllll

-.--.....___"_.""". AssociationRequest

llllllllll.lllll>

i amm
Association Res sumumm

<lllllllll----

Back State?2 ""'ll--->

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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A& Frame Transmission & Association
s i States

Centers

e State 2( Authenticated, Unassociated)

Beacon
Beacon

Asgbctation response

BAINEE s your assiciation ID.)

1.Association request

5 &

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 24



ADisassociation and de-authentication

MICROCHIP
Regi%naltTraining (Managel I lent Fral I le)
enters
MAC header
el 2 2 6 6 e o 2l2 4
Frame | Duration DA SA ESSID Seq- | Body F5
e | [ e e e "

Reason (ode

Figure-Disassociation and Deauthentication frames /

3 Prior authentication is no valid

4 Inactivity time expired and station
was disassociated

) Disassociated due to insufficient
resources at the access point

Back State3

—

© 2010 Microchip Technology Incorporated. All Rights Reserved. - ﬁdE5



A& Frame Transmission & Association
MiIcroCHIP

Regional Training S ta te S
e State 3(Authenticated/Associated)

j -

\ Beacon

Beacon

N

Station B
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A Power-Save Poll (PS-Poll)

MICROCHIP

Control Frame

% y

.....................P.S.-':EIL(.I‘.A,.“LS.'e.e.p)... ’
EEN

:  Keep data

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 27
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MICROCHIP IEEE 802.11 Securlty

Regional Training
Centers

e Wireless Security Setting on Access Point
e Two subsystems:

- A data encapsulation technique called WEP
(Wired Equivalent Privacy)

- An authentication algorithm called Shared Key
Authentication

e Severe security weakness in WEP.
e WPA(Wi-Fi Protected Access), WPA2

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 28
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Regional Training
Centers

LINKSYS'

A Division of Cisco Systems, Inc.

LinksyYs®

A Division of Cisco Systems, Inc. Firmi
Wireless-G Broadband Router

Applications
& Gaming

Access
Restrictions

Wireless i —— Administration

| it | WIrEIess Setup Wireless

Security Mode: Yo
mable, WPA
Personal, WPA Enterprise,
WPA2 Personal, WPA2

Security Mode:

®10203014

Default Transmit Key:

WEP Encryption: B4 bits 10 hex digits i Security Mode:

b 10 i " .
Passphrase: 2 Z Generate WPA Algorithims:

? 128 bits 26 hex digits o
Key 1: I | WWRA Shared Key:
Key 2 | ‘
Group Key Renewal

Key 3 | ‘
Key 4: | ‘

Access
Restrictions

Save Settings

Wireless Security Setting

Firmu

Wireless-G Broadband Router

Applications

& Gaming Administration

Fiter |

om
Personal, WPA Enterprise,
WPAZ Personal, WPA2
Enterprise, RADIUS, WEP.

Cancel Changes

LINKSYS'

A Division of Cisco Systems, Inc. Firmuwa
Wireless G Broadband Router

Applications
& Gaming

Access
Restrictions

erEIESS Setup Wireless Security Administration Status

Security Mode:

om Disable, WPA
Personal, WPA Enterprise,
WPA2? Personal, WPA2
Enterprise, RADIUS, WEP

Security Mode:

I|_WPA2 Personal '~

WPA Algorithms:

WRA Shared Key: |
| TEIP+AES

Group Key Renewal  [3600 lseconds

I _ Save Sefings I Concel Changes

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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aoocw - Open System Authentication

Regional Training

Centers
1. Authentication request
Illlllllllllllllllllllll SendtOAP
Emnm

lllllll.....>

2. AP authenticates

‘IIIIIIIIIIIIIIIII

b

3. Cli
---............... CllentcOnnectstonetwork

IIIIIIIIIIIIIIIIIIII>
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MICROCHIP

Regional Training
Centers

WEP Shared Key Authentication

% _

1. Authentication request

I----................... Send to Ap
Emn

3. Client enc
IYpts challenge
Sends it back to XP fext and

and ‘f

client
smmnn

4- AP decryptsa

ntiicates
a:l |t|h-el mmans

h coﬂ'eCtsa

5. Client Connects to network

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Regional Training
Centers

P-Encryption/Decryption

B

IV (Initial Vector)
(24 bit)

Payload

‘CC

|

— IV+ WEP

Plain Text

il

> OR

/ WEP ( 40 or 104 bit) \

IV

/ WEP ( 40 or 104 bit) \

> IV + WEP(64 or 128 bit)

Ci?hel\Text 5 Plain Text

i

o/
\ —

RC4(Rivest Cipher), is the most widely-used software stream cipher .

IV: 24 bit initialization vector,2"24= 16777216

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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e WEP Weaknesses

Regional Training
Centers

e The IV is too small and in cleartext.
e The IV is static (0> 16777216)

e The IV makes the key stream
vulnerable.

0 'l|<'he IV is a part of the RC4 encryption
cy

e WEP provides no cryptographic
Integrity protection

Slide 33
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Mcracke \WEP \/S WPA/WPA2

Centers
WEP  [WPA WPz

Key Size 40 bits 128 bits 128 bits
Key Life 24-bit IV 48-bit IV 48-bit IV
Data Integrity CRC-32 Michael CCM
Header Integrity None Michael CCM

WI-FI Alliance: http://www.wi-fi.org/knowledge center/webcast-wpa-061103/

o|Bas|Buoz| Boz . .
AES(Advanced Encryption Standard) L[eas, Michael: Message Integrity Code(MIC)

EAF-Ar

CCM ( Counter-Mode/CBC-MAC)

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 34
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MICROCHIP

Regional Training
Centers

Wireless Experiment

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 35



Miéfn{?cmp CD FOIder

Regional Training
Centers

& CD Files

RO BEE WRO BHREW TAD HE®
Qr=&-Q ¥ Pu= sk [

HEAEDY = CAMicroChip Traintdaterial WiFi Training'R TC_Class"D Files

£ ol N =i {EBr HEA
BREAFRLIE iDateshest | W S0L0A0/E T2 03-..
[)Packet BEEE 30104018 F4F 03:...
Hibti & & I TCPIP Stack tE e e 201041018 T 03
=) Tools BIEEE 2010/10/18 F4F 03:...
= RTC_Class

> ticrochip Application Libranes
2010-08-04 Installer.exe

= g WEF html
ipert e Dk e Chrarne HTML Daocurent P weireshark-winsd-1 .3 .5 exe
‘ QKB

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 36
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M:C\?cmp WiFESha I‘k

Regional Training
Centers

a

Elle Edit Eiew C_éo E.a.\ptu.re {;nalyze §tah.s‘hcs Teléphonz ioois Eélp
B el EEXZE A¢e+2TFLIEBBE QAR #EM %
Filher:. | = Ewpresion.. Clear Lpply
Na. . Time Source Destination Protocal Info
1 0.000000000 SMCNeTwo_gG: Broadcast IEEE Beacon Trame, SN=030, FN=0, Flags=.........
T 3] et E ] i Beacon ; (
3 0.204799652 SMoNetwo_ed:01:44 Eroadcast IEEE 802.11 Beacon frame, Sn=1004, FN , BI=100, ss5ID="
4 0.307201385 SMeNetwo_e2:01:44 Eroadcast IEEE 802.11 Beacon frame, SN=1037, FHM=0, Flags=......... , BI=100, s5s5I0="
5 0.409601211 Smchetwo_e2:01:44 Eroadcast IEEE 802.11 Beacon frame, SHN=106%, FN=0, Flags=......... , BI=100, s5s5ID="
6 0.512004852 Smohetwo_e2:01:44 Eroadcast IEEE 802.11 Beacon frame, sSN=1101, FN T , BI=100, sSs5Ip="
7 0.614404678 SmoMetwo_ed:01:44 Eroadcast IEEE #02.11 Beacon frame, sSH=1134, FH=0, Flags=......... , BI=100, ssIip="
8 0.716804 504 SmeNetwo_e9:01:44 EBroadcast IEEE 802.11 Beacon frame, sSN=1166, FHN=0, Flags=......... , BI=100, ssIp="
9 0.819204330 SmeHetwo_e9:01:44 Eroadcast IEEE 802.11 Beacon frame, sSH=1199, e , BI=100, ssIp="
10 0.921604156 SMChetwo_ed:01:44 Broadcast IEEE #02.11 Beacon frame, SH=1232, FM=0, Flags=......... , BI=100, s5ID="
11 1.024003982 SmMChetwo_ed:01:44 Broadcast IEEE #02.11 Beacon frame, SH=1264, FHN=0, Flags=......... , BI=100, ss5ID="
12 1.126581192 SmeNetwo_e2:01:44 Eroadcast IEEE 802.11 Beacon frame, sSH=1296, FM=0, Flags=......... , BI=100, s5s5ID="
13 1.228303634 SMeNetwo_ed:01:44 Eroadcast IEEE 802.11 Beacon frame, sSH=1329, FHN=0, Flags=......... , BI=100, ss5ID="
14 1.247430801 SMoNetwo_ed:01:44 00:harbe:22:00:00 IEEE 802.11 Probe Response, SH=1338, FMN=0, Flags=......... , BI=100, ssIC
15 1.248603820 SmeNetwo_e2:01:44 00:hatbe:22:00:00 IEEE 802.11 Probe Response, SH=1338, FN=0, Flags=. R , BI=100, sSsIC
16 1.249782562 SMeNetwo_ed:01:44 00:harbe:22:00:00 IEEE 802.11 Probe Response, SM=1338, FN=0, Flags=. R , BI=100, sSsIC
17 1.251199722 SMeNetwo_ed:01:44 Q0:harbe:22:00:00 IEEE 802.11 Probe Response, SW=1338, FN=0, Flags=....R , BI=100, ssIC
18 1.253711700 SMeMetwo_e2:01l:44 O0:harhe:22:00:00 IEEE 802.11 Proke Response, SW=1338, FwN=0, Flags=....R...., BI=100, SSIC
19 1.332988739 Smohetwo_e2:01:44 Eroadcast IEEE 802.11 Beacon frame, SH=1362, FM=0, Flags=......... , BI=100, ss5ID=" .,
>.
celd vees waas = SPECTCUM Management: CoTLLS-pecTrumManagementHequired FALSE |
1.. ... .... = short sTot Time: short slot time in use )
e Dovs wvee e = Automatic Power Save Deliwvery: apsd not dmplemented
O Ll ew. ou.. = DSSS-0OFDM: DSSS-0OFDM modulation not allowed
O e weee wee = Delayed Block Ack: delayed block ack not dimplemented
Oove vuvn veve ovw. = Immediate Block ack: immediate block ack not implemented
= Tagged parameters (85 bytes)
= SSID parameter set
Tag Mumber: 0 {SSID parameter set)
Tag length: 4
Tag interpretation: 0GAP: "OGAP"
=2 supported Rates: 1.0(E) Z.0(B) 5.5(B) 11.0(E) &.0 12.0 24.0 36.0
Tag Mumber: 1 {Supported Rates)
Tag length: 8 G
;'0020 64 00 21 04 00 04 E 34 8h 96 |
0030 0c 18 50 45 03 01 07 06 55
Gc dd 09
7f 03 0
0l 44 &4

Packets: 157 Displayed: 157 Marked: 0 :Default

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 37
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Mlc:c?cmp TeSt EnV|r0nment

Regional Training
Centers

Web Server

00:1e:c0:00:1f:ff 00:16:ea:ch:c1:14

N\
/(/

00:1a:70:d4:e8:52

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 38
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MZ”‘E\C The DHCP lease process

Regional Training

Centers
Explorer 16+ZeroG PicTalil
(00:BA:BE:22:00:00) Wireless AP(00:13:F7:E9:01:44)
R maREReps¥ever send ARP Packet (who use 192.168.2.100)
Facket | Source Physical Diest, Physical Size Bar fbsolute Time | Protocol Summarty
97 E@O00:13:FT:E9:01:44 EFF:FF:FF:FF:FF:FF RN 22:39:02.015901 80Z.11 Beacon Fl=....... LoN=3205,FN= D,BI:lIZIIZI,S'= 0,BI=
II 95 EP00:13:F7:E9:01:42 EPrr:Fr:FE:FR:FR: PP (DGR e - 22:39:02.073055 DHCP B ACK
" | s S
SIS — =
[l|ﬁ| Packe‘t:| 98| 2 R =
(el ‘.[" Packet Info Packet MNumber=98 Flags=0x00000000 5Status=0x00000000 Packet Length=368 Timestawp=22:39:02,073055000 02/26/2009 Data Rate=2 1 .0 Mbps Chan=1 2412_
?j '-i" Type=510 Data{Subtype=30000 Data OnlyjDuration=0 Micros s{Destination=tthernet B
EI _j T os02. 2 D=Oxid SNADP S=0xA4 SNAP C=0x03 Unmumbered Information
C oo m IR 8=192.168.2.1 D=IF Broadcast
Ii: j ‘.i" UDFP: Src=bootps Dst=bootpc
IL': _; ‘.[" BOOTP: Operation=2 Foot Reply Hardware Rddress Type=1 Hardware Address Length=tbytes Hops=0 Transaction ID=2917012003 Seconds Since Boot Start=0 BootP ].=D Boot
EI'Q = ‘.i" DHCP - Dynamic Host Configuration Protocol
{ @ DHCP Magic Cookie: OxE3825363
: ‘.[" Message Type Option Code=53 Message ITvpe Option Length=1 Message Type=5 ACK
: ‘.[" Server Identifier Option Code=54 Server Identificr Option Length=4 Rddress=19Z2,168.2.1
f ‘.[" IP Address Lease Time Option Code=51 TP Address Lease Tine Option Lemgth=4 Yalue=86400
| ‘.[" Subnet Mask Option Code=l Subnet Mask Option Length=4 Rddress=255.255.255.0
‘.[" Routers Option Code=3 Routers Option Length=4 Rddress=192.168.2.1
‘.[" Domain Hame Servers Option Code=6 Domain Name Servers Option Length=4 fddress=19zZ.168.2.1
i ‘.[" DHCP Option End Option Code=255
{ P Data Airea: (26 hytes)
é ! @ Extra bytes (Tadding):(4 bytes)
‘.[" FCS: FCS=0x1CDF442] Calculated
—
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meracwie — Wireless Network Deployment

Regional Training
Centers

e Root Mode

e Repeater Mode
e Bridge Mode
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}!{9

MICROCHIP

Regional Training
Centers

Wireless Network Deployment

= =0h Gl EREREN  RADIUSEE HESE

B - RREE

HMRIE (FREE [EESTRR] HW0E) Tl inthEeEREE aESs Rt s - B

FHtbThiEes » REEIRIE R LITE1E «

o JEEE [WDS Only] 2 [Hybrid | 83 » IHISENRIERRIRE I & MACHTIL -
« EFEREEER - EMEESREHAREERE T I -
* SRNMEET FAEIRIEME  FELEXE Open system WERINE S, -

SEEERE | WS Only (v

e

EEEE RS ? NORCEN@I

| | #e |

"SEELA ST B E 1 2ME1 G EAIMACTIYL .
0~ A-FREE "
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Aj:enters

e C:AWINDOWS\system32\cmd. exe

C:-sDocuments and Settings*~SChangXping 18.248.928.1
Pinging 18.248.28.1 with 32 hytes of data:

18.240_28_1: bytes=32 time<imsz TTL=2545
18.248_28_1: bytes=32 time<imsz TTL=255
18.240_28_1: bytes=32 time<limsz TTL=255
Reply from 18.248.28.1: bhyte==32 time<ims TTL=255

Ping statistics for 160.2480.98.1:

Packetz: Sent = 4, Received = 4, Lost = 8 (Hx loss>,
iﬂppruximate round trip times in milli—seconds:
! Minimum = Bms. MHaximum = Bms. Average = Bns

EG:\DucumentE and Settings“SChang>_
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e MAC Address Control

e Bandwidth Management
e Port Trigger

¢ Virtual Server

e Dynamic DNS

e FireWall

e 3G Broadband Router

e Power-over-Ethernet
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—ES=E WPS  ERRE B i/l RADIUSSERE W HESOE

i - TP

HEThEERESEES WL 520G LR RIgAE0E o FEMiE FEEAME (MAC Address) BT
By -

mMACTEEES -
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FRRHESSE ol AT HREEA  EREES DMZ | DDNS

HEEY -FHEEEERES

RILE ~ —HRAHE=ERSEHE - FII0 : TSR ERIPArhE 2192168 1 SAERE  FEFTP
Iei% £ » R21EEERIBERERR -

HREARE
{HElE LEEE

FEIEEIE_LERE :

{EREEERRE

HerdHER

[ RHERE
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HEHRBRSE SBEER Eosibdcpireal EREGEERSE | DMZI DDNS

NATSE - # G E R EE

[RRERRS 2= | ThakiE i LIBAR R TCPE LD PSSR e A LS WiL- 520G ADEERE
EER - MFE R dEmE RR S ZSBERLE B P (EEER B A5 FL R TT FERE AL — R E - — E{RIBIZIREE
SALE  SEAEIEIE Y SRR TERY L HE B E S EW A TATE K -

OEEEEER R )

O ves & Mo

SEE

BrdREH
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FEHEESE SJHEER SERISESL Qoo - DMZ | DDNS

NATS:E - EERE A REE

F i ITPhTE AR & P ao(EAR 25 EEA - A B AR R AW ~ FTPEERDHER B75es » MBS TS E A R R A4 Pt - 3 -
FF P hE B AR SR R TERTERAY - SRR B I IR T S B R TRIRNEE 2P - LIEE Sk - eSS e R EEsa
4t PR tHE A e iR 2 -

*ives (Mo

| FTP v |

Ane of Empires
BitTorrent
Counter Strike(TCP)
Counter Strike(LIDF
REEHEAR AR &R PlayStation?
Wiarcraft

e

Fhow Live

| SEiEE

|FTF Server ||[192.1688.1.10

HelEHwEH
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FEHESYE BAAUER  SEREEA  EREESE  DMI

AR e - DDNS

BAEDNS (DDMS) EIEENEE R BHFEIPAIETEL T « (IS ERdsE RSB A R L 2H
PBRfERE L - Bal & WLA206U 2P O RS s R ARIDDNSER R - HoREE T HE [RESA] -
AR —ER B AR -

(yes (Mo
. WY ASLIS GO

REH WA DYND NG, ORG
WY DYMD RS, ORGICLISTOM)

| | vy DYMDNS ORG(STATIC)
WY TZ0 S0

| | WY ZOMEEDIT COM

ives (S Mo

| E¥ |

| ERFEERE |
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FHAE MACHIREH HEAR

Bkl - — R §

[BEFRKAR ] ThEET B WL-520GU RERZEEEE IR HEFRRE - MRITERE H—SEREE » SIFHERR At
BILANEEVWANGBTETHEE -

Ll Al ®ves ONo
Oves ()Mo
AR A
Oyes @ No

EfELFRES T NeN RO

EEFINGER T NOREROLE
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Enter the SIM Home Hetwork : F
FIt Code I:I card’'s PIM h e Yo
Mobile Network Status code. II
Mokile Metwork Bearer -

Metwwork Mame This will display
the Mobile

Select Network Network Status.
Signal Strength Ho Signal

Connection Time Hone

Current Seszion Uzage © Hone

3GMUMTS Card Status

This will display
the 3G/UMTS
Card Revision Card Status.

Card Maode| :

Card Firrmavare

(1=
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PINS on Switch| 10100 DC on Spares
Pin 1 Rx +
Pin 2 Rx -
Pin 3 Tx +
Pin 4 DC +
Pin 5 DC +
Pin 6 Tx -
Pin 7 nC -
Pin & bDC -
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Wireless AP Setting
(Handon)
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Mé‘ﬁ‘\mp Adding WiFi® to Microchip

Regional Training
Centers

e Start w/Microchip TCPIP Stack v5.25
e Comes with several demonstrations

®* TCPIP Wi-Fi Demo App ° TCPIP WiFi Console Demo App
 TCPIP WiFi EasyConfig Demo App

* Provides an out-of-box demo to start
e Options for your application

ettt

PICDEM:net*ZiDsVEIOpmentBoard

Explorer 16

Development Board 1\ /5 1 1) 4 DM163024 AC164136-4

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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e The TCPIP Stack provides:

e Default values in code
e Configuration application wizard
e “C” functions to allow configuration changes

e Run time configuration change capability —
example application
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TCPIPConfig.h

Stack Configurations

B C:\MAL\May2010\TCPIP WiFi Demo App\TCPIPConfig.h

] fidefine

fidefine

ffidefine

fidefine
fidefine

STACK_USE_TIALT

fifdefine STACK USE UARTZTCP ERLIDGE
fifdefine STACK USE_IP GLEANING

STACK_USE_ICHMP SERVER

/ifdefine STACK USE_ICMP CLIENT
/ifdefine STACK USE_HTTF SERVER

STACK USE _HTTP:Z SERVER

//#define STACK_USE_SS8L_SERVER
//#define STACK_USE_SS8L CLIENT

STACK USE_AUTO_IP
STACK_USE_DHCP_CLIENT

fifdefine STACK USE _DHCP SERVEL

£
£

£
£
£
£
£
£
£
£
£

B C:\MAL\May2010\TCPIP WiFi Demo App\TCPIPConfig.h

Application demo using TART for IP address display and stack cone
TART to TCP Bridge application example

Ping cquery and response capability

Ping transwmission capability

0ld HTITPF serwver

New HTTP serwer with POST, Cookies, Authentication, =tco.

BE8L serwer socket support (Recquires SWI0005E)

E8L client socket support (Recquires SWI0005E)

Dynamic link-layer IP address automatic configuration protocol
Dvnamic Host Configuration Protocol client for obtaining IP addr:
Single host DHCP server

fdefine

fdefine
fdefine
fdefine
fidefine
ffdefine
fdefine

fdefine
fdefine
fdefine
fdefine

ffdefine
fdefine
fdefine
fdefine

© 2010 Microchip Technology Incorporated. All Rights Reserved.

M7_DEFAULT _HOST_NAME

MY _DEFAULT MAC EYTEL
MY _DEFAULT MAC EYTEZ
MY _DEFAULT MAC EYTE3
MY _DEFAULT MAC EYTE4
MY DEFAULT MAC EYTES
MY DEFAULT MAC EYTES

MY _DEFAULT IP ADDE_EYTEL
MY _DEFAULT IP ADDE_EVTEZ
MY _DEFAULT IF _ADDE_EVTES
MY _DEFAULT IF ADDE_ETTE4

MY _DEFAULT MASK EYTEL
M7 _DEFAULT MASK EYTEZ
M7_DEFAULT MASKE EYTEZ
M7_DEFAULT_MASKE EYTE4

"MCHPEOLED"

(ax0a) fF Use the default of

(Dx04) s 00-04-A3-00-00-00 if using
(0xa3) ¢ an ENCHE4JIe00 or MEFZ4WEONM
(ax0a) FF oand wish to use the internal
(0x007) fF factory programmed MAC
(ax00) fi address instead.

t{169ul) Change MAC

[ZEdul)

{lul) NOTE: 00:04:A3:00:00:00

[lul)

[EZ5EEul)
(FEEul)
[QUIEN ]
[0l
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WF_Config.h

B C:\MAL\May2010\TCPIP WiFi Demo App\WF_Config.h

#define MY _DEFAULT 3510 NAME "MicrochipDemobP"

fidefine MY DEFAULT NETWORE TYPE WF_INFRAZTIDUCTURE S* WF_TINFRASTROCTURE or WF_ADHOC i

f#define MY DEFAULT SCAN TYFPE WF_ACTIVE_ SCAN FS* WF_ACTIVE ZCAN or WF_PASEIVE ZSCAN */

f#define MY DEFAULT CHANNEL LIST {1,6,11} F* use {} to scan all chamnels *F

fidefine MY DEFAULT LIST_ RETRY COUNT (3

f#define MY DEFAULT EVENT NOTIFICATION LIST (WF_NOTIFY CONNECTION ATTEMPT SUCCESSFUL | !
WF_NOTIFY CONNECTION ATTEMPT FATILED | b,
WF_NOTIFY CONNECTIOW TEMPORARTLY LOST | k!
WF_MNOTIFY CONNECTION PEPMANENTLY LOST | k!
WF_MNOTIFY COMMECTION REESTABLISHED)

fidefine MY DEFAULT P23 _POLL WF_DIZAELED S* WF_DIZAEBLED or WF_ENAELED *f

f#define MY DEFAULT WIFI SECURITY MODE WF_SECURITY OPEN
Sigdefine TEE MRFZ4W HOST BUFFER

fi#define STACK USE_EZ_CONFIC
fifdefine EZ_CONFIG SCAN
fffdefine EZ_CONFIG STALL
ff#define EZ_CONFIG_STORE
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B C:\MAL\May2010\TCPIP WiFi Demo App\WF_Config.h

f*******t*******t**1.'***tt********t**1.'***tt*******t*******t******tt*******t****;
f*******t*******t**1.'***tt********t**1.'***tt*******t*******t******tt*******t****;
£ WIFI SECURITY COMPILE-TIME DEFAULTE 7
-III'*****************************************************************************J{

-I,I'*****************************************************************************J}'

FF Beocurity modes available on WiFi network:

s WF_SECURITY OPEN : Mo security

Ly WF_SECURITY WEP_40 : WEP Encryption using 40 bit keys

’r WF_SECURITY WEP_ 104 : WEP Encryption using 104 bit keys

iy WF_SECURITY WPA WITH KEEY : WPA-PBE Personal where binary key is given to MBFZ4WEOM

s WF_SECURITY WPA WITH PASE TPHRAZE : WPA-PEK Personal where passphrase is given to MREFZ4WEBOM and it o
s WF_SECURITY WPAZ WITH EEY . WPAZ-PEE Personal where binary key is given to HRFZ4WEON

s WF_SECURITY WPAZ WITH PAZSS PHRAZE . WPAZ-PEEK Personal where passphrasze iz given to HRFZ4WEOH and it
s WF_SECURITY WPA AUTO WITH EET . WPA-PEK Personal or WPAZ-P2E Personal where binary key is given
e connect at highest lewel AP supports (WPA or WPLE)

’r WF_SECURITY WrPA AUTO WITH PAZS PHRAZSE : WPA-PSK Personal or WPAZ-PEE Personal where passphrase is giwven
iy calculates the binary key and comnhects at highest lewel AP =sup

Security Type

© 2010 Microchip Technology Incorporated. All Rights Reserved. Slide 60



&
Ma‘ﬁ‘\cmp WiFi® Configurations

Regional Training
Centes Config.h

B C:\MAL\May2010\TCPIP WiFi Demo App\WF_Config.h

ff Default pass phrase used for WF_SECURITY WPA WITH PAZE PHRASE and
S WF_SECURITY WPAZ WITH DPAZZ PHOALZE security modes
fdefine MY DEFAULT PSE PHPRAZE "Microchip 202.11 ZSecret PEK Password"

SO TE using security mode of WF_SECTURITY WPA WITH KEY or WF_SECURITY WPAE WITH EEY, then this section
Sf mast be set to match the key for MY DEFAULT 2ETD NAME and MY DEFAULT DPEE DPHIAZE

FSF combination. The walues below are deriwed from the 335ID "MicrochipDemolP" and the pass phrase

FF "Microchip 80F.11 Secret PSE Password".

F# The tool at http: ffwvng.wireshark. orgis/tools/wpa-psk._html]l can be used to generate this field.
fdefine MY DEFAULT PEE "4,

SHEBENHCEN K1 Tl kD 2 AN ALY xd DY,

Gad 0 xCEN XEE xCEY xED N P AN wdhn xD B,

WrEExED kDA ddh B EVxFB k20 04N

SHELW T Bl EEN 3 w10 w13 Y0

S e e e e e
F4 Default WEP kewys used in WF_SECURITY WEF_40 and WF_SECURITY WEP_ 104 security mode
e
fdefine MY DEFAULT WED PHEALZE "IMEF Phrase"

f# string 4 40-bit WEP keys -- corresponding to passphrasecf "WEP Phrase"

$defins MY DEFAULT WEP KEEYS 40 "

SrfavxfhhyxeehxBeh 27T,

xclhx0dixd 3 fdnday Security Details
W EdEN 18 HEb k33 k88

SrbOYRTIVHEe v xEd xTE"
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e Demo Applications are
pre-configured

* To change defaults, erase EEPROM
e To change: securltv. network
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e See the IP Address o
Board

xplorer 16

R

~s""'e
.‘._, FuNUEERS
o 11 - - ‘- |

() Wireless Network Connection X

| Network Tasks Choose a wireless network.

|| @ Refresh networklist Click an item i the list below to connect ko 5 wireless network in range or to get more
informatian.

(t»))
|

b 2L Set up 2 wireless network 0GAP Connected - [fal

For a home or small office

i Related Tasks

U K aalil

this netwark, To disce

dJ Learn about wircless
netwerking

% Change the order of usc4fol
preferred netwarks ((ﬁn
G Change sdusnced ¢ Security-enabled wirsless network wtll
settings oy A™e
ﬁ B e e e D aatllll L
(( ]) hinet-1x
ﬁ { Security-enabled wirskess nitwark (PAZ) aulll

hinet.

(=)
L4g2 -
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* Ping Command

e IC:AWINDOWSAsystem32\cmd. exe

Ethernet adapter Wirelessz Metwork Connection:

Connection—specific DHS Suffix guest.zZeroguireless.comn
IP Address. . . . - . - . - - 122 .168.1.1682

Subnet Mask . . . . . . . 255255 .255.8

Default Gateway . . . . . . . . 1?22 .168.1.1

Ethernet adapter Local Area Connection:

Media State . . . - . . . . - . Media disconnected

C:“Documentz and Settingz“~SChangXping 172.168_1.161

Pinging 192_168.1.181 with 32 buytes of data:

Reply from 172_168_.1.181: bhyte=z=32 time=Y?m=z TTL=1004
Reply from 172.168.1.181: hytes=32 time=21ims TTL=168 B
Reply from 122.168.1.181: hytez=32 time=28ms TTL=18A
Reply from 172_168_1.181: byte=z=32 time=28msz TTL=168

Ping statistics for 192.168.1.1@1:
Packets: Sent = 4. Received = 4. Lost = B {B8x loss),.
Approximate round trip times in milli—seconds:

Hinimum = 28mz. Maximum = Y9m=z. Average 37ms=
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e Brower on Explorer 16 Board

% Mozilla Firefox

fBxlE ®EE WAl BRO B®E IED ®HN
- 0 ':'.|il 192, 166.1.101/ ¢ | |G Goel F
o] e B FTLN O M

404 File not found
Use MPFS Upload to program web pages
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Test Procedure(webserver)

e Upload MPFSImg.bin

Lt

Loak, in:

-1

L9

ky Recent
Documents

1
Deskiop

7

by Diocuments

o
"
%8
by Computer

<«

by Metwork,

3 TCPIP 'iFi Demo App

¥ O E-

I Ohjects - TCPIP WiF Demo &pp-C30 HTTPPrinkt.id:x

I)WebPages
I)webPagesz
18F97i60_g.lkr

EI Berkeley TCPClientDemo.c
£] BerkeleyTCPServerDema, c
ﬂ BerkeleyUDPClientDemo.c

=l clean-up TCRIP WiFi Dema App.bat
:@Cnnvert WebPages to MPFS.bat

__'-‘-J CuskomHTTRApRR. C
_Lfl CustomSMMPApR.C
:_E] GenericTCPClient,
EI GenericTCPServer, C
il HardwarePrafile.h
] HTTPPrint. b

<.

File name: ' MPFSImg bin

Files of tupe: .Fﬁﬁﬁﬁ

ﬂ LegacyHTTPApp.C
ﬂ MainDerna,

il MainDemo.b
rnchip. rib

] mib.b

S MPFSImg2. bin

2] MPFSImg2. c

3 MPFSImgZ, s

|£] MPFSImg.c
ast| MPFSImg. s
E] FingDema.c
2] sMTPDema.c

snmp. ik

P

e
e
TCPII
TCPII
=] TR
e
e
e
Mrcrn

n] TPl

c]uar ;

3|
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e Browser again

) Microchip TCRAP Stack Demo Kpp - Mozilla Firefox

fidE) e wioy) EeS eE IAD WM

6 = O 3 o |10 b9z, 68,1101 finde. b

[ e W WOE LR 1 EeeERg

Overview

Authentication

Cookies

File Uploads

Send E-mall

Dynamic O

Conflguration

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Dynamic Variables

Farm Processing

Test Procedure(WebServer)

TCP/IP Stack Demo aApplication

Welcome!
LEDS: (elick o toagla)
Stack Version: v4.56
Build Date: Mar 30 2009 23:44:09 Buttons:
A A A A

Thiz site demonstrates the power, flexibility,
and scalability of an 8, 16, or 32-bit
embedded web server. Everything you see is
powered by a Microchep PIC microcontroller
running the Microchip TCP/P Stack,

Potentiometer: 0

On the nght youw'll see the cuemrent status of the demo board. For a quick
example, click the LEDs to toggle the hghts on the board. Press the push
buttons (except MCLR!) or turn the potentiometer and you'll see the status
update immadiately. This examples uses AJAX techniques to provide real=time
feedback.

This site 15 provided as & tutonal for the vanous featurss of the HTTP wab
SErwEr, ||"|¢I|..||:l|ng:

= Dynamic Varlable Substitution - display real-time data

= Form Processing - handle input from the clent

= Authentication - require a user name and password

= Cookies - store session state information for mcher applications
= File Uploads - parse files for configuration settings and more

Soveral example applcations are also provided for updating configuraton
parameters, sending e-mails, and controlling the Dynamic DNS client. Thanks
to built-in GZIP compression support, all these tutonals and examples fit in the
32k on-board EEPROM|

For more information on the Microchep TCRAR Stack, please refer to the
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T —_—

View Favoris Tools Help Links o3 Banks C3buy 3 Deily (3 iPhone (3 Populsr () ZeroG
W = [ Poge = (P Tools - h-| 53

@ Microchip TCPAP Stack Demo App | ta - B

AT\ MicrocHIP

TCP /1P Stack Demo Application

Welcome! T T
- -

and scalability of a
embedded web server. Everything you
o hi

Stack Version: v4.50
Build Date: MNow 06 2008 11:16: 2 5¢
This site demonstrates the powsr, AeOxgty, ol m:omeﬂr: =T
n 8, 16, or 32-bit
s
¢ rurni

e Microchip TCP/1P

File Uploads

Seng & ight you'll see the currant status of the demp board. For a quick
click the LEDS to toggle the lights on the b Press the push
xcept MCLR!) or turn the potentiometer ai 3 yclu‘ll see the status
diately. This examples uses AJAX technifjues to provide real- time

upda e
feedback.

This site is provided as a tutorial for the various featlres of the HTTP wab
server, including:

+ Dynamic variable Substitution - display realf time data
+ Form Processing - handle input from the clief

+ Authentication - re a user name and pagsword
+ Cookies - store s tate information for fcher applications
= File Uploads - p for configuration seftings and more

Several example applications are alse provided for upHating configuration
parameters, sending e-mails, and controlling the Dynbmic DNS client. Thanks
ko built-in GZIP compression suppart, all thase tuto

32kB on-board EEPROM

or more information on the Microchip TEP/IP Stack, please refer to the
TCP/IP Stack AFI installed with the stack. This manual can be launched from
your Windows Start menu.

Input 192.168.1.10 in a browser to display a Microchip web server page

2. Pointing the radio buttons on the web page to change LED lights on the Exploer
16/Picdem.net2 board

3. Click the button to change up/down arrow direction on the web page (Do not

click any other buttons)
4. Turning the knob to change number display on the web page

[
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Handon
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MQ:HIP TCP/IP Stack
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e C source code provided
* No-fee license agreement
e Use Microchip PIC® MCU or dsPIC® DSC

® Only driver for ENC28J60 can be ported
e Download: www.microchip.com/tcpip

e PIC18, PIC24, dsPIC DSC, PIC32

e RTOS Independent & Modular

e Supports multiple connections

e Example projects

e Standard Microchip technical support
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NN TN\
Allaallollllz] |D|la||lo
Z || = OllS| | sllEllEIE o
% % E E % E % I:l_: E Application
— et ) \e— \— —? el — \—
N AN J

<

N

| uwop Jlicme || TCP Transport
[ P | ARP Addressing
| Ethernet MAC/PHY (Silicon) Physical
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Regional Training

Telnet ]

SNMP |

|TcPiuDP|

ssL |

Booﬂoad]

DDNS |

What's Included?

Web Server
Serve web pages and process web form input

E-mail Client
Send e-mail or SMS messages

Command-Line Interface Server
Allow simple text-based monitoring and control

Simple Network Management Protocol Server
Aggregate enterprise monitor/control capabilities
Generic Data Transports
Retrieve data from servers, or serve data to clients

Secure Socket Layer
Encrypt communications over untrusted networks

TFTP Bootloader
Update embedded firmware remotely

Dynamic Domain Name Service Client
Associate host names with dynamic addresses

© 2010 Microchip Technology Incorporated. All Rights Reserved.
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Application . PIC \
System Services APPLICATION
Stack Services Configuration |
Driver GUI
Host Interface API Input | Output
Processing
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Microchip Link Manager Apps
Management Configuration
API
o )| TCP/IP
Microchip Library Layer Stack

k.
o

Host Device Driver

MRFXXX Firmware
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e FSM is a model of behavior composed of a finite number of states,
transitions between those states, and actions. A finite state
machine is an abstract model of a machine with a Primitive

internal memory.

1

stafe
_
Opened

E: open ooy

{

close_ door open door

o

ftransition condition

fFEﬂ-S“.'f.'I:'."'.'-—-________—__

2
Closed

E: clioss door
E'.f‘.'f."j.rr Sction
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Server initialize

Centers TCP Server
\Z
socket() bind()
\
\ listen()
connect()

Connection request \
handshack) accept()

—> write()

Send Data

Reply Data write()
S read()

Connect ion close

close()

close()
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Linux kernel 5 > Process
client
request

ANVANVAN

6/ |7 |8 4

3 SN
2 >| Accept() | 1 )
Listen()
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int main(int argc,char **argv) .
{ TCP Client

struct sockaddr_in addr_suvr;
int sockfd;
char buffer[1024];
socket()

[/l create server address l

memset(&addr_svr, 0, sizeof(addr_svr));
addr_svr.sin_family= AF_INET;

addr_svr.sin_port= htons(1234); connect()
/I get the server address
addr_svr.sin_addr.s_addr = inet_addr("xxx.xxx.xxx.1"); \

// create client socket —> write()

sockfd = socket(AF_INET, SOCK_STREAM, 0);
/I connect
connect(sockfd, (struct sockaddr *)&addr_svr, sizeof(addr_svr));
/[ write to and read from server
write(sockfd, buffer, strlen(buffer)+1);
for(int len=0; ; ){
len +=read(sockfd, buffer+len, 1024);
if (len == 0)

break; e read()

}

close(sockfd);
return O;

close()
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Microchip TCP/IP Stack
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{
Il Initialize application specific hardware
InitializeBoard();
I Initialize Stack and application related NV variables into AppConfig.
InitAppConfig();
Stacklnit();
ZGConsolelnit( p_cmdStringPtrList, KZGNumCmdsinList);
while(1)
{
Il This task performs normal stack task including checking
Il for incoming packet, type of packet and calling
Il appropriate stack entity to process it.
StackTask();

Il This tasks invokes each of the core stack application tasks
StackApplications();

ConsoleProcess();

PingAppCall();

BarCodeReaderDemo();

ProcesslO();
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#define BARCodePORTNUM 1234

BYTE sendBarCodeRequest[20]="\0";
void BarCodeReaderDemo(void)
{
#if defined(STACK_USE_DNS)
static SOCKET bsdClientSocket = INVALID SOCKET;
static struct sockaddr_in addr;
char recvBuffer[9];
int i
int addrlen;
IP_ADDR RemotelP;
static enum _BARCodeServerState

{

BARDCode START,
BARDCode CONNECT,
BARDCode SEND,
BARDCode OPERATION,
BARDCode CLOSE,
BARDCode DONE,

} BARCodeClientState = BARDCode_DONE;

switch(BARCodeClientState)
{
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case BARDCode_ START:

if (ZGConsolelsConsoleMsgReceived() == kZGBoolTrue)

{
if (islPAddress(argv[1], address))
{
RemotelP.v[0] = address[0]; RemotelP.v[1] = address[1]; RemotelP.v[2] = address[2]; RemotelP.v[3] = address[3];
addr.sin_addr.S_un.S_addr=RemotelP.Val;
/I Create a socket for this client to connect with
if((bsdClientSocket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP)) == INVALID_SOCKET )
return;
memset(sendBarCodeRequest,0,strlen((char*) sendBarCodeRequest));
strcpy((char*) sendBarCodeRequest,(char*) argv[2]);
BARCodeClientState = BARDCode CONNECT;
}
else
{
ZG_PUTSUART( (char *) "Error sendbarcode command\n\r");
ZGConsoleReleaseConsoleMsg();
}
}
break;
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case BARDCode CONNECT:
/[ addr.sin_addr.S_un.S_addr destination IP address was set earlier in DNS step
addr.sin_port = BARCodePORTNUM; //PORTNUM,;
addrlen = sizeof(struct sockaddr);
if(connect( bsdClientSocket, (struct sockaddr*)&addr, addrlen) < 0)

return;

BARCodeClientState = BARDCode SEND;
break;

case BARDCode_SEND:
//send TCP data
send(bsdClientSocket, (const char*)sendBarCodeRequest, strlen((char*)sendBarCodeRequest), 0);
/[Timeout=2000;
BARCodeClientState = BARDCode OPERATION;
break;

case BARDCode_ OPERATION:
if(recv(bsdClientSocket, recvBuffer, 0, 2) < 0) //get the connection status

BARCodeClientState = BARDCode CLOSE;
while(1)
{
i = recv(bsdClientSocket, recvBuffer, sizeof(recvBuffer)-1, 0); /get the data from the recv queue

if(i <= 0)
{

/IputsUART ((char*) "receive null data\r\n");
break;
}
putsUART ((char*)recvBuffer);
BARCodeClientState = BARDCode CLOSE;
break;
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case BARDCode CLOSE:

closesocket(bsdClientSocket);
BARCodeClientState = BARDCode DONE;

case BARDCode DONE:
ZGConsoleReleaseConsoleMsg();
BARCodeClientState = BARDCode START;

break;
default:
return;
}
}
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M(i{?amp Crash Course in Networking
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e Lab 1: Change SSID

e Lab 2: Change Security: WEP

e Lab 3: Change Security: WPA/WPA2
e Lab 4: Enable PING function

e Lab 5: SendData to WebServer

Slide 87



M::]’n{g:mp H | nt

Regional Training
Centers

e Disable eeprom issue on InitAppconfig()
e Show error message

WF_Config.h>WF_USE_DATA_TX_RX_FUNCTIONS

e WPA/WPA2- SSID+Key->Generate key
e PING

#define STACK_USE_ICMP_CLIENT

e SendData

#define STACK_USE_BERKELEY_API
{TCP_PURPOSE_BERKELEY_CLIENT, TCP_ETH_RAM, 125, 100}, //spencer
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/* */

case WF_EVENT_CONNECTION_FAILED:

/* */
/* eventInfo will contain value from tWFConnectionFailureReasons */
#if defined(STACK_USE_UART)
putrsUART("Event: Connection Failed -- eventInfo = ");
sprintf(buf, "%d \r\n", eventInfo);
putsUART(buf);

switch (eventInfo) //add by spencer

case WF_JOIN_FAILURE:
putrsUART("eventMessage: WF_JOIN_FAILURE \r\n");
break;

case WF_AUTHENTICATION_FAILURE:
putrsUART("eventMessage: WF_AUTHENTICATION_FAILURE \r\n");
break;

case WF_ASSOCIATION_FAILURE:
putrsUART("eventMessage: WF_ASSOCIATION_FAILURE \r\n");
break;

case WF_WEP_HANDSHAKE_FAILURE:
putrsUART("eventMessage: WF_WEP_HANDSHAKE_FAILURE \r\n");
break;

case WF_PSK_CALCULATION_FAILURE:
putrsUART("eventMessage: WF_PSK_CALCULATION_FAILURE \r\n");
break;

case WF_PSK_HANDSHAKE_FAILURE:
putrsUART("eventMessage: WF_PSK_HANDSHAKE_FAILURE \r\n");
break;

case WF_ADHOC_JOIN_FAILURE:
putrsUART("eventMessage: WF_ADHOC_JOIN_FAILURE \r\n");
break;

case WF_SECURITY_MISMATCH_FAILURE:
putrsUART("eventMessage: WF_SECURITY_MISMATCH_FAILURE \r\n");
break;

case WF_NO_SUITABLE_AP_FOUND_FAILURE:
putrsUART("eventMessage: WF_NO_SUITABLE_AP_FOUND_FAILURE \r\n");

break;

case WF_RETRY_FOREVER_NOT_SUPPORTED_FAILURE:
putrsUART("eventMessage: WF_RETRY_FOREVER_NOT_SUPPORTED_FAILURE \r\n");
break;

#endif
break;
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