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Overview of Ethernet and
TCP/IP Connectivity Solutions




M’;\Eng Objectives

e | earn application possibilities for
Ethernet and TCP/IP designs

e Become familiar with Microchip’s
Ethernet and TCP/IP offerings

e Understand the capabilities of several
application protocols



@ . Agenda

¢ Introducing Ethernet
® Microchip’s Offerings

e Starting Your Design

© 2008 Microchjp Technology Incorporated. All Rights Reserve d. 12704 CP1 B

Slide 3



Internet Radi‘o

¢ Internet Radio

e Streams MP3 from SHOUTcast servers
e Uses PIC18F67J60
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Internet Radio

SHOUTcast
Server

% [ P Decoder | |<]))

JJ mps3

\  Audio

<Ethernet> <:> [ 64kB RAM ]

(HTTP Client) PIC18F67J60
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Internet Radio

The demo requires the Internet Radio Demonstration board (DM183033) available from

www.microchipdirect.com and distributors .

i; - O X & |‘:j|h1:|q:|:,f,f192.J.ﬁa.z.J.G.r TF o I"ch-c-gle

J 1 Microchip Internet Radio App ﬁ]

G MICROCHIP

Internet Radio Demo Application

This is the configuration page for the streaming MP32 Internet Radio board that you have. It was designed
to interface to Shoutcast servers, but several different HTTP based MFP2 servers may also be used.

To start, first select a genre from the drop down list box, and click 'Select'. To change station, click 'Prev’
or 'Next'. To adjust volume, click 'Down' or 'Up'. If a station does not play, it could be that the port is
blocked, try a different station.

ﬁ ;i Select Station Genre:lWorId "I Select I @Il Volume: Down I Up |[191]

Genre: wWorld

FMUSIK. MAIN - WWW . RAUTEMUSIK.FM - 24H TOP 40 POP HITS 805 905
DANCE HOUSE ROCK RNB AMND MORE!

Station: PIE\FI Mext

URL: http://scfire-dtc-aa07.stream.acl.com:80/stream,/1051
Playing: Track Update on www . RauteMusik.FM
b

7= Configurations:

TCPIP Stack Version: v5.00
Build Date: Apr 23 2009 23:48:04

MAC Address: IG[]-:Gd-:A.?»: 12:34:56 Save I

Copyright & 2009 Microchip Technology, Inc.
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Internet Bootloader App

¢ Internet Bootloader App

e The Internet Bootloader is a stand alone application allowing new
application firmware to be uploaded directly into the Flash memory of an
embedded device over an Ethernet network or the Internet. It implements its
own private UDP/IP stack as well as a Trivial File Transfer Protocol (TFTP)
server. The bootloader operates independently of the main application and
cannot update itself. Safeguards are implemented internally to minimize the
risk of non-recoverable failed upgrades.

e PICDEM.net™

DM163024
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Using the Bootloader

e Configuring Your PC (Power-on Reset entry)

Internet Protocol (TCP/IP) Properties ll El

General |

ou can get |P settings assigned automatically f your networls supports
this capability. Cthenwise, you need to ask your networls administrator for
the appropriate |P settings.

™ Obtain an IP address automatically
—{*' Lge the following IP address:

IP address: | 192 . 168 . 97 . 61
Subnet mask: | 255 .255 . 255 . O
Default gateway: I

£ Obtain DHE sever address automatically

—{* |se the following DMS server addresses:

Prefemed DNS server: |

Alternate DNS server: I

Advanced. .. |
ok | cancel |
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ASTERE Internet Bootloader App

e TFTP Operation (Power-on Reset entry)

ommand Prompt

Casreftp 192.168.97.68 put "C:sMicrochip SolutionssTCPIPF Demo AppsTCPIP Demo pr!!
—C18 _hex"

Tranzfer successful: 153571 hytesz in 8 szeconds,. 19198 hytes- =

Cosr
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VIASTERE SNMP V2c Agent

e Simple Network Management Protocol (SNMP) is one

of the key components of a Network Management System (NMS).
SNMP is an application layer protocol that facilitates the exchange of
management information among network devices.

MNetwork Management Managed Nodes (SNMP Agent) ‘rl‘lﬂzlfl;:ﬁ_l-aa::_'-;:ﬂ
Management Protocol (SNMP) Base (AAID
Station (MMS) e

- - 7

=
— [ . ] Memaory for
== EEDIIIII“_ — — — —=! 305 ana other
= | |
| L

Web Pages

L  — —

— T T T —= o SMME over h _d? :_hEm;y'_r

=
| m— i - — o — I
= k\Netwarh r‘::t E : '_"'I MIS and Other
. Web PAGES
~—~*"'“*=—.—~f"'f Mebwork Device L =T
™ oy for |
B . emory for
i :lt = T T/ 7/ 7 MIE and Other |
Web Pages
Metework Monitored Device L — — —
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ASTERE Internet Bootloader App

e TFTP Operation (Power-on Reset entry)

ommand Prompt

Casreftp 192.168.97.68 put "C:sMicrochip SolutionssTCPIPF Demo AppsTCPIP Demo pr!!
—C18 _hex"

Tranzfer successful: 153571 hytesz in 8 szeconds,. 19198 hytes- =

Cosr
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ﬁ\ - TCP/IP Stack

e Hardware just generates the signals

e Still need to:

* Find other nodes and addresses

e Transmit data to specific nodes

e Manage incoming/outgoing packets
e Communicate with other software

e Microchip TCP/IP Stack!

© 2008 Microchip Technology Incorporated. All Rights Reserved.
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ﬁ\ - TCP/IP Stack

e C source code provided
* No-fee license agreement
e Use Microchip PIC® MCU or dsPIC® DSC

® Only driver for ENC28J60 can be ported
e Download: www.microchip.com/tcpip

e PIC18, PIC24, dsPIC DSC, PIC32

e RTOS Independent & Modular

e Supports multiple connections

e Example projects

e Standard Microchip technical support
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What's Included?
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M’;\Eng What's Included?

Web Server

HTTP ] Serve web pages and process web form input
E-mail Client

SMTP ] Send e-mail or SMS messages

Telnet ] Command-Line Interface Server
Allow simple text-based monitoring and control

SNMP ] Simple Network Management Protocol Server
Aggregate enterprise monitor/control capabilities

Generic Data Transports
[TCPIUDP] Retrieve data from servers, or serve data to clients

SSL ] Secure Socket Layer
Encrypt communications over untrusted networks

TFTP Bootloader
Bootload] Update embedded firmware remotely

DDNS ] Dynamic Domain Name Service Client
Associate host names with dynamic addresses
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@ Secure Sockets Layer — SSL

VIASTERSZ
cccccccccc

e SSL Module Available with Stack v4.50

e Required Encryption Routines are
provided separately and require
purchase

e www.microchipdirect.com

e SW300052 — Download or CD
e Subjected to Export Regulations

© 2008 Microchip Technology Incorporated. All Rights Reserved.



MQTEHS Microchip Development Tools

e PICDEM.net™ 2 Board
(DM163024 )

e PIC18F97J60
e ENC28J60

e Ethernet PICtail™ Board
(AC164121)

e PICDEM™ HPC Explorer -
(DM183022) '

e PIC18 Explorer
(DM183032)

e Ethernet PICtail Plus Board
(AC164123)

e Explorer 16 (DM240001)
e PIC24, dsPIC® DSC, PIC32

© 2008 Microéb'kp Technology Incorporated. All Rights Reserved. 1|270ECP1 B v.&.; ot .;ﬁ Slide ™
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Starting Your Design




ﬁ\ = Server or Client?

e Server
¢ Listens for connections from remote nodes
e Always on, always waiting
¢ Fixed location or address
e Client
e Makes connection to remote node
e Occasionally active — event driven
e Unknown location or address

e Traffic flows both ways for either!
e Difference is who initiates the connection



— & = J L ol 1-q'pr*:1
5 - Server or Cl|ent’?

VIASTERS
CONFERENCE

* Firewalls & Routers
e Block most incoming traffic
e Allow most outgoing traffic
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Software Architecture
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VIASTERSZ
CONFERENCE

FSM(Finite-state machine)

® FSM is a model of behavior composed of a finite

number of states, transitions between those

states, and actions. A finite state machine is an

abstract model of a machine with a primitive
internal memory.

© 2008 Microchip Technology Incorporated. All Rights Reserved.
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VIASTERE TCP Client-Server

TCP Server
TCP Client ol i
socket() e
l \ Server initialize
listen()
connect() : i’
l ection request accept()
(TCP three hack) | a

—> write()

f
read() f——

Reply D write() —
—  read()

Connect ion close

close()

\
close()
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Linux kernel

s>

ZANVANVAN

6

7/

8

Listen()

Linux TCP/IP

Process
client
request

Accept()

1 )
i
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Linux Client Source Code

TCP Client
~ socket()

__connect()

N
—  write()

\
read()

\
I close()

s N R €

© 2008 Micr(N Technology Incorporated. All Ri@timw. .



Microchip-- Main Code
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L “ e O
nire,ﬁmﬂlcrochlp Client Source Code(1)




";!,%:-%IEEHNICI‘OChlp Client Scurce Code(Z)
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Microchip-- Main Code
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"MEI&NICI‘OCI‘]ID —Client Source Code(3)
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Microchip-- Main Code
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";!,%:-%IEEHNICI‘OChlp Client Scurce Code(4)
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Thank You!




ﬁ\ = Trademarks

The Microchip hame and Io%), the Microchi Ioao Accuron, dsPIC, Keeloq,
KeeLogq logo, MPLAB, PIC, PICmicro, PICSTART, PRO MATE, rfPIC and
SmartShunt are registered trademarks of Microchip Technology Incorporated
in the U.S.A. and other countries.

FilterLab, Linear Active Thermistor, MXDEV, MXLAB, SEEVAL, _
SmartSensor and The Embedded Control Solutions Company are registered
trademarks of Microchip Technology Incorporated in the U.S.A.

Analog-for-the-Digital Age, Application Maestro, CodeGuard, dsPICDEM,
dsPICDEM.net, dsPICworks, dsSPEAK, ECAN, ECONOMONITOR,
FanSense, In-Circuit Serial Programming, ICSP, ICEPIC, Mindi, MiWi
MPASM, MPLAB Certified logo, MPLIB, MPLINK, mTouch, PICkit, PICDEM,
PICDEM.net, PICtail, PIC32 logo, PowerCal, Powerlnfo, PowerMate,
PowerTool, REAL ICE, rfLAB, Select Mode, Total Endurance, UNI/O,
WiperLock and ZENA are trademarks of Microchip Technology Incorporated
in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

All other trademarks mentioned herein are property of their respective
companies.
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