m

MICROCHIP

Regional Training Centers

{8 | Microchip USB HID Boot
Loader

Authors: Adam Syu
Microchip Technology Inc.




%1/
wew  Boot-Loader Ry EE R

Regional Training
Centers

— LR N e B e 22 N R AT Bl Ao, A @ % Boot-LoaderpF
& PR Ae 2 B 97T & 7 Boot-LoaderpF 2o & B IR e B AT e
e & ¢ * Boot-Loaderp= 425\ ;=48 ¢ , @3 User Program, MCU- & =
= Resetfs ‘f%g = 3 {7 User Program o
o @ & * Boot-Loaderp=, #2; ;s 48" € b PF 3

%7 User Program ¥ Boot-Loader -

e MCU Resetis > Boot- Loaderg HaiE R A e | user -
4 2\ H 7k 2z B 1 o Pattern, 2| %7& & »~ Boot- Program
Loader # ¢ » #7¢ User Program & % 3 Program

SRR LSRR T FARIRG

e d *>Boot-Loader xéﬁiﬂ}\ R T L A
Fleb i H AR Jp 4 avde s e F (Linker)
B-p 2 B3 ey i h P Boot-Loader 5

EXREEERR

©Microchip Technology Incorporated. All Rights Reserved. 2014 EFRBEEE Slide 2




m

y .
MICROCHIP PIC18F 4 3 -g-o]‘%iﬁ F[c»
Regional Training
Centers
e PIC18, K 7| MCU % Reset i y Reset Vector 0000h  f
Program Counter ;JLF] ?’ OXOOOO High Priority Interrupt Vectar 0008h
Low Priority Interrupt Vector 0018h
« MCU% & B¢ #7% £
. On-Chip On-Chip
— 0x0008 - r’g fﬁ.i’fgﬂ B Program Memory Program Memory
— 0X0018— ML fE ¥ & lidil
o ¥ ¥7{& MCU <1 Program Counter & #: ICABEXAXO 2
e % 5 0x0008 or 0x0018 IEeeh 1
=
* r] OXOOO8 OX0018 m \¥T—' FE'I& F’ P 16 PIC18FX5X0 E
Bytes > zx— ke T ¢ N3 - B
FE? E ‘53/”“901:0” ;J}F] "Z\’\ j\ "Z\’\ MCU ﬁ' = ;J}F] Read ‘0° Read ‘0’
e BTPRIRAR 3
1FFFFFh §
200000k
©Microchip Technology Incorporated. All Rights Reserved. 2014 EFRBEEE Slide 3



R\ PIC18F Boot-Loader & User
e PTOgram It i pF civie R AR 4

Centers

e 4 x HID BootLoader e PIC18 % 7zc (g g 2R | o000 —>
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B m m 14K Bytes » User Applicationp|] A
0x1000 2_ & o 0x0018 —
e CPU Reset 76 » 7. 0x0000 = & 2tpt 3] HID 0x0100
Bootloader 0x0100 =kt » £ 2|8 & #4444 | SEE USB HID
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X High Priority ISR
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Loadersnzs s, Flpt 7 s b i (7 p Ny { 37 o
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R 250 { 3T FIW %453 MCU o 4ot - JF £ 18 »
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e MCU Al g PFE_% v 0 #7117 Boot-Loader ~ £ §_i% :®PICkit 3 ~
ICD 3 2 #_Real ICE % 1 B &4 % MCU 1 -

* — & MCU ¢ g%47 Boot-Loader » i *  ehjig* 425 1 § 14 i
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B, PR BT AR REIE c W L N E @Y § e
Rk FER(F R AFIMCURIZ = V35 € 2 40 ) o
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Boot Loader #4258 & 7 i& * ¢ %t o
— B EM '—fﬁam.#%#& Pa-Y %7 3 User Program = £ 4% 0@ drig » gk
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® USB HID Boot-Loader:4p i T3, ¢ 7z Microchip Application
Libraries® , ¥ 3 & /% F (http://www.microchip.com/mal)™ 3 -
> AR i * sk & 5 Microchip Application Libraries v2011-06-02 -

® Microchip Application Libraries # g b’L’rjé Microchip=jg * g 5,4
USB, Graphics, TCP/IP, mTouch .

@ EX AL, g bC\RIEBT A2 |\/|ICI‘OChIp Solutions XxXxx g &

USB HID Boot-Loader s 4542 3% £5 250

> C:\Microchip Solutions v2011-06-02\USB\Device - Bootloaders\HID\

TR AT g g * 23 B MCU k7] nUSB HID Boot-loader 4048 o

® i ir 7% ¢ * chBootloader @ mi¥iE A 4 - BEEF aHex £
» .\Labs\PIC18F4550 BootLoader\HID Bootloader PIC18F4550.hex
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® PIC18F4550 1y USB {5l fiz /s RC4 & RC5
® PIC18F4550 1y Pin-18 &y VUSB — ZE/j1—1[& 0.47uF

s
____ @ L _
MCLR/VPR/REZ — [ 1 40 [] =— RE7/KBIZ/PGD MCLRAVPRIREZ —= [ 1 \_J 40 [J =—= RBT/KBI3/PGD
RAQ/AND =—=[]2 39 [] =—= RB&/KBI2Z/PGC RAOD/AND -—s] 2 39 [ =—= RBG/KBI2/PGC
RAT/ANT -—=[]3 38 [] == RBS/KBI/PGM RAT/ANT «—=[]3 38 [ =—= RBS/KBI/PGM
RA2/ANZVREF-ICVREF =—[] 4 37 [ =—= RB4/AN11/KBIO/CSSPP RAZ2/AN2/VREF-ICVREF <-—=[14 37 [J =—= RBA/KBIO/ANT1
RAZAN3VREFL =—=[]5 36 [] =—= RRa/ANgCCPE2 RO RAJAN3NVREF+ == []5 36 [] — RB3ANI/CCP2(T
RA4TOCKICIOUT/RCY =-—=[& 35 [] =—= RE2Z/AN&INT2/VMO RA4TOCKICIOUT =—=[16 35 [1 =—— RBZINT2/ANS
RAS/AN4/SSHLVDINC20UT =—=[] 7 34 [ =— RBUANTOINT1/SCK/SCL  'AN4/SS/HLVDIN/C20UT =—=[] 7 34 [J =—= RBUINT1/ANTO
REO/ANS/CK1SPP =—[] 8 0o 33 [] =— RBO/ANA2ANTO/FLTO/SDISSD REO/RD/ANG =[] 8 o o 33 [J =—= RBO/INTO/FLTO/AN12
REV/ANG/CK2SPP =[5 S a2 [-——Voo REVIWRIANG =——=[9 S &y  32[0<—Voo
RE2/ANT/OESPP —=—[] 10 E i 31 [] =—Vss RE2ICSIANT =—[] 10 i 3 [J =—Vss
Voo o 11 © o 30 [] =— RD7/SPP7/PID VOD —— [ 11 o oo 30 [J =— RD7/PSPT/IP1D
Vas —e[] 12 OO 29 [] =— RD&/SPP&PIC Vs — w[]12 5 5 39 [J =—» RDG/PSPEIPIC
O0SCICLKl —=H12 & o 28 [] =—= RD5/SPPS/P1E OSC1/CLKIRAT == []13 T 28 [] = RDS/PSPS/P1B
OSC2CLKOMRAS =——[] 14 27 [] == RD4/SPP4 OSCUCLKORAS ——w[] 14 27 [ =—= RD4/PSP4
RCOM10SO/T13CKI =[] 15 26 [] =—— RCT/RX/DT/SDO RCOT10SOIT13CK] -—[] 15 26 [ +—= RCT/RX/DT
RC1/TioskiceP2O0OE =——[ 16 25 [] =— RCEMXCK RC1TI0SKCCP2Y - =116 25 [] =—= RCBITX/CK
AC2/CoRHRA = [] 17 ﬁm RC2ICCPUPIA =— =117 24 [] =—» RCEISDO
O 18 2 in RC3/SCK/SCL =—= []18 23 [1 =—= RCA/SDI/SDA
PerSPRT = [ 19 29 [] =— RD3/SPP3 RDO/PSP0 =—a[] 19 29 [ =—= RD3/PSP3
RO1/SPP1 =—=[] 20 21 [] == RD2/SPP2 RD1/PSP1 <= [] 20 21 [ =—= RD2/PSP2
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e APPO0L PR R SR + § & e

® T L # PIC18F4550 #% % + APP001 {5 - ¢2 ¢ * USB HID Bootloader
PR A B it e

LA DSW2 Efif RC3 ~ RC5 J1 EB RC5 (D+) & RC4(D-)

JP5 §34& USB

.........
P ORREEEGEE
'I'.'r

AL LT L

ttttt

BEEE BREE EEES
SEEN EEN EEEE
- ¥

JP14 £HY D+/b- JP13 B1# Pin-18 FREER

©Microchip Technology Incorporated. All Rights Reserved. 2014 EFRBEEE Slide 10




R\ ## » USB HID Boot-Loader

MiCROCHIP .
o ars #2332 PIC18F4550

® - USB Cable ££3] CON5 (USB #£:8p) & &7 b7 % F
® %+ MPLAB IDE T £ # PIC18F4550 =z Target MCU
® ¢ * File->Import # 5 &1 T 4% %=~
® .\Labs\PIC18F4550 BootlLoader\HID Bootloader
PIC18F4550.hex

® £ % PICKit 3 5= Programmer Mode
® K- » crheX ) & 'E4x 3 PIC18F4550
® 7] i USB HID Boot-Loader & #* 3-8 _HID #g % e & > #1714

£ R B 250 ehF K
® i -F ... itFrchfR A 1 s i~ Boot-Loader !

® Sw3 (RA4) 7 MCU Power On P & 4 3% ...
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Regic::neanltzrasining %i )\ ‘_% "\l 5 G UI %i a’\l lé Q"

@ L iz T m}ﬁ%@r F2 -\
® .\Labs\GUI HIDBootLoader\HIDBootL oader.exe

® :& » Boot-Loader 42 5 4 F
® /T SWI(RESET) & SW3 (RA4)
® -Lach SWI1 iz f *cF SW3 |5 UsB Bootloaderv290 S=SEoRC ]
® Device Attached ez & #- | ——
BT AR AT = =
® v g * pt PC GUI

Device Attached.
#- User Program = hex #¥ || [oowereds oo

%0 5483 MCU

Connected
e —

©Microchip Technology Incorporated. All Rights Reserved. 2014 EFRBEEE Slide 12




"X
MQHP

Regional Training
Centers

USB HID Boot-Loader
Configuration Bits 73k T g

® Boot-Loader 7 Configuration 3k % 4
® User Program # Z & ¥ ¢k 2k 2_Configuration Bits !!

5 G\ \main.c* =N EER (5
93 #pragma config PLLDIV 4 ‘f
94 #fpragma config CPUDIV = 0SCl PLL2
95 #ipragma config USBDIV = 2

96 #ipragma config FOSC = HSPLL HS

97 #pragma config FCMEN = OFF

98 #fpragma config IESO = QOFF

99 #pragma config PWRT = OFF

100 #pragma config BOR = ON

101 #pragma config BORV = 3

102 #pragma config VREGEN = ON

103 #pragma config WDT OFF

104 #pragma config WDTES = 32768

105 #pragma config MCLRE ON

106 #pragma config LPT10SC = OFF

107 #pragma config PBADEN = OFF i
e ;
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USB HID Boot-Loader =7 it ez 3% e (548 & &
% MCU e % & 4K Bytes ( 0x0000 ~
OXOFFF)
USB HID Boot-Loader #% ;% & & i& » User
Program » ¢ #4744 < % =4k 0x1000
F] 5 Interrupt Vector =4z ;% i » § d & 847
Flens ol g ¢ ErE 4 - g B 0x0008 £
H_0x0018 k4 i~
Boot Loader Ry E'Jf ﬁa PETE R 0 ¢ ¥F
wE FEEEANES TS oy
— 0x0008 -> 0x1008
— 0x0018 -> 0x1018
Sz User Program £ &g b2 K2 g
AN i A A = FR VA S s TR

PIC18F User Program ;i ®, % 3&

0x0000 —>

0x0008 —>

0x0018 —>

USB HID
Boot-Loader

0x1000 >

User Reset Vector

0x1008 >

High Priority ISR
Jump Point

0x1018 >

Low Priority ISR
Jump Point

User
Application
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Regol Taining it 0x1000 éFpe B 3 50

o startup() = MPLAB C18 fx#* i ‘e f:& » 2k
#1120 A User Program =@ g 0x1000 & = *
_startup() i F 7% & g4 TE

o _startup() A = A7 s T E (S € AT dr A

2 % main()

#pragma code REMAPPED_RESET_VECTOR = 0x1000 €|

@(tern void _startup (void);

ERE User W EN#RHE
void _reset (void) et 0x1000 BAMAHR R
{
_asm goto _startup _endasm
}

#pragma code

/

0x0000 —>

USB HID
Boot-Loader

User Reset Vector

= 0x1000
0x1008 >
0x1018 >

High Priority ISR
Jump Point

Low Priority ISR
Jump Point

User
Application
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0x0000 —>

MICROCHIP
e e ¥ at 0x1008 e ® 5
*+ #CPUW BB ikt k«fr'ﬂ—mﬂ*g&b 5t
OXx0008 & &34 7 ¥ ¥7PRIxA7 3N

Boot-Loader ¢ i& * “goto 0x1008” 45 = #* X
0x1008 3% {7

User Program & ‘g A 0x1008 #-f2 ;% = d E 1t
1 ISR > HighlISR()

@pragma code

REMAPPED_HIGH_INTERRUPT_VECTOR =0x1008

void Remapped_High ISR (void)
{

}

_asm goto HighlSR _endasm

-

K#pragma code /

0x0008 —»

USB HID
Boot-Loader

User Reset Vector

0x1008

High Priority ISR
Jump Point

0x1018 >

Low Priority ISR
Jump Point

User
Application
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e = CPUw® A lﬁi v ‘u’%’i‘— P g Bl T {3 | 0x0000 —>
0x0018 & ¥4 {7 ¢ E«‘rﬂl'izz»ﬁ

 Boot-Loader ¢ i# * “goto 0x1018” 45 % #* 2

0x0008 —>

OX1018 ‘g& f:f 0x0018 —>
e UserProgram & /g A 0x1018 #4738 2 d 2
e ISR - LOW|SR() USB HID

/ \ Boot-Loader
#pragma code T -

User Reset Vector

0xN0 >

REMAPPED_LOW_INTERRUPT VECTOR =0x1018 e Pt
L~ 0x1018

_ _ ] Low Priority ISR
void Remapped Low ISR (void) Jump Point
{

_asm goto LowISR _endasm User
} Application

K#pragma code /
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Microcrie 2 i £2 3% ## & — BOOT_Relocate_ISR.c
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/ extern void _startup (void); \

(" #pragma code REMAPPED_RESET_VECTOR = 0x1000 )

void _reset (void)
{
_asm goto _startup _endasm
U} J
(" #pragma code REMAPPED_HIGH_INTERRUPT VECTOR = 0x1008 )

void Remapped_High_ISR (void)
{
_asm goto HighlISR _endasm
U} J
(" #pragma code REMAPPED_LOW_INTERRUPT_VECTOR = 0x1018

void Remapped_Low_ISR (void)
{
_asm goto LowISR _endasm @
1}
#pragma code
/~ #pragma Interrupt HighISR )
void HighISR()

{

\itpragma code ) HighlISR() & LowlISR ta]

/ #pragma Interruptlow LowISR ) J’XHE Eﬂﬂ*iﬁ ':F' !

void LowlISR()
{ {5
}

Z

\_ \_ #pragma code Y
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o T AR NIEE 5o
— .\Labs\PIC18F4550 BootLoader\
o T_imA2:% L AL% BOOT_Relocate_ISR.c
*BOOT Relocate ISR.c = H jheafd % 4 Z 3 project
- B mEAFAAER - I 2B E XTGP &V
o P E¥rPRAXARNT M E Hede & HIghISR() 2 #_LowlSR ()

e 21/

o » ¥R T x4 P e HIghISR() or LoWISR() & £ st

— Notel : 2 ¥ #7485V g £ & - > Ly SR
— Note2 : & i3 rx ¥ &3\ LALIRE R @ L3\ e L fl— 42ez
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e User Program # # 12 i¢ * 3] MCU % & 74K Bytes
program Memory
— Boot-Loader #% 3% i ¢t % B (0x0000 ~ OXOFFF)

e User Program g & i #<if s 5 B4 1t 4 (Ikr file)

o il ani B By A 5 - rm18f4550 - HID Bootload.lkr
— =% :.\Labs\PIC18F4550 BootLoader\

o i i ﬁ it A% JE 4k 4 ~ MPLAB IDE e1% %
— B & M FRE R4S ¢ &2 Boot-Loader e BT £ &

— Boot-Loader # ¢ A p © g3k - iz User Program ¢ i ;= & ¥
iF (%
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Regional Training /5E fé B ﬁj Ikr % % P\ ?E::
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e 0x0000 ~ OXOFFF =% R #] = Boot-Loader @ 3k = Protected

e 0x1000 ~0x1029 e0% ¥ 5 7 & € ¥ user Program a2 4 % B
M 2k % Protected ( 0x1000 , 0x1008 , 0x1018)
| ¢

' % Ox102A ~ OX7FFF 9% B ¥ ©L p o 2% ¥ 4250

4 )

FILES c018i.0
FILES clib.lib
FILES p18f4550.lib

CODEPAGE NAME=bootloader START=0x0 END=0xFFF PROTECTED
CODEPAGE NAME=vectors START=0x1000 END=0x1029 PROTECTED
CODEPAGE NAME=page START=0x102A END=0x7FFF

CODEPAGE NAME=idlocs START=0x200000 END=0x200007 PROTECTED
CODEPAGE NAME=config START=0x300000 END=0x30000D PROTECTED
CODEPAGE NAME=devid START=0x3FFFFE END=0x3FFFFF PROTECTED
CODEPAGE NAME=eedata START=0xF00000 END=0xFOOOFF PROTECTED

\ J
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2 Lab7 2 € 8:(1)
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e ¥ #7# * Project > Open # # Lab7

.\Labs\Lab7_BootLoader Template\Lab7 BootLoader Template.mcp

e Lab7 & %¥¢ R e F g%k
— Source Code

# | Lab7_BootlLoader Tem... | = || B ||utss|

=1 Lab7_BootLoader_Template.mcp

« Lab7_Bootloader_Template.c =23 Source Files
: L.|t] BOOT Relocate_ISR.c
= = 27/ P o D Sy : - —
517‘ F‘ \?}% #* }é—(ﬁ" *‘E“ ‘—E-'-;‘ L1 v WT . Lab7_Bootoader_Template.c
. . . S | e |:| Header Files
e _ r 2 _ oaR -‘—\—-*‘
PR % %&- ;(\‘ mﬁi Jr\‘ ‘EJ‘ ‘/5‘:2» ...... [:| Object Files
« BOOT Relocate ISRec || =~ (0 tibrary Fies
P , s EI |:| Linker Script
— 12 i g B Bk A [ rm18f4550 - HID Bootload.kr
------ |:| Other Files

» Rm18f4550 — HID Bootloader.lkr

(] Files {?I; 5}‘mbul5|

..........................
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2

e Lab7 Bootloader Template.c sp %
— Bf T B R R P BRI RS BRI b 1 0 A RS
7oA R fr— Benfe st - 4k (2 .. 7 JE 3k 2L Configuration Bits )

# | CARTC\TLS2118\Lab7_BootLoader Template\Lab7_Bootloader Template.c* =0 o=

8 #include <pl8cxxx.h> TI

9 -

10 // {EH BootLoader BFFFEEHIFTE Configuration Bits

11 'y #pragma config OSC=INTIO7, WDT=O0FF, BOREN = ON, BORV = 1, LVP=0F

12 1

13 ##tdefine LED PORT LATD

14 ##define DIR LED PORT TRISD

15 - i

16 [F]wvoid main (void) 3

17 {

18 unsigned Delay Leoop = 0

19 N

20 LED PORT — 0x00 i

21 DIR LED PORT = 0x00

22 -

23 = while (1)

24 I

25 for (Delay Loop = 0 ; Delay Loop < 20000 ; Delay Loop ++)

26 LED PORT ++

27 - | N

28 } =
©Microchip Tec ] [ 4 slide 26
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Lab7 % £ 8:(3)

e &% View ->Program Memory . % Program Memory sp %
— F2NFE ehE R d =gk 0x1000 B 45

— 0x1008 & 0x1018 #:- % # GOTO 1 ¥ ¥TPRF%4%2 ;% chfg ;N 75
o= =

"X
MQHP

Regional Training
Centers

5| Program Memary

©Microchip Technology Incorporated. All Rights Reserved.
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Line Address COpcode Label i
2047 OFFC FFFF NOP
2048 OFFE FFFF NOP
20439 1000 E “reset GOTC _startuf T~
2050 1002 FQos NOP
2051 1004 ool RETURN 0____—
2052 1006 FFFF 0D
2053 1008 EES Remapped High ISE GOTO EEEETEE‘-\\
2054 100R 008 NOP
2055 100C ls) RETURg_g____——*”/
2056 100E FFFF HMOP
2057 1010 FFFF NOP
2058 1012 FFFF NOP
2059 1014 FFFF NOP
2060 1018 NOP
2061 1018 EFo4 Eemapped Low ISE GOTO LowISR
2062 101A F NOP
2063 101C o012 EETUEN O
2064 101E FFFF NOP
2065 1020 FFFF NOP
2066 1022 FFFF NOP
2067 1024 FFFF NOP "
1 | ] 3
| Opcode Hesx | h-'lau:hine| Syrnbolic: |
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M.’;’Z‘?CH.F. HIDBootloader.exe 3% 7(1)
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o Azi;vix % :.\Labs\TLS2118\GUI HIDBootLoader
— 4% A R 5] Device > #1140 % ¢ AT Device not detected ..

A USB Bnc‘tlﬂﬂdervlgll- [-:-“Ehl“ |

File Program Help

w 0 Y

Device not detected . Verify device iz attached and m fiomware npdate mode.

e _ U - . N —

‘ Disconnected
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-4
M.’;’Z‘?CH.F. HIDBootloader.exe 73 i7(2)

Regional Training
Centers

e I T SWI1&SW3 i » L3cd SWI1 £ . SW3
— HIDBootloader #-1 ;p] 3] HID Device T % -+ “Device Ready”

File Program Help

= W

Dervice Sttached.
Connecting. ..
Device Feadyw (0.0045)

Connected
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4
M.’;’Z‘?CH.F. HIDBootloader.exe 3% 7(3)

Regional Training
Centers

* & * File >Import Firmware Image §* » Lab7 7 .hex #
— Lab7_BootLoader Template.hex

File | Program Help '

= ImportFirmware Image Ctrl+0O

1 Lab7_BootLoader_Template.hex
2 Lab% Lab4 . hex |
3 Lab8 Labl. hex

Exit Ctrl+Q

Connected
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M.@cmp HIDBootloader.exe 3% 7 (4)

Regional Training
Centers

1. & * Erase/Program/Verify # i 4= % %4542 ;8 2 MCU
2. i * Reset Device # st 4= % Reset MCU
— %)% RESET i3 # ™ SW3 #7123 {7 User Program

File Program Help (
@(—

Do not wnplug device or disconnect pover wntil the operation is fully -
complete.

7

Reset Device

Erase/Program/Verify

Erazing Device... (no statuz npdate wntl complete, mayr tale several =
secomnd z)
Eraze Complete (1.344%)

Writing Device Program Memorr...
Writing Complete (1.5932)

Verifwine Dewvire's Proeram B e

Connected
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