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Microchip Wi-Fi® Overview

User’s Application

Network Functions

Wi-Fi Functions MCU Peripherals
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Q1. What is your
host controller? Sta nd Alone
. 1 1 1 J
| | | | | |
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Q2. What is your Host *
Operating System?
L I J
v y
Standalone Wi-Fi MCU / Network Controller \ Link Controller )
° Programable Wi-Fi SoC for application development Controlled by MCU over SPI interface Controlled by Linux® based MPU over SPI/ SDIO
° Rich set of peripherals Offloads all Network and Connectivity from MCU Linux driver provided for SAMAS and other MPUs

Full internal OTA support

Network Functions

Wi-Fi Functions

ATWINC15x0 ATWINC3400
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Advanced performance and features

Wi-Fi Functions

ATWILC3000
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20-30 Mbps

El /&3

/

. ﬁ\ MICROCHIP



Module Package:
* 54 pins SMD
e 245x%x20.5x2.5mm
* Single Supply Voltage
*  Operating Voltage: 3.0V to 3.6V
*  Operating Temperature: -40°C to +85 °C

WFI32EO1UE
Block Diagram for 54-Pad Module
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3-d103CEIIM |
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Encryption Engine MIPS uAptiv UP Core
Data Crypto — AES, TDES 200 MHz
Public Key — ECC, ECHD, ECDSA, FPU / DSP / DMA

Curve25519, Ed25519 ICSP / Debug
40 MHz Crystal

Wi-Fi® 1 MB Embedded Flash

802.11
FEM & Antenna blgln 320 KB RAM

N 256 KB SRAM
Matching Circuit
8 w/ Low Power Modes 64 KB Wi-Fi Data Buffer

Die Temp Sensor WWDT / DMT

De-Coupling :
Capacitors Peripherals & Interfaces

8 MHz Internal Osc. Peripheral Trigger Generator

LPRC, REFO USB 2.0 Full Speed

2x12-bit ADC, 1 MSPS, 12 ch. 10/100 Ethernet (RMII, IEEE1588)
* Supports CVD Touch 3xUART/2xSPI/12C/SQl/2xI2S

6x32-bit / 16-bit Timers CAN & CAN-FD

4xCapture/Compare/PWM 37 GPIO
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Build a Secure and Trustful 1oT Connection
Trust&Go Wi-Fi® module: WFI32EQ1PC-I

N
Connection under WPA3
®  More robust password-based authentication
P B Resistant to offline dictionary attacks
& ~ Security standard needed for new Wi-Fi certification
S \_ J
ﬁ |
Trust&Go
Public f—_i Local

module

«-—--—--—--—--—--—--—-»

-

Pre-provisioned Certs for multiple Hardened TLS with Cryptographic key pairs

Clouds

fash amazon | porver Immutable PublicKey ~  |=========-
0 Invisible Private key, Anti-physical Attack

/ Microsoft Google Cloud Platform

\ Azure /

Unique, Verifiable, and Trustable Device Identity

s AS\MicrocHIP
© 2021 Microchip Technology Inc. and its subsidiaries



PIC32MZW1 Workshop

Microchip Technology - GitHub X -+

& C (O @& github.com/MicrochipTech

O Why GitHu Team Enterprise Explore Marketplace Pricing / Signin | Sign up

Microchip Technology

'\\ This is the github source code location for Microchip Technology

@ Chandler, AZ (;9 http://www.microchip.com
Repositories 163 Packages People Projects

Pinned repositories

a aws-iot-insight-on-things-desktop- ] XPRESS-Loader

(] aws-iot-firmware-pic32mz
app This application is designed to act as a fast on-
board programmer for the MPLAB Xpress
Evaluation Board. A serial to USB bridge function

IC32MZ based loT demos are
designed to work with Amazon Web Service's Microchip's "Insight on Things" (IoT) desktop app
AWS IoT platform and Microchip's "Insight on is igned to work with Amazon Web Service'

Things" (loT) desktop application. AWS IoT platform and Microchip's 10T demo's. is simultaneously available.

c w19 %6 @ Jav pt W1 ¥ 2 cC Y2 %19

] Aws-Secure-Insight B mla_usb & mla_fileio

USB stack from the Microchip Libraries for File system library

AWS JIT and Bring your Own Certificate Demo.
Applications

@HTML Yr18 ¥ 10 c w1 c w2 %a

Type ~ Language ~

Top languages

fpga-hls-docs

@ MICROCHIP


https://github.com/MicrochipTech/PIC32MZW1_Workshop

Agenda

* Reference Example Codes

* Develop a Secured Smart Home Application from scratch
* Wi-Fi ® Touch and OLED Display

* Wi-Fi Provisioning over BLE

* Wi-Fi to CAN Bus Bridge

@ MICROCHIP



Agenda elLearning

* Reference Example Codes

* Develop a Secured Smart Home Application from scratch
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Develop a Secured Smart Home Application from scratch

* Make a simple Smart Home device based on WFI32E Curiosity Board

connected to an MQTT Broker.
* The object will be monitored and controlled remotely thru a laptop or a
https://github.com/MicrochipTech/PIC32MZW1_Workshop/tree/master/06_develop

mobile device.

MQTT Client

MQTT Client
/PIC32WFI32E \ / \
Curiosity Board D
Y ST
publish: €25 °c” subscribe topic sensor
publish: “25 °cC*
button temperature sensor subscribe topic actuator
| publish: “LED state”
. . plublish= LED state” .
mobile device
\\\\» On-board LED A’///

0 @ MICROCHIP


https://github.com/MicrochipTech/PIC32MZW1_Workshop/tree/master/06_develop

Develop a Secured Smart Home Application from scratch

B ™|
® E MPLAB X IDE v5.45
‘E’] E m % o6 cl : =l }(_?J [~ & - > v v ag B Pcoxg: @ (@ i Howdol? Qv Search (38+1) o
— pre—
Projects 3 Kit Window ' |[3 Output ' | Start Page ) ER =]

<No Project Open>

PROJECTS

» Open Sample

» Create New

* Import Legacy
» Import Prebuilt

PROGRAMMING
CENTER

Notifications | Search Results €3 |

Recent Projects Microchip Login

# uad_sam_e70_xult_wms8... Password:

ﬁ\ MICROCHIP

LEARN & DISCOVER | MY MPLAB® X IDE | WHAT'S NEW

MY MPLAB® X IDE

Already Registered? New to Microchip?
yFirstProject E-mail Address: Register now to enjoy the benefits of softw

p_client_sam_d21_xpr... i = update alerts and easy software purchasing

licensing and account viewing.

LOGIN Forgot Password?

References & Featured Links

» Errata » Technical Articles and White Papers
» Product Selection Tools » Buy Direct from Microchip
» User Guides » Open Source 4 PIC

” ﬁ\ MICROCHIP



Develop a Secured Smart Home Application from scratch
MQTT Service

« MQTT Service is an Harmony Networking layer which include components such as:
Net Service, Wi-Fi Service, NVM, Core Timer, UART1, Cryptographic, wolfCrypt
Library, Time, Core, FreeRTOS, Console, Command, Debug, PIC32MZW1, Netconfig,
TCPIP Core, BA414E, TCP/IP Application Layer Configuration, Netconfig, IPv4, ARP,
UDP, ICMPv4, Wi-Fi Provisioning Service, Presentation Layer, Paho MQTT Library,...

* Notice that FreeRTOS component has been added
and the Application is configured for FreeRTOS

support. :
:
* The MQTT protocol is based on TCP/IP. : }
802.11

Both the client and the broker need to .
have a TCP/IP stack.

MQTT

> %\ MICROCHIP



Develop a Secured Smart Home Application from scratch

FEES XhE DEAY DS dan

MPLAB X IDE v5.45 - MyFristProject : default

Q~ Search (38+1) Q

 Projects I Files I Services IA(tiveComponents‘

X Zmmm ¢

Configuration Options* Help

..agd Project Graph* ] Pin Diagram DI Pin Table OI Pin Settings Blébsp.h 0
X'EIIIIf-EJW View:

Device Family Pack (DFP)
FreeRTOS
NETCONFIG
NVM
PIC32MZW1
Paho MQTT Library
Presentation Layer(Obsolete)
System
TCP/IP STACK
TCPIP CORE
TIME
UART1
wolfCrypt Library
WIFI PROVISIONING SERVICE
WIFI SERVICE

WIFI PROVISIONING SERVICE |

| WIFI SERVICE
System Component

X

| MyF:

ristProject - Da... I Navigator IAvaiIabIe Compo...

+

Default Board (BSP)
PIC32MZ W1 WFI32IoT BSP
Bootloader
Graphics
Harmony
Drivers
System Services
Input
Libraries
Peripherals
Third Party Libraries
Tools
Touch
Wireless
X2C

Console

PIC32MZ W1 Curiosity BSP |

[0 1. [July 12, 2021] Net Package v3.7.3 Update

[o 2. [July 09, 2021] USB Package v3.8.0 Update

(ﬂ 3. [ulv 07.20211 PIC32CM MCO0O0 Class B packaae v1.0.0 is released

© 2021 Microchip Technology Inc. and its subsidiaries
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Develop a Secured Smart Home Application from scratch

* To share information between MQTT clients over MQTT broker, you need
to provide MQTT topics which is nothing more than a form of addressing.
The MQTT connection is always between one client and the broker. Clients
never connect to each other directly.

Publisher 1

Topic
Object 1

Publisher 2

Publisher
Publishes messages
according to
configured Topics,
containing
application data

Publisher 3
opic
ec

Subscriber

Receives messages
from connected
brokers on the Topics

Subscriber C
Subscribed to
Object 3

Subscriber B
Subscribed to
Object 2

Subscriber A
Subscribed to
Object 1

it subscribes to.

" %\ MICROCHIP



Develop a Secured Smart Home Application from scratch

 First, the client (PIC32MZ W1) sends a CONNECT message to the broker to
Initiate a connection

* The broker responds with a CONNACK message and a status code.

* Once the connection is established, the broker keeps it open until the client
sends a disconnect command or the connection breaks.

MQTT Client

//rPICBZWFI32E ﬁ\\

Curiosity Board

CONNECT

I

CONNACK

—

- @ MICROCHIP



Develop a Secured Smart Home Application from scratch

* The client (PIC32MZ W1) should subscribe to a topic to receive the

command messages that another client sends for changing the state of the
actuator (PIC32MZW1's on-board LED).

* The client (PIC32MZ W1) should publish sensor data to Broker over
another topic. Thus, another client will be able to monitor the data.

MQTT Client

//,PIC32WFI32E ‘\\

Curiosity Board

MQTT Client

//"

laptop

®

mobile device

e

\

%
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Develop a Secured Smart Home Application from scratch

'. & MPLAB X IDE v5.45 - MyFristProject : default
ﬁm%%% hj‘—y@’[&ﬂt 1?:-%;,:default e&]?.%. |>.

Projects ] Files I Services |ActiveComponents' ..agq Project Graph* IPInDilgrlm QI Pin Table DI Pin Settings Olébsp.hﬁ Configuration Options* _
XiZdm=m ¢ X 2Rz =4 =] View:  Root 8 | ==

¥ PC:0x0 ¥ Howdo I? i Q- Search (88+1) [x)

MQTT Service EMQTT Service
Net Service & Basic Configuration
PIC32MZ W1 Curiosity BSP . - — S Broker Name test.mosquitto.org

Q | Net Service | WIFI SERVICE -~
System Component m@? [ WIFI SERVICE | [System @I ii;‘::; :C:,.st 1,883 &
WIFI PROVISIONING SERVICE lientTa
WIFI SERVICE

Network Intferfaces WIFI [S]

[} Advanced Configuration
Enable Auto Reconnect
Enable Clean Sesison
KeepAlive Interval 60 C
El-Extra Credentials
Username
Password
- Last Will and Testament
[# Subscribe Topic

MyFristProject = Da... | Navigator | Available Compo... a

+

DOara SUpport Fackages (b>Fs)
Default Board (BSP)
PIC32MZ W1 WFI32IoT BSP

Bootloader

Graphics

Harmony
Drivers

Input

Libraries

Peripherals

Third Party Libraries Console 8

Tools [0 1. [uly 12, 2021]  Net Package v3.7.3 Update J

Touch
Wireless [o 2. [July 09, 2021] USB Package v3.8.0 Update )

[#-Publish to Topic
- Debug

X2C [@ 3.0u 07. 20211 PIC32CM MCOO Class B packade v1.0.0 is released )
11 |

| |
. ﬁ\ MICROCHIP
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Develop a Secured Smart Home Application from scratch
QoS (Quality of Service) contains 3 levels for the messages emitted:

* QoS 0 guarantees that the message is delivered at most once, or it is not delivered at all.
The sender does not care about the message after broadcasting (fire and forget).

* QoS 1 guarantees that the message is always delivered at least once. If the sender does
not receive an acknowledgement, the message can be sent multiple times.

* QoS 2 guarantees that the message is always delivered exactly once and no messages
are lost. This is ensured by a two-step confirmation with additional messages.

QOS L) PUBLISH
at most once ' PUBLISH
— — Qos 2
« Doesn’t survive failures +1
» Never duplicated PUBREC exactly once
PUBLISH ' « Survives connec tion loss
PUBREL . i
[ Qos 1 . Never duplicated
at least once '
PUBACK PUBCOMP
. survives connec T ———— —
» Can be duplicated

- @ MICROCHIP



Develop a Secured Smart Home Application from scratch

ﬁm%%% hju;))({“'mt ‘ﬁi-i%;,;default e&]?-"@. D~

@ MPLAB X IDE v5.45 - MyFristProject : default

¥ PC:0x0 ¥ HowdoI? Q- Search (38 +1) [x]

— —
Projects | Files | | Active A ﬁ"_"" Project Graph* | Pin Diagram | PinTable (| PinSettings || bsp.h £ Configuration Options* | Help |\ e

XiZdw[=»m ¢ -4 =1L a1 Y KD B3 View:  Root 8 |=®
MQTT Service E-MQTT Service
Net Service = Basic Configuration
PIC32MZ W1 Curiosity BSP . ‘ _ Broker Name test.mosquitto.org
Q _N Servi ~
System Component mmﬂ? [ et Service JR| WiFI SERVICE [System:ICom T Server Port 1,883 2
WIFI PROVISIONING SERVICE E?abi?s
WIFI SERVICE =l
Network Intferfaces WIFI [&]

=1~ Advanced Configuration
Enable Auto Reconnect
Enable Clean Sesison
KeepAlive Interval 60 C
El-Extra Credentials
Username
Password
¥ Last Will and Testament
[} Subscribe Topic

MyFristProject - Da... I Navigator | Available Compo... () Topic Name pic32mz_w1l/actuator
g Qos At least once (1) &
IR B Publish‘ to Topic ‘
Topic Name pic32mz_wl/sensor
Bluetooth QOs At least once (1) &
Board Support Packages (BSPs) .
Default Board (BSP) & Debug
PIC32MZ W1 WFI32IoT BSP
Bootloader
Graphics
Harmony
Drivers
Crypto
EtherCAT Driver =
External Ethernet Controller [o 1. [July 12, 2021] Net Package v3.7.3 Update ]
12C [0 2. [July 09,2021] USB Package v3.8.0 Update )
12C EEPROM
MAC Neivine fﬂ 3. Nulv 07. 20211 PIC32CM MCO00 Class B packaae v1.0.0 is released ]
ay 1:1

. ﬁ\ MICROCHIP
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Develop a Secured Smart Home Application from scratch

E]m%f%bjijgkw(;‘@‘t‘?&%;édefault 0 % % -

MPLAB X IDE v5.45 - MyFristProject : default

v PC Oxg ¥ How do I? Qv Search (38 +1) (x]

Projects QI Files I Services I Active Components* ﬁ tplll Start Page QI Project Graph*

l Pin Diagram OI Pin Table QI Pin Settings...

&4 MyFristProject
Qﬁ Header Files

'E app_mqtt.h

E‘l app_sensor.h

(&) config

default
bsp
®

'E"] config.h
@ configuration.h
i@ crypto
E] definitions.h
@ device.h
@] device_cache.h
driver
@ FreeRTOSConfig.h
'E] interrupts.h
ﬁ library
(5 net_pres
@ osal

peripheral

MyFristProject - Da... | Navigator |Available Compo...

4

Graphics
Harmony
Input
Libraries
Peripherals
ADCHS
CAN
12C
ICAP
OCMP
POWER
RCON
RNG
RTCC

cDT

X Gmmmm4e =) View:  Root

WIFI PROVISIONING SERVICE PIC32MZ W1 Curiosity BSP
MQTT Service WIFI SERVICE \
System Component

Console

Configuration Oprons | e [

[o 1. [July 12,2021] Net Package v3.7.3 Update

[o 2. [July 09, 2021] USB Package v3.8.0 Update

(ﬂ 3. [ulv 07. 20211 PIC32CM MCOO Class B packaae v1.0.0 is released

| AN

Checking for external changes

© 2021 Microchip Technology Inc. and its subsidiaries
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Develop a Secured Smart Home Application from scratch
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MPLAB X IDE v5.45 - MyFristProject : default

P) [P 5EHPcode) default @] |Z;;, ':B“ = %- |> -

- ¥ PC:Ox0 ¥ Howdol?

Qv Search (%8+1) (x]

- ;
ST configuration oprions [ Welp |

— —
Projects "Dl Files | Services | Active Components ...ndovl@ Output OI Start Page E’-' Project Graph | Pin Diagram DI Pin Table...
=} GlgyFristProject | <4 Configuration Loading Error MyFristProject (Clean, Build, ..) & [=1] [+
Header Files e e g ey e s oo S Lo X N
& app_mqtt.h "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g —-X C —C —-mproces Voltage Reference Input Selection bits Extemnal AVD
| app_sensor.h "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C —-C -mproces ‘Fractional Data Output Format bit Integer
"/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C -C -mproces ~Stop in Idle Mode bit Continue modt
[ FreeRTOS "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C —C —-mproces E--Module Configuration
[[§ paho.mqtt.embedded-c "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X € —C -mproces '
wolferypt "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C —-C -mproces Dedicated ADC Modules
[ Important Files "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C —-C —-mproces [=~Shared ADC Module
e Flas ::;2ppt%ca?ons;m%croc:%p;xc:g;v;.:iig%n;xcgg—gcc: -g -X € —C —mproces £ Shared Module 7
(3 so Fil pplications/microchip/xc32/v2. in/xc32-gcc -g -x ¢ -c -mproces | ]
%u;ce Ir:sttc "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -x ¢ -C -mproces Name CHANNEL 7
= app_se?ls;)rc "/Applications/microchip/xc32/v2.41/bin/xc32-gcc"  -g —-x € -C -mproces Shared ADC Clock Divider bits 1
cz:f;g - "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X € —-C —mproces ADC?7 Clock (Tadc) (nano sec) 20
"/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X ¢ -Cc —-mproces | & . ;
Fre.eRTOS "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g =X C -C -mproces Sample Time forthé Shared ADC bits - 2
] main.c "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -x ¢ -c -mproces | 7 Shared ADC Resolution bits 12 bits (d:
paho.mqtt.embedded-c "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -x ¢ -c -mproces | - ADC7 Conversion Rate (ksps) 2,941.1765
wolfcrypt "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X € —C —mproces E-CLASS 2 Input AN1
& Libraries "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g —-X C —C —-mproces ] )
[ Loadables "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -x ¢ -C -mproces Select Trigger Source No Trigger
"/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C —C —-mproces ~Select AN1 for Input Scan
MyFristProject - Da... | Navigator | Available Compo... "/Appl%cat%ons/m%c FOCh]:'p/XC32/V2'41/b%n/XC32_gcc" —g —X € —C —mproces - CLASS 2 Input AN2
"/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g —-X C —C —mproces ~Select Tri s No Trigger
=+ "/Applications/microchip/xc32/v2.41/bin/xc32-gcc" -g -X C —-C —-mproces CIECE. INGGEr20URCE 99
CAN "/Applications/microchip/xc32/v2.41/bin/xc32-gcc"  -c -mprocessor=32MZI Select AN2 for Input Scan
"/Applications/microchip/xc32/v2.41/bin/xc32-gcc"  -mprocessor=32MZ102: £ CLASS 2 Input AN3
12C /Appllcatlons/mlcrochlp/xc32/v2.41/b1n /xc32-bin2hex dlst/default/pr'“odl -Select Trigger Source No Trigger
ICAP build/default/production/_ext/1664057780/asn.o:/Users/mac/HarmonyProjeci
make[2]: Leaving directory '/Users/mac/HarmonyProjects/MyProject_1/firmy “Select AN3 for Input Scan
OCMP make[1]: Leaving directory '/Users/mac/HarmonyProjects/MyProject_1/firmv =~ CLASS 2 Input AN4
POWER . Select Trigger Source No Trigger
RCON BUILD SUCCESSFUL (total time: 1m 21s) . 4
Loading code from /Users/mac/HarmonyProjects/MyProject_1/firmware/MyFrizs SelectiAd:for InputiScan
RNG Program loaded with pack,PIC32MZ-W_DFP,1.4.193,Microchip ECLASS 2 Input ANS
RTCC Loading completed ~Select Trigger Source No Trigger
SPI ~Select AN5 for Input Scan
SQI 4
TSR Notifications | Search Results Console |News
TMR2 [o 1. [July 12, 2021] Net Package v3.7.3 Update
TMR4 [0 2. [July 09, 2021] USB Package v3.8.0 Update
TMR5
TNMDC WMMMMMJLMEW
L Checking for external changes Suspended = | )] kgl \ |
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Develop a Secured Smart Home Application from scratch

* The project is using FreeRTOS library to create application threads
& intercommunicate between application threads.

* Allows the individual task to be assigned a priority
* Interrupts support the best real-time response latency

RTOS Application

Thread \ Z g

RTOS \iﬂiddleware
Thread @

Driver

&

- %\ MICROCHIP



Develop a Secured Smart Home Application from scratch

* The System task routine then calls the RTOS scheduler, thereafter all RTOS threads will
be managed by the scheduler and the SYS_Tasks function will not return.

 MHC also generates the individual daemon threads that will run the MPLAB Harmony
libraries and the application tasks (_ APP_SENSOR_Tasks and _APP_MQTT_Tasks).

I tasks.c |

initialization.c
void SYS_lInitialize ( void* data) Sensor Thread

H {
| main.c | Initialize System, Clock, BSP,
int main ( void ) PLIB, Drivers, Threads Data
{ ) while(1) app_sensor.c
SYS_Initialize ( NULL );

{
while ( true) APP_SENSOR_Tasks() ; sep VOid APP_SENSOR_Tasks()

{ I tasks.c | {
} SYS_Tasks (); ——) V0id SYS_Tasks ( void ) } }
{
) return ( EXIT_FAILURE ); Create Middleware Threads ...
Create APP_SENSOR_THREAD

Create APP_MQTT_THREAD | tasks.c |

Start FreeRTOS Scheduler

} MQTT Thread

while(1) app_mqtt.c
{

void APP_MQTT_Tasks()
APP_MQTT_Tasks(); e— {

} )

- %\ MICROCHIP



Develop a Secured Smart Home Application from scratch

* The main.c file calls the SYS_Tasks() routine, which create the sensor and
MQTT threads and makes a call to FreeRTOS API vTaskStartScheduler() to

start the scheduler.

tasks.c

void _APP_SENSOR Tasks( void *pvParameters )
{
while (1)
{

APP_SENSOR Tas
vTaskDelay (50 /

()7
ortTICK PERIOD MS);

void _APP_MQTT Tasks( void vParameters )

APP MQTT Tasks();
vTaskDelay (50 / portT PYRIOD MS);
}

}

Thread Functions
void SYS_Tasks ( void )

{

xTaskCreate ( (TaskFunctT £ APP SENSOR Tasks,

xTaskCreate ( (TaskFunction | :APP_MQTT_Tasks,

vTaskStartScheduler(); /¥ This functio ever returns. *
}

[ FreeRTOS Specific ]

", 1024, NULL, 1, &xAPP MQTT Tasks);

, 1024, NULL, 1, &xAPP SENSOR Tasks);

” @ MICROCHIP



Develop a Secured Smart Home Application from scratch

 The MPLAB® Harmony components configured for MQTT and RTOS

based application and you are ready to begin developing your application
logic of two independent Application Tasks.

e _APP_SENSOR_Tasks
e _APP_MQTT Tasks
* pusblishing data to temperature topic
e subscribing to actuator topic and control the on-board LEDs

 The application is already developed and is available in

the files:

°* app_sensor.c,
* app_sensor.h,
 app_maqtt.c,

* app_maqtt.h . ﬁ\ MICROCHIP



Develop a Secured Smart Home Application from scratch

MPLAB X IDE v5.45

‘ec e
‘F_—,E %:' \‘7 . default @ &] Bﬁ”vc\}::‘v D-%ﬂ- 'ﬁ.,!;w'

Projects | Files I Services
] MyFirstProject Source History
() Header Files
E} app_maqtt.h
T app_sensor.h
ﬁ config
[{F FreeRTOS *
ﬁ paho.mqtt.embedded-c
(5] wolferypt
ﬁ‘ Important Files
[T Linker Files
EE] Source Files
] app_mgqtt.c
=

ﬁ config

{5 FreeRTOS
main.c
5] paho.mqtt.embedded-c
wolfcrypt
@ Libraries
(& Loadables

Qy~ Search (8+1) (%}

=1 | KitWindow ‘LTJ Output I Start Page |@bsp.h

B REBR-8-- Q75T

[
fa

MyFirstProject - Dashboard Navigator £
Z Please Wait...

Notifications | Search Results

Suspended = | @) il INS |

- ﬁ\ MICROCHIP

Checking for external changes



Develop a Secured Smart Home Application from scratch

MPLAB X IDE v5.45

default @ '}"_;] Bﬁ“' Dgfj" D - %' agm' |‘§j>' C:0x0 & (@ Howdol?

‘e0 e
EaEan S
Projects | Files I Services

Kit Window ‘E Output [ Start Page ||absp.h X |Eapp_sensor.h X |Eapp_sensor.c

[Zd MyFirstProject
(62 Header Files
'?‘j app_mgqtt.h
& app_sensor.h

@ config

{5 FreeRTOS

[EF] wolferypt
ﬁ‘ Important Files
[T Linker Files
[;_-ﬁ Source Files
app_sensor.c

ﬁ config

{5 FreeRTOS

main.c

wolfcrypt

[ﬁ paho.mqtt.embedded-c

5] paho.mqtt.embedded-c

Source | | History | ) -E- QRS RGP R e
float ambientTemp = (mVolts - 500);
ambientTemp /= 10.0;
app_sensorData.temp = ambientTemp;

adcAccumulateNum = 0;
adcCountAccumulate = 0;
SYS_CONSOLE_PRINT(" [app_sensor_thread] Temp=%0.1f\r\n", app_sensorData.temp);

XQueueSend (queueHandle, &app_sensorData.temp, (TickType_t) 0);
}

app_sensorData.adcReady = false;

Qv Search (3 +1) (%]
ENEN B3

H

@ Libraries
& Loadables app_sensorData.state = APP_SENSOR_STATE_MONITOR_SWITCH;
break ;
MyFirstProject - Dashboard Navigator £
E Please Wait...
default:
{i
break;
Notifications | Search Results =
L Checking for external changes Suspended = | ) 211:9 INS B

. ﬁ\ MICROCHIP



Develop a Secured Smart Home Application from scratch

MQTT Client MQTT Client

/ PIC32WFI32E \ /
Curiosity Board D

publish: “25 °c” subscribe topic sensor
sie : /,/J
— |
. laptop
publish: “25 °cC*

button temperature sensor subscribe topic actuator @
B,

\

[ y publish: “LED state”

“I' ‘I', pui Tl 165 shefe  —
On-board LED /

mobile device

e o

JSON Payload

{"green_led":{"state":1}, "red led":{"state":1}}

- @ MICROCHIP



Develop a Secured Smart Home Application from scratch

(i

File Edit

Lapp_mgtt] MgttCallback{>: Published Msg{131>
‘[app_sensor_thread]l Temp=42.2
[app_sensor_thread]l Temp=42.2

[app_mgtt] MgttCallback{(>: Published Msg{132>
[app_sensor_threadl]l Temp=42.2
[app_sensor_thread]l Temp=42.2

[app_mgtt] MgttCallback(>: Published Msg{133>
[app_sensor_thread] Temp=42.3
[app_sensor_threadl]l Temp=42.3

[app_mgtt] MgttCallback(>: Published Msg{(134>
[app_sensor_thread]l Temp=42.3

[app_mgtt] MgttCallback{(>: Published Msg{135>
[app_sensor_threadl]l Temp=42.3
[app_sensor_thread]l Temp=42.3

[app_mgtt] MgttCallback(>: Published Msg{136>
[app_sensor_threadl]l Temp=42.2
[app_sensor_threadl]l Temp=42.2

Connect

Name Default
Host test.mosquitto.org
Port 1883
Username
Password

TLS/SSL

Add to favorites

to

to

to

Messages

{"green_led" :{“state":O},F
{"state":0}}

{"green_led":{"state":0}, "red_led":

" . . .
{"green_led":{"state":1}, "red_led":;
WEoPC
FCC 10 20DHKWFBE01
1 20266-WF301

2050\ ce

o
2
ot
oty
uUs
(&)
[

Mil

1

L,
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Agenda elLearning

* Reference Example Codes

* Wi-Fi ® Touch and OLED Display
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Wi-Fi Touch and OLED Display

* Sample application showcasing Wi-Fi

connectivity, Capacitive Touch and OLED

Display control.

* The application acts as a TCP Server to

which a TCP Client can connect and
visualize QT7 Touch Xpro data.

* The Touch data are also printed on an

OLED Display.

o
o
4
<
-
a
~
2
o

u
g
e

P ©

FRRFRRETTT

. 04-11134-R3.0
BLLLLLIIALE G
O, B

...............

7 ¥
s OLED W click =
e
-. (7% ! MicrocHie
= 4 'Q.-Curiosny 1,
e Revaw e L T

..

.:'.-'-? S's:.;‘ o
(& 7 AR
https://github.com/MicrochipTech/PIC32MZW1 Workshop/t
ree/master/07 projects#wi-fi-touch-and-oled-display
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https://github.com/MicrochipTech/PIC32MZW1_Workshop/tree/master/07_projects

Wi-Fi Touch and OLED Display
Touch example with CVD and QT7 Xpro

* Basic CVD provides a touch interface
based on self capacitance touch sensing.

* The ADC module embedded in the
PIC32MZ-W1 device supports CVD
feature by using the shared ADC core to
perform a modified scan of all 2" and
3" class channels.

. @ MICROCHIP



Wi-Fi Touch and OLED Display
Touch example with CVD and QT7 Xpro

* One of the slider sensor line (Y-line2) is connected to U202 and the line is loaded with
10k (R220) resistor. You could remove R220 to not interfere the measurement of the

slider sensor.

JP204 C201

Shunt 2.54mm 1x2]

J205
HDR-2.54 Male 1x2

GND

4 ot
¥ FAULT EN ¢

MIC2005Axxx5

JSB Device Mode(Default
JSB Host Mode

2

VBUSON/CVDI1/CVDRI1/CVDT6/AN1/RPBI1 ¢

R2

GND

- ﬁ\ MICROCHIP



Wi-Fi Touch and OLED Display
Touch example with CVD and QT7 Xpro

Header Pin
1 ID - -

& 2 touch buttons.

2 GND - -

3 Y-LINE-5 Driven shield RB6 (X1 in MHC)

4 Y-LINE-1 Button 1 Sensor RA14 (button 0/Y14 in MHC)

5 LEDO LED for Slider RB12 (LED_SLIDER_6 in MHC)

6 LED6 LED for Button 1 RK6 (LED_BUTTON_1 in MHC)

7 Y-LINE-2 Slider Sensor RB8 (slider 0/channel 4/Y8 in MHC)

8 Y-LINE-3 Slider Sensor sR:aere(gs\lchiltehr‘?!;hszgrijr/)\(ls T WIS,
9 Y-LINE-4 Slider Sensor RA10 (slider O/channel 2/Y17 in MHC)
10 Y-LINE-O Button 2 Sensor RB2 (button 1/Y2 in MHC)

» @ MICROCHIP



Wi-Fi Touch and OLED Display
Touch example with CVD and QT7 Xpro

QT7 Xpro Description WFI32E01 Module Pin
Header Pin

e QT7 uses one slider
& 2 touch buttons.

12
13
14
15
16
17
18
19
20

LED7
LED1
NC
NC
LED2
LED3
LED4
LEDS
GND
VCC

LED for Button 2
LED for Slider

LED for Slider
LED for Slider
LED for Slider
LED for Slider

RAS5 (LED_BUTTON_2)
RA4 (LED SLIDER_5)

RB7 (LED_SLIDER_4)
RK5 (LED_SLIDER_2)
RK4 (LED_SLIDER_3)
RA11 (LED_SLIDER_1)

. @ MICROCHIP



Wi-Fi Touch and OLED Display
Touch example with CVD and QT7 Xpro

File Edit View Navigate Source Refactor Production Debug Team Tools Window Help Q-
o % - )-R-B. - @ & S roog) Hvion

Projects x| Files = || StartPage x| MPLABX Store x |G|

MICROCHIP

LEARN & DISCOVER | MY MPLAB® X IDE | WHAT'S NEW

PROJECTS MY MPLAB® X IDE

# Open Sample

» Create New

® Import Legacy Recent Projects Microchip Login

® Import Prebuilt

<No Project Opens

Already Registered? New to Microchip?
E-rmadl Addsess: Register now to enjoy the benefits of

purchasing, licensing and account viewing

Output x =
Configuration Loading Eror x  Configuration Loading Messsge x

<no recent project>

info: Configuration "default” will build with toolehain “YC32 v2,00" at "C:\Program Files\Mioxochiphxe32\v3.01\bin". A
warnirg: Configuration "default” btuilds with "X(32 v2.00, but indicates vo toolchain directory.

info: Configuration "default” will build with toolchain "NC32 v3.01" at "C:\Program Files'Microchiphxc32\w3.011bin".

warnirg: Configuration "default” builds with "X(32 v2.00, but indicates o toolchain directory.

info: Configuration "default” will build with toolchain “NC32 v3.01" at "C:\Program Files'Microchiphxc32ivw3.01%bin".

@
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Wi-Fi Touch and OLED Display
Touch example with CVD and QT7 Xpro

’ I

g Apsoﬂ-ng-""
-
-

=IO

.....

ATTTE TR

—_
pa—
-—
—
-
—
-_—
-
. »
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Wi-Fi Touch and OLED Display
Touch example with QT7 Xpro & OLED W Click

 The OLED W click carries a 96 x 39px white monochrome

passive matrix OLED display. To drive the display, OLED W
click features an SSD1306 controller.

* In this demo, the OLED W click communicates with the M=l

© @

WFI32 MCU through SPI lines.

| ERRRRRRTIS

. 04-11134-R3.0
ELLLLLL D JE: G
v I
e »

[S=0 S a0ea]

= (1 7! Microcrip
= V"% Curiosity -
o MmO weoas
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https://www.mikroe.com/oled-w-click
https://www.mikroe.com/oled-w-click
https://www.solomon-systech.com/en/product/display-ic/oled-driver-controller/ssd1306/
https://www.mikroe.com/oled-w-click

Wi-Fi Touch and OLED Display
Touch example with QT7 Xpro & OLED W Click

e SPI2 for OLED W click
interface

e Touch Library using ADCHS
and TMR2 components

* Wi-Fi Service, Wi-Fi
provisioning and Net services

| kit window xI StartPage x @ appc x f Project Graph® 1

e

X CTRERE 4| &

NVM
Peripheral Library
MEMORY

CORE TIMER
Peripheral Library
R
=

UART1

Peripheral Library

UART
_ 1TB_WOLFCRYPT

TIME
System Service

© Core Service

SY5_TIME ©

TMR

COMMAND
System Service
© Core Service
SYS_COMMAND ©

SYS_CONSOLE

System Service
© Core Service

Instances —— = —+
instance 0

UART
TCPIP CORE
TCP/1P Library

Cryptographic (Crypto) Library
LIB_CRYPTO ©

BA414E
DRV_BA414E
/ O NETCONFIG

© SYS_TIME
TCPIP_CORE ©
SYS_CONSOLE

Device Family Pack (DFP)

PI(BMZWI
© LIB_CRYPTO
© S8YS_DEBUG
WDRV_PIC32MZW1 ©

DRV_BA414E FreeRTOS

Third Party Library
RTOS ©

MAC
MAC

Presentation Layer(Obsolete)
net_pres ©

_Configuration et Service
==

NETCONFIG
TCP/IP Library
NETCONFIG ©

Instances —=—+
Instance 0

= net Service
Supported Interfaces |WIFI_ONLY v
@ Debug = x| StertPage x[E|appc x| ProjectGraph*
E+Instance 0 FRE e "@'
Intf WIFI v W1 Quriosity BSP |
Ip Protocol TCP v
Mode SERVER v
Enable Auto Connect
Enable TLS O
Server Port 555513
Host Name/ IP Address |192.168.1.1
Instance 1 O

© 2021 Microchip Technology Inc. and its subsidiaries

\

C ion Options® | Help | =
E®
E-SPI2
wolfCrypt Library Enable Interrrupts ?
O SYS_TIME Master Mode Enable bit Master mode v |
& Core Service Clock Polarity Select bit Idle state for dockis aloy
DRV_BA414E SPI Clock Edge Select bit Serial output data change
1TR ZLIB SPI Data Input Sample Phase bit (Master mode) Input data
~Master Mode Slave Select Enable bit  Slave select SP supporte
Data Width 8-bit v
DEBUG Master Clock Enable bit PBCLK3 is used t?ylhe Bau
System Service TCP/IP STACK Baud Rate in Hz 10000005
O Core Service ~Dummy Data Ox|FF B
SYS_DEBUG © ***SPI Mode 0 Selected***
SYS_CONSOLE
Core
Harmony Core Service
< RTOS
Core Service ©
SPI2
Peripheral Library
OLED W Click
[(DPE [« Options* | Help

Touch Library
HOVD
TMR

Capacitive Touch

=R

WIFI PROVISIONING SERVICE
WIFI SERVICE |

Net Service

Wi-Fi

= WIFI SERVICE

- Device Mode
STA Mode
AP Mode
Advanced Configuration

. ﬁ\ MICROCHIP



Wi-Fi Touch and OLED Display
Touch example with QT7 Xpro & OLED W Click

) (e 1))

TCP Server IP

Disconnect
TCP Server Port

QT7 Xpro Simulator

IS 04-11134R3.0 (7

-Open,

autne p
WPA2/WPA3) ,6-WPA3
TCPIP Stack Not UP
n j TCP Service Initialized Successfully
Mnection iest.,  IP address obtained = 192.168.1.66
i ’ Gateway IP address = 192.168.1.1
Received a connection
cpServCallback(): Status UP

NELR

MicRocHIR. |
CU y 4

20 ﬁ\ MICROCHIP



Agenda elLearning

* Reference Example Codes

* Wi-Fi Provisioning over BLE
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Wi-Fi Provisioning over BLE

e Attach external BLE device to WFI32E
Curiosity board and enable Wi-Fi g LLLLLLL
communication and configuration over e Tl T L f g oo @
BLE. | E

* Watch the video and see how to enable
Wi-Fi provisioning over BLE with
WFI32E Curiosity board

1 {miR2 ¢

ot
v
L]

nnnnnn

CROCHIP. /- =&

https://github.com/MicrochipTech/PIC32MZW1_Worksho
p/tree/master/07_projects#twi-fi-provisioning-over-ble

" ﬁ\ MICROCHIP


https://github.com/MicrochipTech/PIC32MZW1_Workshop/tree/master/07_projects

Wi-Fi Provisioning over BLE
Generate QR code for Wi-Fi provisioning

* A QR code is used in the demo to provision the Wi-Fi configuration over BLE.
* Frame Format: &wifiprov|<ssid>|<authtype>|<password>&
* Where & is used to indicate the start and the end of the frame.
wifiprov is required and used as a command keyword.
| is required and used as a separator.

+ <ssid> is the name of the router / network. it
 Auth type represents the security type:
- OPEN mode; WPAWPA2 (Mixed) mode; WPA2 mode | =™ eeseace et AR e

« WPA2WPA3 (Mixed) mode; WPA3 mode
* password is not required in Open mode
e e.g.: &wifiprov|DEMO_AP|3|password&
* Create your own QR code from:
https://www.the-grcode-generator.com/

© 2021 Microchip Technology Inc. and its subsidiaries

5
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https://www.the-qrcode-generator.com/

Wi-Fi Provisioning over BLE
Download from PIC32MZW1 Workshop
* Go to PIC32MZW1_Workshop/07 projects/resources/software/

* Download ble_provisioning.zip
* Build and program the code
* Open Tera Term to observe console logs

Application Sta rts in AP mOde TCP/IP Stack: Initialization Started

TCP/IP Stack: Initialization Ended - success
mode=1 (0-STA,1-AP) saveConfig=1

AP Configuration :

channel=1

ssidVisibility=1

ssid=DEMO_AP_SOFTAP

passphase=password

authentication type=4 (1-Open,2-WEP,3-Mixed mode(WPA/WPA2),4-WPA2,5-Mixed mode(WPA2/WPA3),6-WPA3)
PIC32MZW1 AP Mode IP Address: 192.168.1.1
[APP_BLE] Init.

[APP_BLE] Configuration done.
Open Microchip Bluetooth Data App
— Select BLE UART and BM70
— Connect to your device WFI32_xxxx
- Select Transparent
— Frame format for Wi-Fi provisioning over BLE:
&wifiprov|<ssid>|<authtype>|<password>&
1: Open, 3: WPAWPA2, 4: WPA2, 5: WPA2WPA3, 6: WPA3
e.g. &wifiprov|DEMO_AP|3|password&

" %\ MICROCHIP



Wi-Fi Provisioning over BLE

* Scan the QR code from the smartphone
e Copy your own Wi-Fi provisioning frame
* Open Microchip Bluetooth Data App

* Select BLE UART then BM70

INRRRERER: o
210,0.0.0..0,0,0H

Microchip Bluetooth Data

BM70/BM71 BM78/BM6X
BLE UART BLE UART
BLE UART BLE Sensor BM70 BM78

BLE UART

Coming soon

BLE Provisioning BLE Smart

MBD Version: 2.4.0

4 ﬁ\ MICROCHIP



Wi-Fi Provisioning over BLE

* Connect and select your WFI32_xxxx device
* [APP_BLE] Connected
* Select Transparent option

* [APP_BLE] Transparent stream opened L

[TV] Samsung 6 Series (43)
LED-4-01-00000000

WFI32_327F

DEVICE RECORD:

WFI32_B1B0 Delete
nnnnnnnn - a2R5-AN87-2A0N-AFA7AENNCANA
WFI32_327F Delete
33333333 -358A-89D7-0B16-678109A2A2A0
VICTIT DIVIOO IVIOT NLV 1.O.2 Delete
ssssssssssssssssssssssssssssssssssss
SAMR34_DB0OD Delete
55555555 -8770-49ED-9227-6EC6858AEBAT
Scanning...

BM70/BM71 BLE UART 2.4.0, library 1.7, Feb 12021

[ Cancel IJUID Settmgﬂ

i %\ MICROCHIP



Wi-Fi Provisioning over BLE

* Paste (or enter the data manually) and send the Wi-Fi provisioning frame
* Application restarts in STA mode using the new Wi-Fi configuration
* Application gets and IP address from the network

[APP_BLE] Frame received

SSID: DEMO_AP - AUTH: 3 - PASS: password

Wi-Fi Configuration done.dTCP/IP Stack: Initialization Started
TCP/IP Stack: Initialization Ended - success

mode=0 (@-STA,1-AP) saveConfig=1

STA Configuration :
channel=0
autoConnect=1

ssid=DEMO_AP

passphase=password

authentication type=3 (1-Open,2-WEP,3-Mixed mode(WPA/WPA2),4-WPA2,5-Mixed mode(WPA2/WPA3),6-WPA3)
[APP_BLE] Init.

[APP_BLE] Configuration done.

&uwifiprovDEMO_AP|3[passwordg| Open Microchip Bluetooth Data App

— Select BLE UART and BM70
Raw Timer Echo — Connect to your device WFI32_xxxx
— Select Transparent

(Upisplay Data R C e
— Frame format for Wi-Fi provisioning over BLE:
&wifiprov|<ssid>|<authtype>|<password>&
e 1: Open, 3: WPAWPA2, 4: WPA2, 5: WPA2WPA3, 6: WPA3
e.g. &wifiprov|DEMO_AP |3 |password&
a z e r t y u i o p

Trying to connect to SSID : DEMO_AP
STA Connection failed.

Trying to connect to SSID : DEMO_AP
& w x ¢ v bon o0& STA Connection failed.

123 & ¢ espace IP address obtained = 192.168.1.149

— —

. ﬁ\ MICROCHIP



Wi-Fi Provisioning over BLE
Demo
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* Reference Example Codes

* Wi-Fi to CAN Bus Bridge
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Wi-Fi to CAN Bus Bridge
Review APP-Nano-C21-D21-TW of eLearning Classes

e CAN BUSELEE & Harmony — SRFE s# 7

e CAN BUSE:RE & Harmony ({8 FHATSAMC21) — B kmzE#E

e ATSAMC21G17A-101 FR=&Microchip{# FJAPP-Nano-C21-D21-TW /i3 ([l 1H Fi A7 2 B L 241 ~ 6
https://youtu.be/z3wg40jWOVs PR s LT

........

CAN BUSE& & Harmony CAN Busgﬁ & Harmony = ATSAMC21G17A-101——3B ATSAMC21G17A 101——§R
({EEIATSAMC21) - BES... tmnsean #EMicrochip{EFAPP-Nano... #EMicrochip{EHAPP Nano...

%\ MicrROCHIP . elLearning g\ MiCROCHIP

#74: 11 AMCPS800:3 [¥Sensor Ty
ALY
OLEDT f

ATSAMC21G17A 101——§R ATSAMC21G17A 101——¢8 ATSAMC21G17A 101——3E ATSAMC21G17A 101——}8
#E Microchip{#RAPP Nano... ZEMicrochip{#HAPP Nano... #EMicrochipfEHAPP Nano... #E Microchip{#RAPP Nano...

- %\ MICROCHIP


https://youtu.be/z3wg4OjW0Vs

Wi-Fi to CAN Bus Bridge

Application & System Block Diagram

CAN Tran.
ATAF o1

P =95.10 kPa
H =58.90 %RH

CAN Tran.
A. 6561

S\ MicrocHip

Humidity GeRH)

Sensor
BME280

P =95.10 kPa
H =58.90 %RH

Wi-Fi

WFI32E01

51
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Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Environment Setup

* Visit
https://github.com/MicrochipTech/PIC32MZW1_Workshop/tree/m
aster/03_setup

* Follow the instructions to setup the PIC32MZW1 curiosity board
and setup your development environment.

* Please install MPLAB® X IDE v5.45 or above, otherwise you might

not able to open MPLAB® Harmony 3 Configurator in
PIC32MZW1_Curiosity_OOB.

- ﬁ\ MICROCHIP


https://github.com/MicrochipTech/PIC32MZW1_Workshop/tree/master/03_setup

Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Environment Setup

 Download PIC32MZW1_Curiosity _OOB Example
 Visit https://github.com/MicrochipTech/PIC32MZW1 Curiosity OOB

¥ master ~ P 2 branches 7 tags Go to file

B3 Clone ®

HTTPS GitHub CLI

Vysakh Pillai Upgrade to latest H3 version ..

B doc Create .dummy https://github.com/MicrochipTech/PIC32 C]
BB resources/media Upgrade to latest H3 version Use Git or checkout with SVN using the web URL.
src/firmware Upgrade to latest H3 version

) Open with GitHub Desktop
[y .gitignore update U2TX PPS for v2.3 boards
[ README.md Upgrade to latest H3 version [}) Download ZIP
Y fagq.md Update faq.md 4 months ago

- ﬁ\ MICROCHIP
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https://github.com/MicrochipTech/PIC32MZW1_Curiosity_OOB

Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Environment Setup

* Open the project by MPLAB X IDE v5.45 or above

* The project is located at

...\PIC32MZW1_Curiosity_OOB-master\src\firmware\PIC32MZW1_Curiosity OOB.X

B3 MPLAB X IDE v5.45 - PIC32MZW1_Curiosity_OOB : pic32mz_w1_curiosity X
Flle Edit View Navigate Source Refactor Production Debug Team Tools Window Help
e = Teemm]
c SRT B D - BR - oo < 0| 8 g
S @ | fpcamwiarosty o] B F - B - D @_ ‘Z_}_ Q B s &S pe:0o) & 2@ Howdor
Projects x| Files | | StartPage x| MPLABX Store x| Ejmainc x| () app_wific x| )app wifih x| (] x| @appc x| Emattsppc x @O
&8 BNl aricdty. 000 S | nsoy MR B-8-|AISFBE(P & B om|aJEE ®
{i§ importantFiles 28| T a itions.n" Y e " o
Unker Files 22
(6@ sourceFiles o
a00e a0
|- app_commands.c 32
1@ app_control.c = st i3
@) app_wific Eh
L asone 35
@@ config - )
- FreerTOS 2 e
[ maine 3
) matt_sopc 39 int main ( void )
@) msd_appc 40/ B
a Initialize
a2 SYs_Initialize (
a3 s "TERM_RESET"\r\n", APP_}
o @ a r\n, :
(@ Loadables 43
16
a7
8 1 £ a1l poll = 1
43
50 )
| 32MZW1_Curiosity_00B - Dashboard x | Navigator | st
|2 [7g PicaaMzw1_Curiosity_008 ||| 52 Executi 1 e here duri; Tmal operati
| 9g Project Type: Application - Configuration: pic32mz_w1_curic| 53
@ | g pevee e
| @ PICIMZI025W 104132 = L
" % Checksum: Blark, no code loaded -
I €8 CRC32: 0358880 =
@ | @ Pads e
& PICIMZAW DFP (13.177) 2
T XC32 (v2.41) [C:\Program Files\WMicrochip\ec32\v2.41\bin. €0
Y Production Image: Optimization: gec 02g++ 01 61
%’ Device support information: PIC32MZ-W_DFP (13.177) 62
-G Memory v
59 Data 285,720 (0x46000) bytes > x
2%
Data Used: 69,396 (Ox10F 14) Free: 217,324 (G508 Output x | w
- Program 1,098,576 (0x100000) bytes
7%
Program Used: 774,492 (BD15C) Free: 274,084 (0x
54§ Debug Tool
© Picts: BUR132283425
-k Debug Resources
) Program B Used: 0 Free: 8
O Data B Used: 0 Free: 4
5 Data Capture BP: No Support
O_Unlimited B9 (SW): No Suooort ~
< >
11 |ms
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Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Harmony 3 Configurator

 Add I12C and CAN interfaces

(] Available Components =B (] Project Graph

+ XICRERE4$| &

Board Support Packages (BSPs) 2

 Harmony
= Drivers S

Cryptographic Accelerators
- External Ethernet Controller
I2C EEPRS
MAC Driver
MEMORY
MIIM Driver
PHY Driver
SDCARD
SPI EEPROM

CORE TIMER
Peripheral Library

R

(] Available Components

4

#- Board Support Packages (BSPs)
@ Harmony

@ Libraries

= Peripherals

ey CAN
' 8 CAN1 ———
esentation Layer

i . IngNz net_pres ©
: vie l Instance 0
5 NVM
= OCMP
i ROCON

© 2021 Microchip Technology Inc. and its subsidiaries

System Service
O Core Service
SYS_TIME ©

TMR2

TCP/IP STACK

Core
Harmony Core Service
<& RTOS
SYS_CONSOLE .
Core Service ©
Trust&Go

TNGTLS & TNGLORA Certificates
O CA_LIB

MEMORY
Driver

O Core Service

Instances - = —+

Driver
O Core Service
SPI

MEMORY 9

Peripheral Library

Peripheral Library
SPI

View: |Root v

Core
Crypto Authentication Library
< RTOS

FreeRTOS
Third Party Library

RTOS © CA_LIB ©

LIB_WOLFCRYPT

USB Full Speed Driver
O Core Service
DRV_USB ©

USB Device Layer
O DRV_USB
USB_DEVICE ©

MSD Function Driver
& USB_DEVICE

ADCHS
Peripheral Library

ADC
Instances

Instance 0
DRV_MEDIA

USB_DEVICE_MSD ?

FILE SYSTEM
System Service

-+

12C
Driver

O Core Service

12C1
Peripheral Library

Instances -—=—+
Instance 0
I2C

DRV_I2C
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Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Harmony 3 Configurator

e Change 12C1 Baud Rate (Hz) to 100,000 and set 12C1 pins

(] Configuration Options =B
=] [#
=-12C1

----- Operating Mode Master

----- Disable Slew Rate Control O

~SMBus Input Levels O

Stop in Idle Mode bit

12C Baud Rate (Hz)

SDA Hold Time
~Include Force Write 12C Function(Master Made Only - Ignore NACK from Slave) [

old time on SDA after the falling

(] PinTable
f MPLAB Harmony Configurator - pic32mz_w1_¢ package: |DQFN o B -
(] = o | w| ol o
. B e A o~ < ~ (=2 = = o o - o =y =4 =4
File Generate Tools Utilities Window AR I L AR A A A A A R A A A
) > Clock Configuration Module Function A15|A16|A17| A18| A19] A20| A21| A22| A23| A24| A25| A26 | A27| 4B14|B15 |B16 B17
DMA Configuration scL1
121
(] Awilable Co EVIC Configuration  ? | (oD SDA1
- SN <
- Pin Conﬁguratlon [ro— (] PinDiagram | (] PinTable | (] Pin Settings
= Peripherals
&
+ ADCHS R
E}..
i CAN Package: DQFN v S
k= CAN1 g:uuuuggémgm:‘gggg
: clw|lzlz|lz|lz|l2|l2|ls|lZ|8|&d|d||lz|h|lz|x
i - CAN2 Module Function A15|A16|A17| A18| A19| A20| A21| A22| A23| A24| A25| A26 | A27| A| B14|B15 B16 [B17
. IZC 2¢ 1 el
H 12C2 (12c_ID_1) DAL
<
(] PinDiagram | (7] PinTable | (] Pin Settings
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Wi-Fi to CAN Bus Bridge

PIC32WFI32E Curiosity Board - Harmony 3 Configurator

* Change CAN1 Baudrate Prescaler to 9 and set CAN1 pins

(] Configuration Options
=l

=& E

&

EHCAN1

- CAN Operation Mode | SetNormal Operation mode
- Interrupt Mode O

-1-Bit Timing Calculation

- Clock Frequency 100,000,000 7
E;}-»Nominal Bit Timing

- Bit Rate (Kbps)

~-Sample Point %

~-Baudrate Prescaler
~~Propagation Segment Time (ns)
#-Total Time Quanta (TQ)
~Synchronization Jump Width (TQ)
~Time Quanta (ns)

- Calculated Bit Rate (Kbps)

- Errar %

--Sample of the CAN Bus Line bit
+-FIFO Configuration

#-Filter Configuration

H-Acceptance Mask Configuration

~Timestamp Enable O

P

- Automatic Nominal Bit Timing Calculation [

500 -2
T 5A
LB

—

102
L =
200.000 “
- 502
0000

Bus line is sampled once at the sample g

2 MPLAB Harmony Configurator - pic32mz_w1_c
File Generate Tools Utilities Window

} P Clock Configuration
DMA Configuration
(] Available Co EVIC Configuration ! |
+ Pin Configuration
= Peripherals
= ADCHS
 ~CAN1
CAN2
o 7. .
| /(] PinTable
Package: DQFN v wlle gl %I L'.:) ol =
Bloly(y|g|8|8|Z[5(8
Module Function AS1|A52| AS3| AS4| ASS|B37 |B38 (B39 | B40 | B4t
CAN1 CRX
(CAN_ID_1) e
| (] Pin Table
: |2
Package: DQFN v =l g §| gl E o3
clB|e[e|2|G|8|Z[E)3
Module Function AS1|A52| AS3| As4| AS5|B37 | B38 | B39 | B40 | B41
CAN1 CRX
(CAN_ID_1) —
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Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Harmony 3 Configurator

* Generate Code

* Please make sure to Generate Code whenever you do any modification, otherwise,
the code will not be generated!

3 MPLAB Harmony Configurator - pic32mz_w1,

File Generate Too

- ﬁ\ MICROCHIP



Wi-Fi to CAN Bus Bridge
PIC32WFI32E Curiosity Board - Add Application Code

3 MPLAB X IDE v5.45 - PIC32MZW1_Curiosity_OOB : pic32mz_w1_curiosity
File Edit View Navigate Source Refactor Production Debug Team Iools Window Help

PEES D E o BT H DR Q60 e @ D ool o 8 rovsr

& | Projects x| Files | =1 | [ app_control.c x
G PIC32MZW1_Curiosity_O0B e .
l|= % PG Source | vistory 1@ - B - | Q5 B ! EETCREITY ®
2 (@ HeaderFiles = 7
L ]
8 & mportant Files 447 [J void APP_CONTROL Tasks(void) { -
s (@) Linker Files i
’ 448 uint32_t status = 0;
S (&) SourceFiles ;
2 W woc 449 uintlé_t tempValue = 0;
§ 1) app_commands.c 450 uint®_t rx_message[8];
3, 1 control 451 t rx_messagelD = 0;
E ) app_wifi.c 452 _t rx_messagelength = 0;
S 3 asone 453 ffuintd_t 9
config o &
o 454 CAN_MSG TTRIBUTE msghttr = CAN_MSG_RX_DATA_FRAME;
8 {3 FreerTOS i
§. 8 mainc 455 static int counter = 0;
2 & matt_app.c 456
® &) msd_app.c 457 WDT_Clear();
= (& paho.mattembedded-c 458 switch (app_controlData.state) {
wolferypt 459 case APP_CONTROL_STATE_INIT:
8 wolfssl
g 460 {
= (@ Libraries 8 i
& & v 461 ADCHS_CallbackRegis ter(ADCHS_CHIS, ADC_ResultHandler, (uintptr_t) NULL);
oadables
= 462 TIR3_Start(); /*TIRS is for ADC tri
463
464 RTCC_CallbackRegister(RTCC_Callback, (uintptr_t) NULL);
465 setup_rtce();
466 indicator_on();
467
468 /* Open driver instance */
469 appData.drvI2CHandle = DRV_I2C_Open( DRV_IZC_INDEX_0, DRV_IO_INTENT_READVRITE);
470
471 OLED_Init();
472 OLED_CLS();
473
474 app_controlData.state = APP_CONTROL_STATE_MONITOR_CONNECTION;
475 break;
476 }
47 case APP_CONTROL_STATE_MONITOR_CONNECTION:
478 { &
b3 x
Output x| CallStack | =
D)3 Configuration Loading Error x ~ Atmel-ICE x = PIC32MZW1_Curiosity_OOB (Clean, Build, ...) x
BUILD SUKESSAL (total time: Im 195) o
Loadivg osde from C:/Charl ey/Microchip/ Trainings/ 20210531_WFI32_S8MC21 /Demo_O0B_CANAFI32_CHN e 0L _Clriosity.| t (SN _Curiosi ty_00B. X/di st/ pi 32 wl y ionPICIREIN_Curiosi ty_O0B.X production. hex. ..
Progran loaded with pack,PICZAE-IFP,1.3.177 Microchip
Loadivg ocpleted
v
é >

@) 11 | NS
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Wi-Fi to CAN Bus Bridge
SAMC21 Nano Board - Environment Setup

* Select: ATSAMC21G17A

¥4 MPLAB X IDE v5.45 - PIC32MZW1_Curiosity_OOB : pic32mz_w1_curiosit
File Edit View Navigate Source Refactor Praduction Dehiin Team

a New Project... ﬂ 8 New Project X
E] NewFile... Steps Configuration Settings
Open Project... 1 1. Choose Project

Open Recent Project 2. Framework Selection Name: default

3. Project Settings
Import 4. Configuration Settings
Device Family: All | TargetDevice: v
Close Project (PIC32MZW1_Curiosity
Close Other Projects Device Filter:

Close All Projects

Open File...

Show Visual Help
Open Recent File

Project Groups...
Project Properties (PIC32MZW1_Cur|

Save
Save As...

Save All

Page Setup...
Print...
Printto HTML...

Exit |

< Back Next > Cancel Help
- @Mlcnocmp

© 2021 Microchip Technology Inc. and its subsidiaries



Wi-Fi to CAN Bus Bridge
SAMC21 Nano Board - Harmony 3 Configurator

 Add I12C, UART, and CAN interfaces

(] Available Components =
+ (] Project Graph

N CAN | X ERERE |
8 CANO
ol
CCL i i

DAC
DIVAS
DSU
EIC
FREQM
) CANO

RSTC Peripheral Library
RTC

SDADC NVMCTRL SERCOM?2

-~ SERCOM Peripheral Library Peripheral Library

MEMORY

-~ SERCOM1 SPI

: UART

J - SERCOM3

- SERCOM4
- SERCOMS5

SERCOMO

SUPC Peripheral Library STDIO
TC UART < B, UART
TEE

@ Third Party Libraries
YLl

ireless v

o ﬁ\ MICROCHIP
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Wi-Fi to CAN Bus Bridge
SAMC21 Nano Board - Harmony 3 Configurator

* Change SERCOM2 to 12C Master, and set SERCOMO, SERCOM2, and CANO pins

(] ’PlnSemnﬁ '
* PA8 & PA9 are SERCOMO e B —————e
L e =0 o PinID Custom Name Function Mode Direction latch  PulUp Pull Down Drive Strength
S 1 PAGD Available o| bigitsl | HighImpedance v | Low O O |[nNormar
* PA12 & PA13 are SERCOM?2  |-=eon = = T EmEr T
3 PAD2 Available +| Digita | HighImpedance ~| Low O O |nNormaL
=-Select SERCOM Operation Mode P PAD3 Awilsle || Digtl || tighimpedance | O O |[normaL ~
Transfer Speed Mode A A A A 8 GNDANA Digital High Impedance Low NORMAL
H : . 6 VDDANA Digital High Impedance Low NORMAL
® PA24 & PAZ 5 a re ( A N O ~~Enable operation in Standby mode [] 7 PB08 Available v| Digital | HighImpedance | Low O O |[normar
~~5DA Hold Time 50-100ns hold time  ~ 8 PB09 Avilable | Digital | HighImpedance | Low [m] O |norma +
i X EEEEEE—— ) PAD4 Available +| Digita | HighImpedance v | Low [m] O |nNormaL
{ ‘12C Speed in KHz 10 PADS Avalable | Digital | HighImpedance v | Low [m] O |normaL +
- 12C Trise in hano seconds 1 PADG Available v | Digital | HighImpedance v | Low O [0 |nNORMAL
H . n 2 HighImpedance | Low [m] O |nNormaL ~
‘Enable 10-bit Addressing = e — ] O T
14 High Impedance nja [m] O |nNormaL
15 High Impedance v |  Low O O NORMAL v
16 PALL Available +| Digita | HighImpedance ~| Low O O |nNormaL
17 VDDIO Digital High Impedance Low NORMAL
18 GNDIO Digital || High Impedance Low NORMAL
-~ . : ; S ; < S
2. MPLAB Harmony Configurator - pic32mz_w1_c L ik e EESENN| Hichmpedance v |EENS g 0O jee
High Impedance v | Low O O NORMAL v
File Generate Tools Utilities Window Figh Impedance nla O O |norwa +
High Impedance nfa [m] O |nNormaL ~
) > Clock Configuration ¥ ghimpedonce v| ow | [0 | [ |nowm v
2 . . - Available Digts | HighImpedance v | Low [m] O |nNormaL
DMA Configuration | PALS Aailable < | Digital || HighImpedance v || Low ] O | normaL ~
i - PA17 Availabl v Digital High Im| v w NORMAL v
(] Available Co EVIC Configuration | @ i ol o himpeioree || Lo O O
PAIS Available +| Digita | HighImpedance ~| Low [m] O |nNormaL
+ Pin Conﬁguration PA19 Available v | Digital | HighImpedance v | Low O [0 | NORMAL +
; — 2 PAZ0 Available +| Digita | HighImpedance v | Low [m] O |nNormaL
(= Pe ripherals 30 PA2L Mailable | Digital | HighImpedance v | Low O O [normaL ~
H 31 PA22 Available v Digital High Impedance v Low O O NORMAL v
ADCHS High Impedance v | Low O (] NORMAL v
i Figh Impedance na ] O |NorMAL ~
= CAN High Impedance nfa [m] O |nNormaL
A S [ ——" Low NORMAL
C AN 1 36 VDDIO Digital || High Impedance Low NORMAL
H 37 PB22 Available +| Digitsl | HighImpedance v | Low [m] O |nNormaL
CAN 2 E PB23 Available | Diital | HighImpedance v | Low [m] O |normar
3 PA27 Available | Digitsl | HighImpedance v | Low O O |nNormaL
& IZC 40 RESET_N Digital || High Impedance Low NORMAL
i a1 PAZS Available | Digitsh | HighImpedance v | Low [m] O |[normar +
IZCZ P GNDIO Digital | High Low NORMAL
(] PinDiagram | (] PinTable | (] PinSettings
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Wi-Fi to CAN Bus Bridge
SAMC21 Nano Board - Harmony 3 Configurator

* Generate Code

* Please make sure to Generate Code whenever you do any modification, otherwise,
the code will not be generated!

3 MPLAB Harmony Configurator - pic32mz_w1,

File Generate Toob—Uﬂhﬂ“—\Madeu—,"' ;
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Wi-Fi to CAN Bus Bridge
SAMC21 Nano Board - Add Application Code

¥4 MPLAB X IDE v5.45 - can_demo_sam_c21n_xpro : sam_c21n_xpro - X
File Edit View Navigate Source Refactor Production Debug Team Tools Window Help Q- Search (Ctrl+])

FEAES DE o BT B D-T-T-QB-[TEEGE © bood @ 8 hovwr
& [ Projects x| Files | @ | [Emainc x| [(DIEE
T e e source | sty MR E-B-ATCTFRBRIPS D 2|0 5|l a0 ®
‘Zf‘ Important Files 2y *d
y 201 int main ( void )
g 202 B ¢
% 203 uint32_t status = 0;
g 204 uint16_t bitMask = 0x00FF;
L & braries 205 uintd_t rx_message[8], t 81;
¢ @& Loadables lnfot mxd ze[8], tx_message[8];
8| EBP!C32MZW1_Cunosuty_OOB 206 uint32_t rx_messagelD = 0, tx_messagelD = 123;
= 207 uintd_t rx_messagelength = 0;
5 208 CAN_MSG_RY_FRAME_ATTRIEUTE msgFrameAttr = CAN_MSG_RY_DATA_FRAME;
‘é 209 nint32_t getDataDelay = 0, resetDelay = 0;
2 210 CALIBR_BME280_STATES calibStage = CALIBR_BME280_T_P_WRITE;
® 211 nint_t tempWrite = 0, writeStage = 0;
= 212 int tempTemp = 0, tempPress = 0, tempHunmid = 0;
§ 213
2 214 appData.state = APP_BME280_STATE_INIT;
% 215
216 /* Initialize all modules */
217 SYS_Initialize ( NULL );
218
219 SERCOM2_I2C_CallbackRegister(i2cEventHandler, 0);
220
221 {* Set Message RAM Configuration */
222 CAND_MessageRAMConfigSet(Can0MessageRAN);
223
224 while ( true )
225 {
226 /* Check the application's current state, */
227 switch{appData.state)
228 {
229 case APP_BME2B0_STATE_INIT:
230 {
231 /* Open 12C driver instance */
232 appData.state = APP_BME280_STATE_READY WAIT; 5
> x
Output x| Call stack | =]
Configuration Loading Error x ~ Atmel-ICE x
Loadivg seript file C:\Program FilesiMicrochip\WPLAEX\vS. 45\ packs\Mi crochip|S4MC21_TFPA3.4. 78 same21h . \seripts\dap_oortex-nlplus. py ~
v
@) 11 | NS
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Wi-Fi to CAN Bus Bridge

Demo

 Follow the instructions in

You can get the results below:

@ MICROCHIP aws

S S S S S S —

Y COM26 - Tera Term VT - O X

Temperature (C) Pressure (kPa) Elle Edlt §etup antrol ﬂindow ﬂelp

0 : Cloud config clientID "094c?724421818774426eab3ceab32Baad21£f2409"
Found valid MQTT config

. Device SerialNumber is :

% CPIP Stack Not UP

- ; APP_UWIFI: SSID is charleylin

APP_WIFI: Connecting to Wi-Fi

emperature 25.18 C Pressure 112.15 kPa Humidity
15 emperature 25.15 C Pressure 112.28 kPa Humidity
emperature 25.13 C Pressure 112.39 kPa Humidity
APP_WIFI :

emperature = 25.685 C Pressure = 112.83 kPa Humidity =

gttCallback(>: MQTT Connected

gttCallback(>: Subscribed to Topic ’Saws/things/094c?724421818774426eab3ceab32Ba

7 d21f2409/shadow/update/#’

emperature = 25.02 Pressure
emperature 25.02 Pressure
emperature 25.01 Pressure
emperature 24.97 Pressure
emperature 24.96 Pressure
emperature 24.99 Pressure
emperature 25.08 Pressure
emperature 25.16 Pressure

54.86 “RH
55.808 %RH
55.83 “RH
55.88 %RH
55.16 %RH
55.34 %RH
55.14 “RH
54.86 %RH

112.96 kPa Humidity
112.97 kPa Humidity
113.83 kPa Humidity
113.24 kPa Humidity
113.29 kPa Humidity
113.13 kPa Humidity
112.66 kPa Humidity
112.24 kPa Humidit

@ MICROCHIP


https://github.com/MicrochipTech/PIC32MZW1_Curiosity_OOB

Wi-Fi to CAN Bus Bridge

Demo
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MICROCHIP

UNIVERSITY

Microchip has been delivering superior
learning for our clients over the last 23
years at our annual-users’ conference. Our
goal for the new online Microchip
University Program is to provide you with
all the same information you need to
design robust embedded control systems
with Microchip solutions.

All Microchip University courses are being
offered for free at this time.

= KE

All Courses
Shows a listing of all courses
currently available

New Courses

This group will highlight our
newest courses,

Development Tools and
Compilers

This group of classes will help
you get up to speed on the
MPLAB® X IDE and build a
solid foundation with C
programming and understand
the nuances of the C
compilers

Software Frameworks
This group of classes will help
you with software framework
tools such as the MPLAB Code
Configurator (MCC) and
Harmony.

Embedded System
Design

This category includes general
system design classes on
topics such as hardware
design, Core Independent
Peripherals (CIPs),
bootloaders, clocking and
timing, signal integrity and
PCB design

Programmable Logic,
FPGAs and SOC

This group will cover our FPGA
and other programmable logic
devices as well as SOC
products.

Embedded Linux

This group of classes will take
you all the way through the
steps of setting up a Linux
development computer,
nterfacing to sensors,
creating graphics and on to
building your own software
distribution.

Safety and Security

Classes on Functional Safety
topics as well as Security,
Secure Boot and Trust
Platform Devices

Interface

This group of classes covers
topics on low-speed serial
communication such as 12C,
SPl and RS-232 as well as
automotive/industrial
communication protocols
such as CAN and LIN

Connectivity

Courses in this group cover
Networking, USB and
Bluetooth

10T (Internet of Things)

Wireless communication and
other topics related to
building networks to control
multiple devices

Analog and Sensors

Courses on analog design,
simulation and interfacing to
sensors

Motor Control

These courses cover a broad
range of motor control topics

Power Management

Courses ower supplies,

rsion, batteries

power c

and battery charging.

© 2021 Microchip Technology Inc. and its subsidiaries
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WO Microchip - Chinese [Traditional]
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Switch-Node Layout $SD1306 GDDRAMI LA [
§ ” % Lea A8\ MicrocHe ! ng A5\ MicrocHip ke A A5\ Microcrip

#4 MCPIB00; L% Sensor
RU/S: I (FEIATSAMC21GI7A IR M
LA CANI 82 s oL
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elLearning

Wi-Fi® SoC Module WFI32E01
2FHPIEAR  Thank you!

- ﬁ\ MICROCHIP



