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Agenda

* TA100 Introduction 10:00~11:00
* Labl — Create TA100 project on dsPIC33CH
* Lab2 — Installing Trust Anchor MCC SW Module
* Lab3 — Generate dsPIC33 code base using MCC Melody
* Lab4 — Try running TA100 Make sure HW/SW are all good

* Lab5 —Try your 1t TA100 function m» Everyone should get different result per TA100

* TA100 Handles introduction 11:00~11:30
* Lab6 — Provision TA100 Provision could only be processed 1 time
* Asymmetric Authentication 1:30~2:30

* Lab7 — ECDSA Sign & Verify using TA100 (extra Practice)
* Lab8 — Read out Device Certificate (extra Practice)
* Hash Function 2:30~4:00
* Lab9-1 — Calculate digest using Online SHA384
* Lab9-2 — Calculate Device Certificate TBS digest (extra Practice)
* Lab9-3 — Calculate SHA384 using dsPIC33CK
* Lab10 - Verify Device Certificate (extra Practice)
A\ MicrocHIP



Hands-on materials preparation

Pre-Work
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TA100 Hands-on Lab

Documentation

 Documents and tools are available ONLY UNDER NDA
* Under MyMicrochip for MCHP and for Customers

* TA100 Datasheet
* TA100 Programming Specification

PRODUCT ADD MORE PRODUCTS CATEGORY .

TA100 Documentation - Under NDA - Trade Secret SDE Product
TA100-CAL CryptoAuthLib - Under NDA-Trade Secret ka SDE Product
TA100-DEVSUITE Software Tool Suite - Under NDA-Trade Secret Ka SDE Product
TA100-TCSM TPDS configurator - Under NDA - Trade Secret la SDE Product

Microchip Proprietary and STRICTLY Confidential ® MlCROCHlp



Download Documents from MyMicrochip SDE
NDA required

Take Your C Programming to the Next Level With our®
Free Courses 7

Secure Documents Access

If you would like access Secure documents from Micrachip, select the toggle button below. An MDA may be r

RN Click on the link [l here to get more information that would guide you through the process.

woo BB

Get Desien Heln Fvents Document lihrarv Micrachin Universitv

c\ MICROCHIP

R

Y o,

Durchaca Dradiirte Rlnc

You already have an active subscription for Secure Documents

Our Team

& MyAccount v =)

@ MICROCH'P All v Enter keyword, item, model or part #

Hir Roy Yen PRODUCTS SOLUTIONS TOOLS AND RESOURCES SUPPORT EDUCATION
Sien | Microchip
‘gn’n My Products
Email Address* My Profile @ Roy 0

roy.yen@microchip.com

e Filters

Registered Develogment Tools

My Preferences

Change E-mail Address

Password

My Documents

PRODUCT CATEGORY

Forgot password?

O Remember e My Tools AT975C3205-12C-DS NA
Change Password
My Trainings
) ) AT975C3205-SPI-DS N.A
Opt out of myMicrochip Account
Order History
) ATECC108A Datasheet - Under NDA - Trade Secret N.A
New ta Micrachip? Register for an account Log Out

My Support
View Microchip’s Privacy Policies ATECCS08A Datasheet - Under NDA - Trade Secret

Website Terms & Conditions
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TA100 Hands-on Lab
HW Tools (RTC provides)

* TA100 - TA100T-Y240C2X01-00B-VAO

* |2C communication

* Socket Board - AC164167

* TA100 8-PIN SOIC CRYPTOAUTOMOTIVE(TM) SOCKET BOARD

e Host MCU board — APP ALL MCU board

https://www.microchip.com.tw/uploads/tad_uploader/tmp/288/APP_All_MCU_2023 Dev_Resource.pdf
* dsPIC33CH256MP505 + SNAP

* or Pickit5
https://www.microchip.com/en-us/development-tool/PG164150

Microchip Proprietary and STRICTLY Confidential


https://www.microchip.com.tw/uploads/tad_uploader/tmp/288/APP_All_MCU_2023_Dev_Resource.pdf
https://www.microchip.com/en-us/development-tool/PG164150

E{ MPLAB X IDE v6.20 - TAOO : default ] X
- File Edit View Navigate Source Refactor Production Debug Team JTools Window Help |Qv Search (Ctl+T)
Eﬂm% D €0 [detout v Ig_?l"@' b3 "'L'\ES osbwbdadenovze - Howdol? vy

Projects Files l[‘lus [Rmuumrl\‘lan‘.mrrmﬂl M-+ x" = H.dow‘ Start Page ![E]msmc x| [ mainh | 1) talib,_statosh % | 1) taib_definesh | Dulder E_"@@
1 S °E % Show system firmware connections
ools (Please insta e —
¥ Libraries = lecons =
¥ Crypto Authentication Library = ®
. Dnveo € Crypto Authentication Library e 1 i : g
¥ UART Hardware Initializers:
* MPLABX IDE V6.20 ||==zs
Crypto
Device Resources |QContentManager [# Auﬁifﬁc;cm -
i i H ¥ Libraries 3 [#] System Firmware
*  https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide | **o = @ oo ' B e e
[tl Tmfllh?:lcﬂﬂf s
@0 S can-e ry

. XC 1 6 VZ 1 0 ' "‘;30*‘*:‘:;:'0:1[ Calculate Cert T--- | Pin Package View |;;
[ @ [7g TAOD
g; .s.t’BPmiect Type: Application - Configuration: default MlCROCHlP JJ TS o T
‘TJ Device dsPIC33CH256MP505 it
* https://www.microchip.com/en-us/tools-resources/develop/mplab-xc- IR S 5 e
com pilers / xcl6 @ u i«ggkfkcn:nxnmsur- Search Results | Ouput | Notifications [MCC] | Pin Ginid View x =
| gk dsPIC33CH-MP_DFP (1.15.378) Package: TQFP48 v Pin No: 8 | 9 | 'IO| 11 ‘ 12|21 ‘ 22 | 25 ‘ 26 | 27 ‘ 33 | 34| 35 | 36 | 37 | 45
. Cr toa uthlib Bcﬁgﬂiﬂﬁﬁiéﬂ Modul Fi D 0 |m:“3 410123456 :0'“: 9|10
IR T 16 (v2.10) [C:\Progrem Files\Microchiphee 162,10 ule unction irection
r f r t L Z i % Production - Optumization: gee
YP (refer to Lab2) IS St VR R OO0A00A00a0E
- U1IRX input -
* https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-

9A718BFFC502-en-US-16/index.htmI?GUID-B480ADA4F-5342-4143-B7D9-
76EED89D6045

 RealTerm or TeraTerm
* Crypto Helper

Tools Share

You could download them here!
Password: MCHP Microchip Proprietary and STRICTLY Confidential @MICROCHIP

© 2024 Microchip Technology Inc. and its subsidiaries


https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc16
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc16
https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-76EED89D6045
https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-76EED89D6045
https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-76EED89D6045
https://microchiptechnology-my.sharepoint.com/:f:/g/personal/roy_yen_microchip_com/EjFHloV3JwZJt2XJQahimvsB4xnGvkcJpucxFFHBQXqTpQ?e=gNBGcs

TA100 Hands-on Lab
TA100 lib for MCC download

@Mlcnocmp A .

PRODUCTS SOLUTIONS

o -
Profile: 30% | Edit
. My Resources N

&  MyProducts

© My Documents >
B My Tools >
&3 My Trainings >

Enter keyword, item, model or part #

TOOLS AND RESOURCES

My Products

SUPPORT

n 2 My Account v E’GW.OU

EDUCATION ABOUT ORDER NOW

Feb 27, 2024

To add Frequency and Timing products, please use Frequency and Timing Systems (FTS) > Manage Alerts and to add secure products,
please use Secure Documents > Manage Alerts

a Filters

PRODUCT Al VIORE PRODUCTS

TA-Lib-MCC la

Search

TA-Lib|

PCN DATE SUBSCRIBED ACTIONS

A
rows per page: 15 1-1 of 1 <
TA-Lib-MCC Feb 27, 2024
Documents
Search
a Filters Filter by Name / Category
TITLE CATEGORY 4 VERSION . ISSUE DATE »
TA Library for MCC - [1.48 MB] (4 Software 1.20 Sep 01, 2023
TA Library for MCC - [1.00 MB] (£ Software 1.1.0 Jun 16, 2023

rows per page: 15 1-2o0f2 £ n >

Microchip Proprietary and STRICTLY Confidential
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Copy TA100 lib Files to folder
TA100 lib for MCC AR (C) > ®AE > Roy > mcc > libraries > @mchp-mec >

sw-talib-mcc 456291 > SW-TALIB-MCC > i N HE - — e . .
2% N B EE Eoht
- _ wdt-16bit-driver 2023/7/7 £F 09:43 EBE=ErE
= Copy to = uart-driver 2023/7/7 £ 0943  BEERK
__ trust-anchor-library » _ trust-anchor-library 2024/2/27 FF 03:35 BEERT
D catalog.json __ timer 2023/7/7 £ 0943 TEEER R
__ spi-host-driver 2023/7/7 £F 09:43 BEERE

" spi-client-driver 2023/7/7 £ 09:43 EEERRT

T () > #BHE > Roy > .mcc > libraries >

W N#EFr =#@m e
=1 el HEA b =pit Fo
[ catalogjson 2024/2/27 £4 09:35  JSON = 1KB
D Harmony3Library_v1.5.1.mc3lib 2024/2/9 T+ 07:26 MC3LIE 82 1,402 KB
D README.md 2024/2/9 T 07:36 MD B 1 KE
D melDd}r—E.E.S.mCElib 2024/2/6 FF 11:17 MC3LIB 82 18,207 KB

LICENSE 2024/2/6 FF 11:17 MM 2 KB




TA100 Hands-on Lab (option)
TA100 lib for Harmony download

@ MICRDCHIP All v Enter keyword, item, model or part # n 2 My Account v Qo $0.00
PRODUCTS SOLUTIONS TOOLS AND RESOURCES SUPPORT EDUCATION ABOUT ORDER NOW
My Products Feb 29, 2

o .
Profile: 30% | Edit

To add Frequency and Timing products, please use Frequency and Timing Systems (FTS) > Manage Alerts and to add secure products,
please use Secure Documents > Manage Alerts

My Resources AN
a Search
Filters
& My Products > TA100-CAL
& My Documents > PRODUCT CATEGORY « PCN DATE SUBSCRIBED ACTIONS
8 MyTools > TA100-CAL CryptoAuthLib - Under NDA-Trade Secret b SDE Product A
EEI My Trainings > rows per page: 15 1-1of1 < n >

TA100-CAL CryptoAuthLib - Under NDA-Trade Secret Feb 29, 2024
Documents
—
Search
e Filters Filter by Name / Category
TITLE CATEGORY . VERSION 4 ISSUE DATE .
TA101/TA100 CryptoAuthLib V3.7.3 - Under NDA - Trade Secret - [7.27 MB] [4 Software 373 Feb 01, 2024

Microchip Proprietary and STRICTLY Confidential ® MlCROCHlp



Copy TA100 lib Files to folder (option)
TA100 lib for Harmony

THERTE (C) > MCCHarmony >  cryptoauthlb >

cryptoauthlib_ta v3.7.3 >

W Nogr =®E e
% B ENEH £ A
=8 = github 2023/7/21 T 0931  BEERK
“app ~ app 2023/7/21 £ 09:21 BEERE
=5 cmake _ cmake 2023/7/21 £ 09:21 EEERE
o “ dist-tools 2023/7/21 £ 0931 BRESRK
Bl harmony " harmony 2024/2/19 T4 0425 IEEERRE
— lib > (& lib 2024/2/20 FF 07:58 BEERK
= python = python 2024/2/19 T4 0425 BEZRK
" test CO py tore la CE 0 test 2024/2/19 T4 04:25 BRESRRE
= third_party " third_party 2024/2/19 T4 0425 HBEERRT
CMakelists [ .gitattributes 2023/7/21 £ 09:31  GITATTRIBUTES .. 1KB
8 cryptoauthlib-manual [ .gitignore 2024/2/19 T4 0425  GITIGNORE 8% 1KB
license CMakeLists 2024/2/19 T4 0425 X=Xk 2 KB
[ CONTRIBUTING.md 2023/7/21 £4 0931 MDRBE 2 KB
D modulexml N ) _
[i cryptoauthlib-manual 2024/2/19 T 04:25 Adobe Acrobat D... 1KB
D packagexml license 2024/2/19 T 0425  N=ENEF 2KB
[] READMEmd [ modulexml 2024/2/19 T4 0425  xmlfile 1KB
[] release_notes.md [ packagexml 2024/2/19 T4 0425  xmilfile 1KB
[ ] SECURITY.md [] READMEmd 2024/2/19 T4 04:25 MD BE 9 KB
D release_notes.md 2024/2/19 T 04:25 MD T2 27 KB
[ SECURITY.md 2024/2/19 T4 0425 MD BZ 2 KB

Its supbsiaiaries
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TA100 Hands-on Lab
Lab files

* Boards — APP All schematic (dsPIC33CH) & TA100 Socket UG
* Keys — Root/Signer/Device Certificates & Keys used in Labs

 Labs — All Labs/Practice Answers

202312 RTC-TA100 > materials > Boards

202312 RTC-TA100 > materials >

=% : S
Boards %] APP_CuriosityNano2Arduino_V20230315
keys384 %) dsPIC33CH128MP508-Family-Data-Sheet-DS70005319
Labs &) TA100-8-Pin-SOIC-Socket-Board-User-Guide-DS20006366

You could download them here! Use OpenSSL to pre-Generate
Password: MCHP Root/Signer/Device Keys&Certs
for Lab usage

Microchip Proprietary and STRICT]

202312 RTC-TA100 > materials > keys384

2

a device

D device.csr

[ Device_pri384.key
D Device_pub384.key
= extensionFile

=l openssl_operation
D root_pri284.key
[ root_pub384.key
@ root384

D root384.srl

» signer

D signer.csr

D signer.srl
[ Signer_pri384.key
D Signer_pub384.key

202312 RTC-TA100 > materials » Labs

25

=l Lab4

=] Lab5

=| Labb

=l Lab7

=l Lab7-practice
= Lab8

=l Lab8-practice
= Lab9

B Lab1o

=l Lab10-practice
i/ main

I sha3ga

[ sha384_asm.S

c\ MICROCHIP



https://microchiptechnology-my.sharepoint.com/:f:/g/personal/roy_yen_microchip_com/Ejc0ALanNwtDkHFNAqg2uAIBSRdDfSep_IPHH1qRJqdSCA?e=ga2M4P

TA100 basic Introduction
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Cryptography

JIL resistance

EEPROM field upgradable

Counter
Serial Number
RNG
I/O

Supply Voltage
Temperature

Certification

Packages

Description

ECC-P224/P2 . ECDSA sign/verify, ECDH-P256,
ECBD-P224,

SHA256 & HMAC

AES128 encrypt/decrypt, Fast CMAC

PRF/HKDF calculation for TLS1.2 & 1.3

RSA 2k KeyGen/Sign/Verify, RSA Verify (3k)
RSA Encrypt/Decrypt (1k), bitcoin ECC curve, Brainpool

Cryptography

High JIL resistance

EEPROM

Yes Counter

72 bits Serial Number

NIST SP800-90 A/B/C

RNG
2
12C, SPI /0
2.7V —=5.5V
Supply Voltage
Automotive AECQ-100 grade 10°C to 125°C
) Temperature

FIPS 140-2 module level 2, with physical protection

level 3 Certification

SOIC8, VQFN-24 Packages

Microchip Proprietary and STRICTLY Confidential

ECC608

Description

ECC-P256 and ECDSA sign/verify, ECDH
SHA256 & HMAC

AES128 encrypt/decrypt

PRF/HKDF calculation for TLS1.2 & 1.3

High

10kbits

Up to 2,000,000

72 bits

NIST SP800-90 A/B/C

12C, SWI

2.0V -5.5V

-40°C to 85°C
Extended temperature up to 100°C

FIPS 140-2 CAVP (algorithms) only

uDFNS, SOIC8, 3pin RBH, WCSP, die
Q\Mlcnocmp


https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=12578&displayMode=CollapsedAlgorithm

Lab1l - Create TA100 project
on dsPIC33CH

Using MCC Melody

c\ MICROCHIP



Make sure the connections (dsPIC33CH + TA100)
dsPIC33CH on APP ALL MCU + TA100 SOIC socket

APP ALL MCU - DSPIC33CH

AC164167 - TA100 8-PIN SOIC CRYPTOAUTOMOTIVE(TM)
SOCKET BOARD

Please make sure the

jumpers are on the 12C side |
A\ MicrocHIP



Board connections
Using APP All MCU - dsPIC33CH

* Make sure select using MCU16 =2 P15 jumper on pinl pin2
* Check 12C connections on schematic =» RC8/RC9 (SDA/SCL)
* Check UART coonections =2 RB4 (TX)

MCUL6

RAZ

Mikro Signals

" MIKRO BUS

=2 P20 jumperon M_TX & M_RX

- ~ R e S —
o 7 ?&, d B Sl g

| “HESW N || - | O
- ooo Jilik Ele=ln

MCUlG6 RC3 Mikro CS
MCUlG RC2 [ 5=
* Mikro SCK
MCUIl6 RCI .
Mikro MISO
MCULG RCO .
* Mikro MOSI
MCUl6 RB9 . .
Mikro PWM
MCUlG RB2 Mikro INT
MCU16 RB3 Y
MCULG6 RB4 =
MCU16 RC9 s
MCUL6 RCS Mikro SCL
Mikro SDA

__MCUB-AVR 9
(MCUB-PIC =
\Mcu16 :#

1 acu32

‘‘‘‘‘‘‘‘‘
vvvvv

lllllll
LELS

ROGIEL) =412 R26 | o
Microchip Proprietary and STRICTLY Confidential ® MlCROCHlp



Step 1-1

 Open MPLAB X IDE
* Create a new project using the dsPIC33CH256MP505 as the device

¥4 MPLAB X IDE v6.20 — O X
File Edit View Navigate Source Refactor Production Debug Team Tools Window Help ‘Q' Search (Crt])
' a x % B ; : x -
W % 5 @ @ d B K b - a .B .. PC:0x) |oabsabdadenovze| - Howdol? ! gm'
Fiks | = || Kit Window x| StrtPage x| KIS
I | —  e——— ] .
' ﬂ New Project X ' ﬂ New Project X
@ Steps Choose Propct  Steps ‘ Select Device
1. Choose Progct Q, Filter: 1. Chooss Project
2 . 2. Sclect Device - -
Categories: Projects: 3. Select H“ﬂjer Femtly: Al Fanilies -
- ; - — 4. Select Plugin Board
|2 Microchip Embedded =N ipplication Project(s) 5. SekotCompiler )
") Other Embedded ) Prebuilt (Hex, Loadable Image) Project 6 Select Project Name and Folder Device . |
; © Gensric G User Makefile Progect 7. (Optional) Add Project
5 Library Project Taol: No Tool | [ Show &l \
Description:
Creates a new application project. It uses an IDE-generated makefile to buid your project. XIvDE
NS @

< Back Finish Cancel Help

W\ MICROCHIP
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Step 1-1-2

' ¥ New Project X :
| -
Steps Select Compiler
'1. Choose Project
2. Select Device Compiler Toolchains
3. Select Header
4. Select Plugin Board i XC16 (+2.10) [C:\Program File rochip'ae 16%w2.10%bin]
5. Select Compiler i
6. Select Project Name and Folder
7. (Optional) Add Project
' EB New Project x i
..
Steps Select Project Name and Folder
'1. Choose Project
2. Select Device Project Name: RTC_4sPIC_TA100
3. Select Header
4. Select Plugin Board Project Location: CyworkingsPIC33CH_TA100 Browse...
5. Select Compiler
6. Select Project Name and Folder Project Folder: CworkingddsPIC33CH_TAI00WRTC_dsPIC_TA100.X |
7. (Optional) Add Project L J
Owerwrite existing project |
Also delete soumces.
B Setas main project

— |@ Open MCC on Finish
() Use project location as the project folder

@ Loading...

Encoding: [50-8859-1 v e®e

x I D E : ." Loading MCC
- oqe’

< Back Add Another Project Wext= |

< Back Add Another Project Mext = [ Finish ] Cancel Help

Microchip Proprietary and STRICTLY Confidential @ MlCROCHlp
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Step 1-1-3

* Open MCC by clicking the MCC button. (May Auto)
e Select Next to Run MICC Melody

| g MPLAB X IDE v6.20 - RTC_dsPIC_TA100 : default

- O X | &3 MPLAB X IDE v6.20 - RTC_dsPIC_TA100 : default - u} X
File Edit View Navigate Source Refactor Production Debug Team Tools Window Help |Q- Search (Ctrl+I} iiu\e Edit View Navigate Source Refactor Production Debug Team Tools Window Help ‘Q- Seaxch (Cte4I)

T = 57 v ~ L - ‘ = i £ ~
FEES @ | S - T osbsabdadenovze| | Howdol? TO [ FEES @ [dctar I Y oeb b dadznavze] | Eow dol? T @
Projects % | Files | Classes | = || KitWindow x| StrtPage x| MCC ContentMansger x e[ || Projects | Files | Classes | Rew x| & /[ KitWindow x| StrtPage x| Buider x| [« =@
B! m MCC v5.5.0 - -

‘Header Files Y0 - e e of % Show system firmware connections

&) Important Files Project Resourc... | 2&ne-- &

Linker Files . » System lcons =

@) o Fs MCC Content Type Wizard  Sacondery Cove e

[ Libraries o € Secondary Corel LR @

- [B Loadsbles PLIB: = @

(& secondaries MCC ME|0dy Hardware Initializers: < (2)

- Q@

Melody is the next generation of {|_Device Resour... ‘ (% Content Mana...

MCC for PIC16, PIC18, AVR and ¥ Libraries

dsPIC33C with an improved user » £ 16-Bit Data EEPROM Emulation (-

. . - K

interface, generated code quality, @GS cane

and driver level versioning: Technical v & Crypto Authentication Library
T @ 3 £ Crypto Authentication L
Reference » & MCP802X
- i i v Drivers MICROCHIP
RTC dePIC ThA— "l Cakulaic Cot TB | &2 New devices and updates will only > ADC Controls
|| 2% |78 RTC_dsPIC_TA100 be provided here: Device Support by » CANED dsPIC33CH256MP505 Pan: Right-click and drag grid

. | -9 Project Type: Application - Configure . Zoom: Scroll

(2] 3 MCU Family
=] @ Device - - =
= @ APIC33CH256MPS05 RTC_ds % | Calculute - | Pin Packa | 1 || Scarch Results | Oupur | Notifications [MCC] [ Pin Grid View x
| ;@ Checksum: Blank, no cods loade 7 |78 RTC_dsPIC_TAL00 Package: | |TQFP4sw|| PinNo: |8 | 9 [win}iz z:}zz]zs]ze'n]ss|34}35|35J37|45J45|47|43| 1 | ol
. €A CRC32: Hex file unavailable .| g Project Type: Application - Configur '
| @ |2 g ks S €2 | b Deviee | PORTA PORTB
i or assic Lontent: 1C er
- GFIC33CH-MP_DEP (1.15.57) = G dsPIC33CHISEMPS0S Module | Function | Direction |0 [1 2|3 o|1|2]|3|a|5]|6|7]|8|0|10]11]12]13[14]15
=] Eg' Compiler Toolchain ; - o = & ﬂ ~- g Checksum: Blank, no code loade '
I XCI6 (v2.10) [CProgram Filest Scarch Resats [ Ouiput @ | 8 CRCI Hox e wmovedble CLKO output B
"\n‘?mdmhnnImnge:Ophmmhun Intemnet Connection x  MPLAB® Code Configurator x | &g Packs Clock w |REFI input T O T T O O B BB
1y Devioe support information: <) 15:02:42.271  INFO: Fetching list of available libraries & 4PICI3CH-MP_DFF (1.15.576)
- Memory e ) e o e o &% Compiler Toolchsin REFO output I R R R R A
- € Usage Symbols dissbled. Click fo 15:02:42.603 INFO: Download Complete: C:\Users\Roy\.mccimec_libraries.xnl I XC16 (/2.10) [C:\Program Filest e out & - a
- [ Data 32,768 (0x3000) bytes 15:02:45.524 INFO: Start MCC +5.5.0 Y Production Image: Optimization: ICD v i
& Program 0 (00) vards 15:02:45.537  INFO: Core v5.7.0 loaded. " Devics support information: d<P) PGDx input B | ]
T — P . [N rars [ ) ) [ S S P P P P PR PR P P PN P g
4 »

© 2024 Microchip Technology Inc. and its subsidiaries
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Step 1-2

* Click Content Manager to doble check the installed Libraries.

* Expand the “Libraries” category. Make sure “CryptoAuthentication
Library” version is 5.6.0 or later. Click the “apply” button.

- a X 8 MPLAB X IDE v6.20 - RTC_dsPIC_TA100 : default — o X

: default

| %3 MPLAB X IDE v6
-‘:\f Edit Na e Source factor Production D g Team Tools Window Help Q- ch (CtrlI) File Edit View Navigate Source Refactor Production Debug Team Tools Window Help Q- Search (Ctt])
i = — - = =
i ?_‘]E‘E'@ ! ~ default v \ﬁjvﬁ v 5 - D -%_-qr 'i[ﬂ ¥ PC:04) oabsabdadenovze - HowdolI? Dﬁ” @- EEH@ L‘P)@ defoult hd Mj'ﬁ " G |> '%'%'Hﬂv PC:0) |osb mbdadcnovze| - HowdolI? Eﬁw @'
— |
Proges_| ks | Chwes | Roo %] @ || ki Window x| SwtPage x| Bulder TEO Procts | Filks | Clases [ Reo x| @ [ KitWindow x| StartPage x| Bulder x| MCCContentMansger x EnIC[E)
MCC v5.5.0 i - : MCCv3.30
. » System
» System Icons B -
v Secondary Core v Secondary Core Device Content Type Show Local Content Only
) ’YS dary Corel Libraries/Driver: = = (@ @ = Secondary Coret Q Typet J— % - MELODY v
= eCcon: Bly ore
PLIB: = @
Hardware Initializers: <> (2 | m MCC Core Versions
- | Device Resources | Centent Manager Component 1. Version Status Update progress Description
i Device Resour... | (Z Content a... v Libraries Librarics
v Libraries System Firmware » & 16-Bit Data EEPROM Emulation (O 16 Bit Data
v pdate 16 Bit Data EEPROM ulation
» & 16-Bit Data EEPROM Em @GS Nt EEPROM Emulation Sedate Data EEPRO) ot
0 g CAN-TP = v & Crypto Authentication Library 16-bit Bootloader - > Bootloader and firmware updater for the dsPIC/PIC24
v ¥ Crypto Authentication Library 0 & Crypto Authentication Li products
@ B3 £ Crypto Authentication L » & MCPBO2X CAN-TP 00 Ty LJ-.:"‘ari mplementation of 1O 1
» & MCP802X \ ¥ Drivers :cc‘c
. » ADC
¥ Drivers - - o B N
» ADC . GrTEY S » CANFD f:wloﬂulhenll(mon 5.6.0 v Update
. ) oy FOT _ ibrary
» CANFD d 6 0 Pan: Right-click and drag grid
Zoom: Scroll RTC ds— * | Calculate -+ | Pin Packa-~- el
- % "i RTC_dsP]C_IAlUU Data Streamer ~ v
| RTC ds-- x| Calculale_-- | Pin Packa--- =] || Search Results Output Notifications [MCC] Pin Grid View x | ) --9g Project Type: Application - Configure Driver
2% |78 RTC_dsFIC_TA100 Package: | [TQFP43v || PinNo: |8 |9 10[11 ‘ 12 21}22[25}2&[27]33[34]35 {35‘37\45}46|47}43| 1 I 2 ) Device e
o | g Project Type: Application - Configure = | : @ APIC33CHISEMP 505
€2 | b Device PORTA FORTE "l = gréma?mﬁ:fm Search Results | Output | Notifications [MCC] | Pin Gid View x
- . . B 32] ex file unay: ———
ot ?;ilcmc_}l;ﬂ]’n?:ndehm Module | Funcion | Direction |0 (1)2 3|4 0(1]2]|3|4|5|6/[7]8)9/(10[11]12]13[14)15 @ |- gy puck Package: | [TQFPa8 v || PinNo: |8 |9 ml 1 n‘zztzsjzs\n‘sz \nlaslsaj 37'45‘46'4?|48| 1 ‘ 2
B @B CRC32: Hex file unavailable CLKO output (] .l dsPIC33CH-MP_DFF (1.15.378) PORTA PORTB
(7)) =] Compiler Toolchain
'7|=§£k:gp1c33cn.m DR (L1537 Clock w |REFI input ‘B BElBlBB AR EE BB B i Lt«fﬁffxcts(mo)[c:\rmml"n;s\' Module Function | Direction [0 |1 (2|3 |40 |1|2|3|4|5|6|7|8|9[10[11]12|13[14[15
& 5 Comgil Toakhen REFO[output W aB s a5 Bs a8 BB e e | X ot e o, a0 |ovew 0
5 HCI6 (210) [C¥bogran Flet PGCx input I é e Cock v |ReA input LI GG I I
Y’ Production Image: Optimization: IcD v e
Y Device support information: dsP] PGDx input B B a
= moin I LS C Y C Y Y ) ) ) ) [ N P N 0 P Y Y P Y P Y g
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Step 1-3

* In the “Device Resource” panel, add the CryptoAuthentication Library to

the project by clicking the “+” sign next to the module.

* In the Crypto Authentication Library configuration easy view, select the
TA100 from the device selection drop down:

&3 MPLAB X IDE v6.20 - RTC_dsPIC_TA100 : default

File Edit Vie

t] G I?éj L@ @ default

Propcts | Files | Classes | Resource Manageme--- x| [
MCCv5.5.0

gate Source Refactor Productior

Project Resources | Generate 17
» System

v Secondary Core
© <= Secondary Coret

Device Resources Content Manager

v Libraries
» £ 16-Bit Data EEPROM Emulation (DEE)
© L) S can-TP
v £ Crypto Authentication Library
@ L3 = Crypto Authentication Library
» €& MCP802X

<>

v Drivers
» ADC
» CANFD

> _CBG

S Cryplo Authentication Library x *

-
|Qv Search (Ctrl+1)
(=) [llﬂ Crypto Authentication Library x
nnections m
‘ ¥ Device Supports
Device: [ aTECCB08A v

Cammunication ATECCS08A
Peripheral: ATSHAZDAA

7-bit left-aligned
device 12C sddress:

¥ Library Settings

Wait for maximum
command ‘

response time

Print debu
s_tatementsgin ‘

library

¥ Device Supports

Device: [T.":ﬁ1|3'3 o
The Trust Anchor sub-
module is required to use
the TA100 but was not
found in your system. The
help file for this module

AIpIqry uonesnuqny oiddsny | O

describes how to download
and install the required
Trust Anchor sub-module,
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Lab2 - Installing Trust
Anchor MCC SW Module

NDA & SDE is required
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Step 2-1

* Open the help documentation for the Crypto Authentication module by
clicking the “?” mark next to the module

* Click on the section “Installing MPLAB® Code Configurator Melody Trust
Anchor Library” from the contents

* Follow the instruction on this page

Bl 17011 LWLF % L L Wi rLr Ll o Wil uuin

.\‘ MICROCHIP The online versions of the documents are provided as a courtesy. Verify all content and data in the device’s PDF documentation found

Contents product page.

File Edit View Mavigate Source Refactor Production Debug T
Keywords

P o 5) @  |defaut i — Installing MPLAB® Code Configurator Melody
What is the MPLAB Code Configurator CryptoAuthentication Library? TrUSt AnChor Library

B
2 Projects Files Services Resource M... x [=] [ 1. Changelog Installing MPLAB Code Configurator Trust Anchor Library
= . G % ﬂ Fimi] [21 2 Operating Environment For the Trust Anchor family of secure element devices, such as the TA100, a separate firmware sub-mc¢
o PrﬂjE:t Resources Eenerate - @ 3. Related Hardware and Documentation Support required that is distributed through the Microchip Secure Document portal. Before using the
o CryptoAuthentication Library module in MCC Melody, a user must separately download and install the 1
= . . [) 4. Installing MPLAB® Code Configurator Melody CryptoAuthentication Anchor Library sub-module.
m | ¥ Libraries _ v
= [£] 5. Instaling MPLAB® Code Configurator Melody Trust Anchor Library  The following instructions describe how to acquire and manually install the Trust Anchor Library in MPL
e - - - . IDE after the MPLAB® Code Configurator Melody CryptoAuthentication Library has been installed. For
I:';_:;I ¥ Cr':r'F't'i:' Authentlcatlc:n th'rar'_'r" [ 6 Frequently Asked Questions instructions on installing the MPLAB® Code Configurator Plug-in & CryptoAuthentication Library, please
[3 7. Supported Families the “Installing Melody CrytoAuth Library” section.
= - - | 1
p ﬂ K — {:r'_y'pt::l Authentication Libra My [3) 8. Supported Secure Element Families and Devices Acquiring the MPLAB® Code Configurator Trust Anchor Library
[ ] .
0 - ¥ ] 9. Microchip Information 1. Access to this library requires that the user has a myMicrochip account as well as a NDA. If y
= System
L)
L il
: @ = Clock

@ MICROCHIP



Step 2-2

THEE () > BFHE > Roy > .mcc > libraries > @mchp-mcc >

sw-talib-mecc 456291 > SW-TALIB-MCC > T No#Ey =48R e
=7 ) By BN e
~ wdt-16bit-driver 2023/7/7 £ 09:43 EEERRK
21 a = uart-driver 2023/7/7 £ 09:43 BEERRE
o _ Copy to ~_ trust-anchor-library 2024/2/27 T 0335 RBEERRK
__ trust-anchor-library — -
] ~ timer 2023/7/7 £F 09:43 BEERE
[ catalog.json _
~ spi-host-driver 2023/7/7 £ 09:43 BEERR

" spi-client-driver 2023/7/7 £ 09:43 EEERRT

T ) > #HE > Roy > .mcc > libraries >

W NgEE- =®R- e

2% EXMAE A o

catalog.json 2024/2/27 £ 09:35  JSON &= 1KB
D Harmony3Library_v1.5.1.mc3lib 2024/2/9 T+ 07:26 MC3LIE 82 1,402 KB
D README.md 2024/2/9 F 07:36 MD &= 1 KB
D melody-2.6.5.mc3lib 2024/2/6 FF 1117 MC3LIB 182 18,207 KB
LICENSE 2024/2/6 FF 1117 MFEMH 2 KB

© 2024 Microchip Technology Inc. and its subsidiaries



Lab3 - Generate dsPIC33CH
code base

in MCC Melody
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Step 3-1

* Close & Re-open the project created in last step
* Open up MCC by clicking the MCC button

* Open the Crypto Authentication Library easy view by clicking the module
in the project resources window:

* In the Crypto Authentication Easy view, select 12C1 from the selector.
* Choose RC8/RC9 as the 12C1 output pins

Projects Files Services Resource Ma... x =] | D[ oo Authentication ibrary x a Output Search Results MNotifications Call Graph MNotifications [MCC] Pin Grid View x
M Package: |QFN48 v Pin No: 336|37‘45|46‘47‘48|I‘2‘?|15‘16|20‘38‘39|17‘24|28‘29‘4D|4
Generate 0 ) ge:
Project Resources e — p—

¥ Libraries

Module Function Direction 78(9(10(11(12|13|14|153| 0|1 | 2|3 |4 |5|6|7|8]9]|10]1

¥ Crypto Authentication Librany Custom Name: - .
p: u ] 1 JDrary Communication — = SeL \ infout "h ﬂ \
= ication Libran™> | 1177 ers - caLI2c_HdsT )
B = Crypto Authentication Library Thitleftalined o SDM} infout B '\ a )

- - /
> o
» Drivers ~ Library Settings CLKO output =
Wait fi
¥ System command resporse @K
£ Clock SRS in brary @

ipheral Selection
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Step 3-2

* In the “Device Resource” panel, add the Driver/UART to the project by
clicking the “+” sign next to the module.

* In the UART Easy view, select UART1 from the dependency selector and
config its Baudrate to 115200

* Choose RB4 as the UART1 TX output pin

Projects Files Services Resource Ma... x| [z (UART!

Easy View Search Results Outpul Notifications [MCC] Pin Grid View
i Generate (7] ) =Y
Project Resources Package: PinNo: | & ‘ 9 ‘10‘11|12 21|22|25|26|27|33|34|35|36|37|45|46|4?|48‘ 1 ‘ 2|7 |15|16|20|3s|39|17|24|zs|29|40|41| 3 | 4
¥ Libraries ~ Configuration Settings PORTA PORTB PORTC
¥ Crypto Authentication Library Custom Name [ JART1 Module | Function | Direction [0 |1 |2 |3 |4|0|1]|2]3 6|7 |8|9|10|11|12|13 14|15/ 0 |1 |2 |3 |4 |5|6|7|8]|9]|10]|11]|12]13
. Requested U1TX output GGG T O O O B T B T T T T T - - - - A I B
0 EB ¥ Crypto Authentication Library Eodirate 115200 UARTT =
U1RX input ‘mahhh|h BB |B|B|B|B || a Al E BB BB BB BB BB
v Calculated —
Drivers Baudrate RS 2 ScL1 infout B a8
callec b4
v UART Baud Rate S SDA1 infout B a8
rror (%) 0.794
=
© E3 = uarm ety - ;
¥ System Data Size 3 v
=
9 = Clock Stop Bits 1 v
¥ Configuration Bits Klow control oo =
ode
£ DMT

Redirect Prin -act to Printf is enabled for ankh
- to UART JL rintf is enabled for anly

* Interrupt Settings |

Interrupt
Driven

* Dependency Selector |

P Y c\ MICROCHIP




Step 3-3

* You can see the blocks in main screen as below
* Click the MCC “Generate” button in the project resourced panel

+| System Firmware

MICROCHIP

dsPIC33CH256MP505

[#]

12C1 PLIB =

Trust Anchor
Library

“

Crypto
+ Authentication =
Library
+ UART1 e

+| UART1PLIB

=

Microchip Proprietary and STRICTLY Confidential

Q MPLAB X IDE v6.20 - TAQO : default

File Edit View Navigate Source Refactor Production Debug Team

ﬁﬂm% L@@ default

Projcts Files Classes

. Resource Management [MCC] x | = |

MCCv5.5.0

Project Resources | Generate

0 &

v Libraries
v Crypto Authentication Libra
@ L Crypto Authentication Library
v Drivers
v UART
© = UARTY

v System
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Step 3-4

* You can Add some printf function to check UART is workable.
* Build & Program it.
* Open Terminal to check if the generated code base is workable

21 #include
28

a3

24 [E

25

26 int main{void) Sl RealTerm: Serial Capture Program 2.0,
27 [ { L

28 SYSTEM _Inltlallze(); [Hello™ Roy is Herett]
20 _

30 I el el loos Boy 15 Hereliwam

o3l

32 while(l)

33 i

24 1

A L

Microchip Proprietary and STRICTLY Confidential @ MlanCHlp



Lab4 - Try running TA100

Running Example code
Use: Lab4.txt
Main.h

Make sure HW/SW are all good

Microchip Proprietary and STRICTLY Confidential @ MlCROCHlp



Step 4-1

* Go to the project source code and find main.c.

* Include Cryptoauthlib.h
#tinclude "mcc_generated files/CryptoAuthenticationLibrary/cryptoauthlib.h"

* Copy main.h file into project folder, and add it into project
#include "main.h"

5 main.c  x E]@r_rl-'

souce | oy W@ E-FH-|QTTEH| PRS0 5L 2P 5

. | e

21 #include "mcc_generated _files/swstemd svws tem. h" N E’

22 T Ill‘include "moc_generated files/Cryptofmthenticationlibrary/cryptoanthlib k" g

22 L #include "main.h" %

24 = =

* Copy function from Lab4.txt to main.c
 Call from main(), Build & Program it. (step 4-2)

* Modify the “calculatedHash” value, check if the result changes. (step 4-3)

Microchip Proprietary and STRICTLY Confidential @ MlCROCHlp



Step 4-2

From main.h

() Ch ec k t h e res u It (=] uint8_t calculatedHash[48] = { "hello-roy
Ox48, Ox21, OxS5E, OxF9, OxEA, OxC2, OxA8, ©0x28,
©x39, OxFA, ©x62, Ox5E, Ox9F, @x7F, ©ox(C6, ©xeB,
#include Ox76, Ox0A, OxDE, OxE7, @x96, ©0x34, 0x52,
#include @x29, ox94, OxDA, ©x6B, ©x3D, ©x6A
#include @x9B, ©Ox91, @x45, OxEA, @x63, ox19, ©x1A,
9x25, ©9x96, Ox2C, 9x66, Ox4E, Ox8C, ©Ox9A

c
[WH
~ |
rt
o
rt
w

= +urefl
ignature|

woid Roy Test TALO0(vaid) x90, 0x26, x09, A, Ox ’ -

= i x42, X .
bool isVerified; 2 BNy (P Sl ’ bt
status = talib_wverifw{atcab_get_device{), T4 KEY TYPE_ECCP384, T4 HANDLE [WPIT_BUFFER, TA HANDLE INPUT EUFFEER, slgnature, ; ) : g
Té BIGN_P384 210G FIZE, calculatedHash, T4 VERIFY P284 MSG BIZE, publicKey, T4 ECC354 PUE_KEY RIZE,| &lsWerified); . 2
ifiisVerified) b ’ ), SOPETY. IR ’
printf{"WThe TAION test wark snccessfully! ea'; ' ' ' . g iy
telsel
printf{ WaThe TalO0 test wark Failed!!Wa");
1 PrivateKey[48]
-} .
int main( void) S8 RealTerm: Serial Capture Program 2.0.0.70
= 0
SYSTEM Initialize(); e
S [Hello Roy is Heret?l]
static const uint8_t publicKey[96]
©x10, Ox7E, OxA9, ©x9D, OxDF ©xE3, ©xBD,
Roy_Tes t_TALOD( ); The TA1HAA test work successfullyt? ox2C, oxBB, 0x92, @x9D, Ox2D, OxOA.
OxF2, 0x30 OxE@, 0x26, OxEl, OxD2,
while( 1) oxD4, OxB3, @x95, Ox7E, @x64, 9x78,
{
\ ;
! A\ MicrocHIP



Step 4-3

* Modify the public key & run Lab4 again

static const wintd & publickKeywlag] = T
@x88, @x7E, @wA9, 8x9D, @xDF, @xEE, @xE3, @xBD, //wrong <Ey|
exle, Bx/E, BxAD, ex9D, uvxDF, BxEE, ©xEs, BxED,
@x2C, @xBB, @x3F, 8x92, @x90, OxE7, @x@0, OxBA,
@xF2, @x3@, @x7E, OxE@, @x26, Bx9A, OxEl, @xD2,
BxD4, @xB3, @x7F, @x95, @x7E, Ox63, @x64, Ox78,
@x81, @xB3, @xB9, Ox18, @x76, BxEB, @x58, Ox4C,
BXED, @x04, @x7C, Ox9C, @x64, BxDI, @xF6, Bx73,
@x28, @x5E, @x31, @x27, @xBl, Ox7D, @xF9, OxFF,
Bx4l, @x@3, OxE3, BxER, @x78, Ox84, @xDl, Oxld, ar
Bx08, @x43, @x3E, Ox38, @x91, Ox7B, @xC5, OxAS, o0
@x78, @xC7, @x1B, ©x15, @xAS, 8x27, @x88, Ox89, . L
Bx1C, @x81, @xFO, BxB4, @x88, BxEl, @x97, Bx7E,
@x20, @x24, @xF8, OxBA, OxBB, OxBF, @xCB, OxAD, 24| =
I a5
26 L
27
2 [
29
an
31
32
kX
34
35
3h
7
38
39
10
a1 L 1

#include "mcc_generated files/svstemfsvstem. k"

#include "mcc_generated_files/Cryptodnthenticatlonlibraryfcrovptoauthlib k"

#include "main.h"

vold Roy Test TAIOD wo1d)

hool 1sVerified;

status = talib_verify{atcab_get device(), TA KEY TYPE ECCP384, T HANDLE [NPUT EUFFER, Ta HANDLE [NPUT EUFFER, signature,
Th_SIGH_P384_S1G_SI1ZE, caleulatedHash, Th_VERIFY_P324 )86 g1ZE,|publicKey| TA_ECC384_PUB_KEV S1ZE, &isVerified);

1fi1sVerified)

i

printf{"rnThe Tall0 test work successfullw!lva"y;
telsef

printf{“waThe Talll test work Failed! !Vn");
1

Microchip Proprietary and STRICTLY Confidential

[Hello™™ Roy is Here?t?!]

The TA18A test work Failed?'?
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Lab5 — Try your 1st TA100 function

Read Serial Number
Use: Lab5.txt

Everyone should get different result per TA100

c\ MICROCHIP



Step 5-1

* Copy functions from Lab5.txt to main.c, Program & Run!
* Check the initial processes from SYSTEM _Initialize();

#define CHECK STATUS(s) \ I3 main.c x |3 shaidd.c x| @ mainh x| E| mainc x| @E|mainh x| StartPage x
if(s != ATCA SUCCESS) \ _ L - PR
\ [sowe oy MER-E QRSB P 0 H &
printf("Error: Line %d in %s\r\n", _ LINE_ , _ FILE_); \
printf("STATUS = %X\r\n", s); \ 2
pr*.?ntf("tode explanations can be found in atca_status.h \rini\n"); \ og Finclude
while(1); \
h 20
void print_bytes{uint8_t * ptr, uintl6_t length) A A
{ 31 nintlé_t private_key_handle = 0x3007;
intlé i=8; - .
e T 32 uintlé_t public_key_handle = 0xB006;

for(i=0;i < length; i++)
33 nintlé_t signerCert_kev handle = 0x8201;

24 nintlé_t deviceCert_key _handle = 0x3200;

printf("%82x",ptr[i]);

printf("\r\n");

35
1
f["’id Read_TA18_SN(void) 26 nintlé_t private_key_handle? = 0x300%;
printf("[Reading TA188 Serial Number]iyri\n"); // Prints beginning message k1 nintlé_t private_kev _handled = 0x2009;
status = talib_info_serial number(atcab_get_device(), data_buf); _ - . - -
CHECK_STATUS(status); 28 nintlé_t private_kev handled = 0x8004;
printf(™ - Serial Number: ™); - - _ ;
print. bytes(dats buf, 8); 29 nintlé_t private_kev_handleS = 0x200E;
} 40 nintlé_t public_kew handle? = 0xB00C;
int main(void) 41
U ysten Initiatize(); 42 uintd_t data_buf[512]; _
43 uintd_t data_buf2[647; s RealTerm: Serial Capture Program 2.0.0.70
printf("\r\n[Hello~~ Roy is Hep!]\r\n"); - -
14 ATCA_STATUS staths; 3
Read_TA10@_SN(); . o
42 bool isVerified; [Hello™ Roy is Here?!?]
‘Ehilefi) 46 wint® t pubkey len = 94: [Reading TA18A@ Serial Numher]
) - .— Serial Humber: 25bh534d?1768f48a
¥




Step 5-2

* Check the initial processes from SYSTEM _Initialize();

e ) R e e e R |

a0

#define CHECK_STATUS(s)
if(s != ATCA SUCCESS)

printf("Error: Line %d in %s\r\n", _ LINE_ , _ FILE_);
printf("STATUS = ZX\r\n", s);

Packs x] Start Page x@main.c x@main.h x|@system.c x[

Read TA18@ SN();

while(1)
{
}

E':;;:::(L)fode explanations can be found in atca_status.h \rini\n"); 47 L #include ", ..-"intErrupt "
I ] ] _ ] 43 #include ", fCryptodnthenticatlionLibrary/Cryptodut
void print_bytes{uint8_t * ptr, uintl6_t length)
{ 44
uintle_t i = @;
for(i=0;i < length; i++) 45
printf("202x", ptr[i]); 46 wold SYSTEM Imitializel wold)
#7 B¢
printf("\ri\n"); o i
} 48 CLOCE _Initializel);
void Read_TA1@@_SN(void) - .
{ 49 PING Initialize(};
printf("[Reading TA188 Serial Number]irin"); // Prints beginnin IR B
status = talib_info_serial number(atcab_get_device(), data_buf); = DMT—InltlalleI: E
CHECK_STATUS(status); ol > I2C1_Initialize();
printf(" - Serial Number: ™); - o
print_bytes{data_buf, 8); Sa TART1 _Initializel);
I 53 INTERRUPT GlobalEnabler ):
int main(void) 54 INTERRUPT Initialize();
[ SYSTEM Initialize(); q Cryptodnth_Initialize();
printf("\r\n[Hello~~ Roy is Here!!]\r\n"); S i

Packs x] Start Page xI Builder xTTE__-'] main.c x I E] system.c x | @Crwmnum_init.c x[

srce |ty W@ B-E-QRBSFBE|FE /@0 @

27

28 | ATCAIfaceCfsz secureCfz =

20 .1face_type = ATCA T2C_IFACE
30 devtype = Taloo,

31 catcalleo, address = 0x2E,

32 catcaile. bus = 2,

33 catcaile band = 93714,

34 wake_delay = 1580,

35 Jrx_retries = 20

ki IH

37

38 hool Cryptoduth Initialize! +o1d)

2 {

40 atcab_init(&secureCfzg) == ATCA_SUCCESS;I
1 }
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Let’s start the Lab1~ Lab5

Try to finish the Labs before 12:00
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look into TA100 12C communication
SDA/SCL = RC8/R(C9, 12C address = 0x17

Data B +1ms +2 ms

. wiox JoroofosoofooafooofoxorRcxooforooforoof oxcofoxasorad
write to Ox17 ack data: 0x30 Channel 3

read to Ox17 ack data: Oxl10

write to Oxl7 ack data: Ox00 0x00 Ox04 Ox00 0x07 0x00 0x00 0x00 0x00 Qxdd Oxid
write to Oxl17 ack data: Ox30

read to Oxl7 ack data: Ox10

write to Ox17 ack data: Ox10

read to 0x17 ack data: 0x00 Ox15

read to 0x17 ack data: 0x00 0x01 0x56 OxSE 0x7E 0x24 0xCl 0x36 OxID OxDC OxE3 Ox Channel 4
B6 0Ox00 0x01 0x00 0xC% 0x5B Ox1C 0x2E ® 12C-SCL

@ 12C- SDA

+5ms +6ms +7 ms +8 ms

wio:J0x10 "R Jooofoxs | "R J 00 | o1 Joxso f oxee J oxze J oxaa J oxc1 J ox5 § oxio J owoc ] oxes J oxes § owoo 0wt J oxoo J oxco § oes foc f oxze

AU U

@ MICROCHIP




look into TA100 12C communication
SDA/SCL = RC8/R(C9, 12C address = 0x17

=>» 0x10 means “Ready”

write to Oxl7

Table 10-1. Transaction Type Table

RD_CSR Status 00 AGBDVO‘ Reads the Command Processor Status register (CSR)

WR_CCR Control 0010 0000 Writes the Command Control register (CCR)

RD_CMD Command 0001 0000 | Reads the response from the command processor response buffer.
First byte is MSB of length.

WR_CMD Command 0000 0000 ‘ Writes the command/data to the command processor input buffer. First

byte is MSB of length.

Command: Opcode Mode 0x07 means “Dedicated Memory”
0x00 Ox00 OxOA 0x00 0x07 0Ox00 0Ox00 0Ox00 0Ox00 OxAS5 OxA4
Output: Byte count Serial Number

0x00 0x15 0x00 0x01 Ox56 Ox8E Ox7E Ox2A 0xC1 0x36 Ox1D
OxDC OxE3 0xB6 0x00 0x01 Ox00 0xC9 0x5B 0x1C Ox2E

Bit 4 (RRDY) 0 = The command response buffer is empty.
‘ 1 = The command response buffer is ready to be read.

Table 11-1. Command Packet Formatting

Length 2 | Total number of bytes in the command, including this “Length” field. This length includes the
“CRC™ field (2 bytes).

Opcode 1 Command to be executed by TA100.

Param1 1 The first parameter of the command. In the descriptions below, if this parameter is used, it will
have a descnptive name. This is often a mode modifier.

Param2 4 | A second parameter of the command. In the descriptions below, if this parameter is used, it
may have a descriptive name. If unused for a particular command, it must be sent to TA100
as 0x00 00 00 00.

Data 0-1024 | Additional information for the command, it must be no more than 1024 bytes. If this

parameter is not required for a given command, it is typically not shown in the input
parameter table of the command or is listed as 0 bytes in length.

CRC 2 CRC verification of the length, opcode, parameters and data bytes. See 11.1.2. CRC
Algorithm.

Info (0x00)

This command retums status or state information from the device.

Table 12-48. Info Input Parameters

Name——Sie Doserpion

Opcode 1 0x00
Mode 1 Selection field for the return information, see Table 12-50.
Param2 4 Handle for modes 2 and 3, otherwise, it must be ‘0.

Table 12-49. Info Output Parameters

Name S pesaipion ]
Resp Code 1 ‘0" if successful. If not, there is an error code.
Data 1-258  The information appropriate for the mode parameter.




Run the same code using TPDS demo board
SAMD21(32bits) with MCC Harmony R

EANEIE S W default
Package: TQFP32 gl a 3|a £1a]
. %é%éﬁ%é%é%ﬁ%%zzazazaﬁé PEES 96 -
SAMD21 TAIGD: Dubbowd » | SgnerCot - Nvigaor | e 1 AN 15 035 ] /S ol (U - | :
o kes “lasses Resource Management [MCC) =
SAMDZ1_TA100 o e Projects Fils | Classes
%& 5‘5 P I Aookicat Confi on: defaul SERCOMO_PADD MCCv5.5.0
) 5 98 Project Type: Application - Configuration: default ———
|:I @DWEE EERCOND SERCOMO_PADZ N\ Proiect Resources I Generate || Import.. | Export
[=] P A TSAMD2IELISA SERCOMO_PAD3
m ¢ o s Checksum: Blank, no code loaded SERCOM1_PADD
— : m CRC32- Hex file unavailable SERCOM1_PADL ;“‘:mer PinID Custom Name Function Mode Direction Latch  PullUp
: SERCOM!
'&_a' E| . i Packs SERCOMI_PAD2 1 PADO Available ~| Digitl | Highimpedanee ~ | Low O
i SERCOM1_PAD3 2 PAD1 Avaiiable v| Digtl | Highimpedance | Lo O
i SAMD21 DFP (3 '6'144) 3 PAD2 Available ~| Digil | Highlmpedance ~| Low O
SERCOM?2_PADD
i CMSIS (5 8 U) SERCOM2 PADL 4 PAD3 Available ~ | Digital High Impedance Low O
= Compiler Toolchain SERCOM2 = 5 PAD4 Available <| Digitd | Highimpedance ~| Low O
i EE y 1 . . . SERCOM3_PADZ \ 6 PAOS Available ~ | Digital High Impedance Low O
LE HC32 (‘\"‘l 21) [C l'lPrDﬂ'm F:l.les‘MicIDc]‘upbm32'W-421\bm] SERCOM2_PAD3 /' N = A0S ovakatie o Dl | righimpedane <] Lov o
Lﬂ“ Production Image: Optimization: SERCOM3_PADO 5 PADT Available <| Digil | Highimpedance ~| Low @]
% Device support information: SAMD21_DFP (3.6.144) SERCOM3_PADI NN ’ VDDANA Digitdl | Hgh Impadance lov | 1)
SERCOM3 10 GNDIO Digittl | High Impedance Lov N
ESS 1 PADS SERCOMO_PADO Digital | High Impedance P ]
. SERCOMO | SERCONSS PADS Lt 12 PAD9 SERCOMO_PAD1 + | Digi — 1 | ]
Peripheral Library ) b 5 UART TX % oA
I2c <uarr I¥ TRad S UART RX ) A
SERCOMO_I2C {J2C) ' 10F]2
SPI < Available Direct Capability =
Gfp
Consumers ATECC108A (atecc108a) 2 VoL %3
Z[7|8
ATECC508A (atecc508a) _s(§§m\in
=|g2 | e
SERCOM3 ATECC608 (atecc608) 1] e h 0] fon
Peripheral Library S| == p— Swop
UART ATSHAZ204A (atsha204a) @0 30 RERER & E IAI8 DA \ );g MiR CRYPTO SDA S
AT24 (drv_at24) PASMSO  3lonss pan7|h  PAOTEX j el
) PALT g 1o e PAGG X S SETR
12C (drv_i2c) %E’KI Pleate va0s =
PAT) 53 UART IX gﬁﬁ; D PAD3 MEUSESTE { paos scL >
ECC204 (ecc204) PAD 55 UART BX USB_SOF/PA23 PAO2 ﬁP—;i —% ;g)mp . ™
% i’ggﬂﬁgﬁ; 2., sig; e m/lE]'oBUS Header (Female)
SHA104 (sha104) — i ] [ FADDAISL )
§§~ PA AN 1] aenos 212 | st paso et
SHA105 (sha105) B8 PATS MEUSHST i [T par T
PAIY SCK SCK [9|ccnrus  romaos [ | X PADS TX
TA010 (t2010) Pl S0t ;{%ssc'[) 0 o ;55 Fi'ﬁg s
TA‘m 1 DBGO ,‘7*3131‘5 i. 33V : 7 1=
0a100) veg vl 8] oe o GND__L_
TA101 (ta101) == D o
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5]

Run the same code using TPDS demo board

SAMD21(32bits) with MCC Harmony

TPDS_TA100 > src >

IRt
i

config
packs
I main
ﬂ;_r main
I sha3g4
D sha384_asm.S

beid SYS Initialize ¢ void* data )
{

NVMCTRL_REGS ->NVMCTRL,_

CTRLE = NVMCTRL_C

STDIO_BufferModesSet();

PORT Initialize();

CLOCK_Initialize();

SERCOM3_USART Initlalize();

NVMCTRL Initialize( );

SERCOMO_I2C_Initialize();

B_RVE(3UL);

El #include 1

#include
#include
#include
#include

#include

extermn ATCAIfaceCfgz tal00_0_init_data;

& {

#define CHECK_STATUS(s)
if(s |= ATCA SUCCESS
{
printf("Errox |
printf( "STAT J . 8);
printf{
while(1);
}
vold print bytes{uint®_t * ptr, uintlé_t
{
uintlé_t 1 = 0;
for{i=0;1 < length; i+)
{
printf{ '’ Lptr[1]);
¥
printfi vny;
¥
vold Read TA100 SN{woid)
printf{"[Reading TAl
CHECE_STATUS(status);
printf¢(" - Serial Numbe e

print_bytes(data_buf, &);

LINE

length)

10 Ser1 )
status = talib_info_serial _number{atcab_get_device(), data_buf);

FILE_ ):

int man ( vold )

Extra added

SYS_Initilalize ( NULL );

printf("™Vn[Roy 1s Herel]\wn");
status = atcab_init(&tal00_0_init_data); |
Read_TALO0_SN();

while { true )

return ( EXIT FAILURE );

% RealTerm: Serial Capture Program 2.0.0.70

[Roy is Here?l
[Reading TA188 Serial Numberl

— Serial Number: B8h?2d4d78baBd5f bhab

L @ MICROCHIP
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Device Memory Organization and Configuration
TA100 vs 608

Chip Ogt

u ra t I O n Table 2-1. ATECCG08B Zones

ions, Address, Update Options... s Sl

Data Zone of 1,208 bytes (9.7 Kb) split into 16 general purpose read-only or read!
Data write memory slots of 36 bytes (288 bits), 72 bytes (576 bits) or 416 bytes
(3,325 bits), each of which can be used to store keys (public or private),
signatures, certificates, calibration, model number or other information, typically
that relate to the item to which the ATECCE0EB device is attached. The aceess
policy of each data slot is determined by the values programmed into the
comesponding configuration values. However, the policies become effective
upon setting the LockValue byte only.

Configuration Zone of 128 bytes (1,024-bit) EEPROM that contains the serial number and
other ID information as well as the access permission information for each slot
bUteS of the data memory. The values programmed into the configuration zone will
a Structure. determine the access policy of how each data slot will respond after the
configuration zone is programmed and locked (LockConfig setto '= 0=:55).In

) order to enable the access policy, the LockValue byte must be set (see above

" gaction).

One Time Zone of B4 bytes (512 bits) of OTP hits. Prior to locking the OTE zone, the bits
ge elements Programmable | may be freely written using the standard Writ= command. The OTP zone can

{OTF) be used to store read-only data.

Dedicated Data

Serial Number, Update Information...
Microchip Proprietary and STRICTLY Confidential @ MlCHOCH'p
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Configuration

Table 3-1. Configuration Memory
........... continued

Size Description Addr. | Size Name
(Bytes) (Bytes)

Description

Self_Test Controls that run self-test routines. See 3.1.1. Self-Test 31 1 | One_Time Controls the one-time function. See 3.1.11. One-Time.
Configuration. -
& 32 8 Secure_Boot Configures the secure boot method. See 2.1. Secure Boot and

16 12C_Address Address on the 12C bus that the TA100 responds to. The LSh of this 3.1.12. Secure Boot Configuration.

byte is ignored. See 3.1.2. |12C Address Configuration.

40 1 GPIO_Auth_Key If any of the GPIOs are configured to require authorization, this is
17 ldle Configuration for the idle timer. See 3.1.3. Idle Timer Configuration. the key that must be used to initiate that authorization session. See
18 Chip_Options Various chip configuration options. See 3.1.4. Chip Options. 3.1.5. GPIO Configuration.
41 1 Global_Export Controls the functioning of the 1 tandE t commands. See

20 Passthrough Enables GPIO inputs to pass through the device to other GPIO -=P 3.1.13. Global Importfgxport Cor;ﬁ;Eration =PoE

outputs. See 3.1.5.1. GPIO Passthrough Configuration. T :
21 R d Must be 0’ 42 1 Intrusion_Detection_Options | Options associated with the Intrusion Detection mechanism. See

esenve us e 3.1.14. Intrusion Detection and Table 3-21 for configuration details.

22 GPIO Enables the use and direction of the GPIO pins. See 3.1.5. GPIO 43 1 | Intrusion_Detect_Flag A special flag that must be set in order to enable the

Configuration. Intrusion Detection. This flag as well as the enable bit in the
25 Revocation Enables the revocation and sets the size of the digest. See Intrusion_Detect_Options must be set in order to enable this

3.1.6. Revocation Configuration. functionality. See _3.1 .14. Intrusion Detection and Table 3-21 for the

flag and enable bit values.

26 Compliance_Options Various options enabled when in Compliance mode. See

3.1.7. Compliance Option Configuration. = - fes e et
28 Update_Options Options associated with device update. See 3.1.8. Device Update

Options.
29 Soft_Reboot Controls the availability of the soft reboot function. See

3.1.9. Soft_Reboot Configuration.
30 Master_Delete Controls the Master_Delete function. See 3.1.10. Master_Delete.

//TA100 Configuration Bytes

static const uint8_t configuration[48] = {
0x00, 0x00, OxEB, 0x77, 0x00, Ox00, 0xB9, 0x7D, 0x00, 0x00, 0xB9, 0xD7, 0x00, Ox02, OxAB, OxDD,
Ox2E, 0x03, 0x00, Ox1F, 0x03, 0x00, 0x00, 0x00, 0x00, Ox07, Ox3F, Ox00, Ox1F, Ox23, Ox21, OxF3,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, OxOF, 0x93, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00

k ﬁ\ MICROCHIP



Elements / Handles

7.2 Managing Elements

| Elements are the fundamental storage units used in the TA1I]D_|EIement5 can exist in the volatile or the nonvolatile
memory. Some elements are predenned within the architecture of the TA100, while others need to be created.
Examples of predefined elements include configuration memory, counter memory, GPIO, command processor input

and output buffers, and the Fast Crypto Engine output buffer. Examples of created elements include keys (private,
public, symmetric), data storage locations, ceriificates, authorization sessions and SHA context sessions.

| All elements are referenced by a handle. A handle is a 2-byte hexadecimal value lhat points to a location in the
nonvolaaie memory. 1ne jOn 1 e nonvolaue memory may contaimn me acidal data associated with that handle
or may act as a pointer to SRAM, where the data are stored. Many element types have a fixed handle value. Created

elements reside primarily within the shared data section of the shared memory and the handle value will be set at the
time of handle creation.

Dependent upon the attributes and permissions of an element, it may be capable of being read, written or deleted.
Access to an element may occur when a command is executed and not directly via the r=ad and write commands.
Deletion of elements is done via the D=1=t= command, provided that the element is not permanently locked.

Elements are also allowed to be imported or exported if the attnbutes associated with it so allow. This capability
extends the number of elements that can be associated with a given TA100.

There are at most 128 elements and handles that can be associated with a given TA100 at any one time. This Is
Inclusive of all types of elements. In most cases, the total number of elements will be less than this due to the total
available memory.

Microchip Proprietary and Confidential ® MlCROCHlp



Handle settings

Table 3-22. Handle List

Name e i) storsge Tpe W Dmsrpion

Table 3-24. Data Element Attributes

s o e e

3-6

16

Class

Key_Type

Alg_Mode

Property

0: Public key 4: Extracted Certificate
1: Private key 3. Reserved

2: Symmetric key 6: Fast Crypto Key Group
3: Data 7:CRL

The core algorithm and key size comesponding to this
element. See 3221, Key_Type and 5.4. Key Type
Definition. Ignored for data and CRL elements.

The mode or option for the algorithm selected. This mode
bit is generally mandatory only for RSA2048 private and
public keys used for signatures or verification. It is ignored
for all other classes, including symmetric and ECC keys.
See 5.4.1. Alg_ID and Alg_Mode for more information.

Further attributes, separate definition depending on the
class of the element. See below for more details.

0-7

0-7

0-7

Usage_Key

Write_Key

Read_Key

Handle of key that must be used to initiate the
authorization session for usage. The MSB of handle is
0x80. If “Usage_Perm” is “rights”, this field contains rights
required to use the key.

Handle of key that must be used to initiate the
authorization session for writing or deleting. The MSB
of handle is 0x80. If “Write_Perm” is “rights”, this field
contains rights required to write the key. If this key is a
root public key, this field contains the rights that can be
inherited by children of this root.

Handle of key that must be used to initiate the
authorization session for reading. The MSB of the handle
is Ox80. If “Read_Perm” is “rights”, this field contains rights
required to read the key.

SHA_ Context 4000-4001 | SRAM R/W | SHA Contextin SRAM. LSB is the session ID.

Auth_Session 4100-4101 | SRAM — | Authorization session in SRAM.

Intrusion_Detection | 4200-4201 | SRAM RW | Use the write= command to manually enable or
disable the current state of the Intrusion Detection. LSb
indicates enable or disable:

= 4200 = disable detection

+ 4201 = enable detection
Note: |If using the rR=ad command to read the state of
the Intrusion Detection, the LSb may be a *0" or *1'.

GPIO 4300-4302  SRAM R/W  Read/write the current state of the GPIO pins. LSB
indicates the pin: 4300 = GPIO_1, 4301 = GP10_2,
4302 = GPIO_3.

Volatile Register 4400-4403 | SRAM W | Volatile register location within SRAM. Cannot be read
with the read command.

Input Buffer 4800 SRAM — | The input buffer, where legal for the particular
command.

Output Buffer 4801 SRAM — | The output buffer, where legal for the particular
command.

Fast Crypto Output 4C00 SRAM — | The digest stored in the Fast Crypto Engine output
buffer.

Linked Shared Data | 8000-80FF | Nonvolatile R/W | Element in the nonvolatile shared data memory that can

Memory be referenced by an attribute link in an element attribute
list.

Secure Boot Data | BFFE-BFFF | Nonvolatile — | Information related to the secure boot. Created during

Memaory the secure boot preset. These handles cannot be
directly used, created, read, written or deleted by the
host.

Shared Data 8000-BFFF | Nonvolatile R/W | General purpose handle for keys, data, certificates, etc.,

Memory stored in the shared data memory. Special handles (see
3.2.1.1. Special Handles) and secure boot handles (see
above) are also in this range.

Configuration Cooo MNonvolatile R/W  Configuration memory.

Memaory

2-3

45

6-7

Usage_Perm

Write_Perm

Read Perm

Deletion_Perm

0 (Never): Cannot be used in any command, but can be
read or written if allowed.

1 (Always): Mo usage restrictions, optional to run in the
authorization session.

2 (Auth): Any command using this element must be run
within an authorization session created with “Usage_Key".
3 (Rights): The use of the element requires rights in
“Usage Key".

0 (Never): This element can never be written with the
Write command.

1 (Always): Always legal to write.

2 (Auth): Writes of this element must be run within an
authorization session created with “Write_Key"™.

3 (Rights): Writes require rights in “Write_Key".

0 (Never): This element can never be read with the Read
command.

1 (Always): Always legal to read.

2 (Auth): Read requires auth. using “Read_Key".

3 (Rights): Read requires rights in “Read_Key".

0 (Never): This element may not be deleted, only modified
per write permissions.

1 (Always): Always legal to delete.

2 (Auth): Deletion requires authorization using
“Write_Key™.

3 (Rights): Deletion requires rights in “Write_Key”.

m\ MICROCHIP




Lab Elements for Labs

Private Key @ 0x8007
Public Key @ 0x8006
Private Key @ 0x8008
Public Key @ 0x800C
signerCert @ 0x8201
deviceCert @ 0x8200

Private Key
Public Key
Private Key
Public Key
Data

Data

What we used in

ECC P384 (Fixed Private Key)

ECC P384 (Fixed paired Public key)

ECC P384 (Random Generated Device Prixata\Key)
ECC P384 (the paired Device Public key)

Example Signer Certificate (Hold signer Public key)

Example Device Certificate (Hold Device Public kay)

Microchip Proprietary and STRICTLY Confidential
© 2024 Microchip Technology Inc. and its subsidiaries

Mame

D device.csr

D signer.csr

D Device_pri384.key
D Device_pub384 key
D root_pri33d key

D root_pub38d.key
D Signer_pri384d. key
D Signer_pub384.key
Ll device
5l root384
] signer
| | root384.srl

D signer.srl
@ extensicnFile

aliand SEC training » matenals » keys384

[E uintd_t PrivateKey[48] = {

@xAB, @xEB, 8x57, @xBE,
@x15, @x76, @xB8B, BwGE,
@x85, @x62, @x54, Bxd5,
@wCC, @w4B, @xED, 87D,
@%36, @w4D, @xE4, B%7F,
@%20, @xlF, 8%3D, 8wCC,

- 1

@x98, @x48, @8xB5, @x29,
@x45, @x87, 8x38, @xbBA,
BxA0, Ox3A, exdl, exel,
8x98, @xC2, @x7F, @x0s,
8xF3, 8x1E, @x(8, @xo4,
@xE7, @xCD, 8x65, @x6E

[=] static const uint8 t publicKey[96] = {

@wla, 8x7E, ewA9, ewisD, exDF, 8xEE, @xE3, @wBD,
@w2C, 8xBB, @w3F, @w92, @wiD, 8xE7, @wdD, BwdA,
@xF2, @x3a, 8w7E, ewEa, ew2e, 8w9A, 8xEl, exD2,
anD4, 8xB3, 8w7F, 8w95, 8w7E, 8wb3, 8wbd, 878,

g\ MICROCHIP



Lab6 - Provision TA100

Use: Lab6.txt



Step 6-1

* Copy functions from Lab6.txt to main.c, Program & Run!

vold Provision TAIMX vo1d) &8 RealTerm: Serial Capture Program 2.0.0.70 — O
T { ECC Private Key handle exist?: MNo.
TalOD_CreatedndWritePrivateKey _ECC284(); Create Private Hey Element
. - Success, Handle: @xB@@7?
Tal00_CreatedndWritePublicKey ECC384( ); Write Private Key
ECC Public Key handle exist?: Ho.
’ 2 e 3 . . Create Public HKey Element
TallD_CreateAndGenP rivateKey_ECC384( ); ”Sllccegsl,:'lHanﬁle: BB ABE
: : I it i
Tall0_CreateindWriteGeneratedPublicKey ECC384(); Succpas C ey

ECC Private Key handle exist?: Mo.

Tal0) CreateAndWriteDataBufl(): Create Private Key Element
. . St aD: . Success, Handle: Bx8088 :
TalO0_CreateAndWriteDataBufl(); nera fvate Key Sl RealTerm: Serial Capture Program 2.0.0.70

Generate Private Key

Tal00_WriteConfig(); ECC Public Key handle exist?: MNo. L
Tﬁan_lDEkE ); Create Public Key Element [Hello™™ RD_I,! iz Heret®t]
100 1 £ . Success,. Handle: Bx888C
F - Write Public Key . .
TallU_Read_Configuration(); Success. ECC Private HKey handle exist?
} Halting...-Handle already Exists
DataBufi (Signer CGertificate?> handle exist?: Ho. . .
Crente DataBufl S Cort> EL . ECC Public Key handle exist?
. . reate DataBu igner Cer emen = A =
int man{void) Success,. Handle: Bx8201 Halting...Handle already Exist
Writing Signer Cert
= Success. ECC Private Key handle exist?

. ) Halting...Handle already Exist
S?STEM_IHHI&]IZE(), Databuf2 (Pevice Cert> handle exist?: No.

Create Databufuf2 <Device Cert} Element ECC Public ]{E_l,! handle exist?

. Success, Handle: Ox8200 Halting...Handle already Exists
print ft ) Writing Device Cert
8 s8. - aps -
ueee DataBufl <(Signer Certificate? handle exist?
— . " Halting...Handle already Exists
Provision_TR100(); o g e Bytes
Success. Databuf?2 <Device Cert> handle exist?
. Locking Configuration Halting...Handle already Exists
vhile(1)
Config Is Locked?: u GDI’IfiQ’ Iz Locked?: 1)
{ Setup Is Locked: n Setup Is Locked: vy
} Locking Setup
Betup Is Locked: y
} TA18A Configuration Read

PEAde h7780BWhLY 7d088BHY d 78082ahdd2e 83631 F 03001 7087hA73 81 £2321f 3528 00000RBNEEEHE

0£ 93 0000PANERANE @ M|CRDCH|p



Once Failed message show up?

* Just press “Reset” Button to run the provision again.
* The provision just detects & passes “completed steps”

5 = U L N = - - N 7 5 — ~ Jp—
S RealTerm: Serial Capture Program 2.0.0.70 Ely RealTerm: Serial Capture Program 2.0.0.70

[Hello™ Roy is Hewre??] L [Hello™ Roy iz Heret??!]

. . . [Hello™ Roy iz Heret?l] ECC Private Key handle exist?
CC Private Key handle exist?: HNo. Halting...Handle already Exists
. ECC Private Key handle exist?
Create Private Key Element Halting...Handle already Exists ECC Public Key handle exist?
Success, Handle: Bx8087
Urite Private Key ECC Public Key handle exist? Halting...Handle alveady Exists
. . Halting...Handle already Exists
GG Public Key handle exist?: Ho. ECC Private Key handle exist?
] ECC Private Key handle exist? Halting...Handle already Exists
Create Public Key Element Halting.._.Handle already Exists y . .
Success,. Handle: Ax8086 fCC Public Key handle exist?
Urite Public Key ECC Public Key handle exist? Halting...Handle already Exists
Success. i i
Halting...Handle already Exists i (Bigner Certificate> handle exist?
DataBufl ¢(Signer Certificate? handle exist? --Handle already Exists

. it 7 s . s T
CC Private Key handle exist? Mo Halting...-.Handle already Exiszts (Device Cert> handle exist?

Create Private Key Element i ist?: --Handle already Exists

Success,. Handle: Bx8008 Config Is Locked?: n
Generate Private Key Create Databufuf2 (Device Cert? Element Hritigg Cnnfigurééiun Bytes

Success,. Handle: Bx8208 Cuccess
CC Public Key handle exist?: No. Writing Device Cert ’

: Line 358 in main.c
Create Public Key Element = 98 Config Is Locked?: n
Success. Handle: BxBBAC Code explanations can be found in atca _status.h WLocking Configuration
Write Public Key
Success. Config Iz Locked?: y
Setup Is Locked: n

DataBufl (Signer Certificate> handle exist?: Mo. Locking Setup
Setup Is Locked: vy
Create DataBufl (Signer Cert> Element

Success. Handle: BxB281 TA1AA Configuration Read
Writing Signer Cert HEABe h? 7000009 7dBRERL?d7B002abdd2e83631f A3000BRABBAAT3ILBA1F2321f3528000000ARRAOOGE

Error: Line 297 in main.c Bf 7 30000B0ABBOA
ETATUS = 2@

ode explanations can be found in atca_status.h :
Microchip Proprietary and STRICTLY Confidential @ MlCRDCHlp




TA100 Configurator - TPDS

|
Firmware Firmware Secure \ S \ S \ Veriﬁcation\‘ \
Prototyping Integration /. Subsystem /) Subsystem | Exchange ) Production
y

Configuration  Prototyping /. Process Samples

‘File Packages Help
Tools &

Webviews

E3 |Trust Platform Design Suite

Security Use Case Use Case
Concepts Identificatio Evaluation

! Home Usecases Secure Exchange Process Configurators Parts Parametric Chart Learning Center Utilities

=
TRLST

Trust&Go wex ]  TrustFLEX

\ \

TrustCUSTOM

* SampleConfig - Microchip TA Configurator

B o HO

- - New Load Save About
ATECC608'TNGLORA . ATECC608-TCSM Configuration Memory ~ Memory Elements
CEC173x "rustFLEX Information TR ) -
Nonvolatile Configuration Memory
ATECC608-TNGLORA
Information @ CEC173x TFLCo nﬁgu rator PR e Various device configuration options
CEC173x
Self Test
04 TrustCUSTOM
ATECCGOS"TN GTLS ECCZ TFLX'\UTH 12C Address Product Identification System
® CEC173x TCSM Configurator A
® ATECC608-TNGTLS Information ECCIRA-THXNLITH pece o =
Conﬁgurator Chip Options Package Option 8 Pin SOIC v
Parent Symmetric S /0 Toe e -
ATSAMAS D27'WLSOM1 ECC204‘TFLXWPC Key EXCha nger . Shipping Options Tape and Reel v
Product Identifier VA
ATSAMASD27-WLSOM1 Parent Symmetric Ke Revocation
Information ECC204-TFLXWPC Y y Microchip Provisioning
Conﬁgu rator EXChanger Compliance Options
Group Number 0x0000
ECC608-TFLXWPC o
© WFI32E01 Information Gatz Dz e =
ECC608-TFLXWPC Master Delete
— O anibing - - =
One Time
Device Update
SecureBoot
Microchip Controlled /]
GPIO Auth Key
. . . . . Pull Up
Microchip Proprietary and STRICTLY Confidential clobatimport Esport
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TA100 Configurator - TPDS

Configuration Memory Memory Elements Configuration Memary Memory Elements

Nonvolatile Configuration Memory Memory Elements

© Add @ Remave

Device Optit . . .
SheR s Enable use and direction of the GPIO pins.

Up Down
Self Test
ECC Private Handle Element
12C Address
GPIO Configuration
ECC Public Handle Element Name ECC Private Handle
Idle Timer .
GPIO1 Input Configuration he Element Type Shared ~
Encry/Decry Sym Handle
Chip Options GPIO 2 Input Configuration ~ Handle Value 0x8007
GPIO 3 Input Configuration ~ Signer Cert Handle
Passthrough Key
pull U Device Cert Handle
ull Up
GPIO Source User v
RSA Public Handle
Revocation GPIO 1 Enable o Value ABES573E9840882915763B6E458780BA5625495A93A4101CCABESTDIBC27FD D
GPIC 2 Enable N RSA Private Handle
Compliance Options Data Element Attributes
GPIO 3 Enable v
Update Options Class PrivateKey v
Key Type ECCP324 v
Soft Reboot iy
Algo Mode ECC ECDSA v
Master Delete
Pub Key Oxff
One Time
Session I:l
SecureBoot
Property Private Key Key Gen D
GPIO Auth Key
Sign Use One v
Global Import Export Agree Use TFarm “

Microchip Proprietary and STRICTLY Confidential @ MlCROCH'p



Asymmetric Authentication

ECDSA P384 Sign & Verify
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Asymmetric cipher

Alice Bob

01100...1110119
—>01100...111011

Bob’s
Private Key

i .
I Bob’s , I Digital
I Public Key ——>| Verify [€ Sign

Bob Signature

55 ﬁ\ MICROCHIP



ECDSA P384 Sign

55 [H uint8 t calculatedHash[48]

56 ex4s,
57 Bx39,
58 ex31,
53 @xAC,
&8 Bx9E,
61 @x25,
62— 1s

@x21,
BxFA,
@x76,
@x29,
@x91,
@x96,

@x5E,
Bx62,
ax8a,
@xAg,
@xE9,
ax26,

84 [H uint8_t signature[96]

exaa,
exd2,
ex70,
&2 BxB3,
2 ex23,
BxE2,
1 Bxac,
2 @xBD,
3 BxES,
- Bxa7,
exD3,
@xBa,

Bx26,
Bx3A,
@xa5,
Bx5E,
BxE4,
BxC4,
Bx23,
BxBC,
BxEE,
Bx32,
BxBE ,
BxEL,

BxaE,
Bx7E,
BxC3,
Bx98,
BxE3,
Bx48,
Bx6a,
exD2,
BxEC,
Bx5E,
BxEg,

Bx28,

78 [F uint8_t Privatekey[48]

28 BxAS,
21 @x15,
g2 BxE5,
23 @xCC,
24 @x36,
g5 @x20,
=2 1

ool
-1

oa

ex1a,
Bc2C,
BxF2,
exD4,

noooa
= o WA

oo
[

BxES,
8x76,
Bx62,
@x4B,
@xAD,
@x1F,

Bx7E,
@xBB,
Bx38,
BxE3,

Bx57,
@x36,
@x54,
BxEg,
BxE4,
@x30,

BxAD,
Bx3F,
Bx7E,
ax7F,

BxFa,
Bx5E,
@xDE,
@xo4,
Bx45,
ax2C,

Bxe9,
Bx55,
Bx21,
Bx50,
Bx55,
@xla,
BxAC,
BxAZ,
@xgd,
Bx97,
Bx68 ,
ax72,

= {

@x8E,
@x6E,
8x95,
ex70,
ax7F,
@xCe,

BxaD,
Bxa2,
BxE®,
axas,

@xEA,
Bx0F,
axE7,
axDA,
BxEA,
8x66,

@xla,
@xaF,
@x7E,
BxA2,
@xCA,
@x79,
@xED,
@x18,
@xD1,
@xC2,
@xCD,
BxAC,

@x08,
@x45,
@xag,
Bx9E,
axF3,
@xE7,

[F] static const uint8_t publicKey[96]

@xDF,
@xaD,
Bx26,
@x7E,

@xC2,
Bx7F,
@x96,
@x6E,
Bx63,
@xAE,

ex18,
BxF3,
@xCB,
BxEF,
BxE2,
Bx7F,
Bx2F,
@x7E,
BxBC,
BxBa,
@80,
BxBA,

B8,
Bx87,
Bx34,
BxC2,
@x1E,
@xCD,

= 1
BxEE,
BxE7,
BxOa,
AxE3,

= { [f/"hello-roy"

BXAS,
BxCE,
Bx34,
@x3D,
@x19,
BxEC,

@xEF,
@x1E,
@xFA,

x5,

@xCE,
@xB7,
Bx6D,
BxES,
BxFF,
BxG6,
8xC8,
Bx74,

BxBE,
ex8e,
exdl,
ex7F,
axCa,
Bx65,

BxE3,
@80,
BxE1,
BxG4,

Bx28,
o Al
Bx52, icCe

BxEA,

PxAT,
BxBE,

axFC,
EX.-/_, @
Bxsb

ot 01100...1110119

Bo

—>01100...111011

Digital

gzﬁg Bob’s ’
o Public Key —>{ Verify [€

axndh, Bob

BxdF,
ax06, KruB

Bx2F,
BxAB,

Table 5-2. Algorithm List

@x20,
@xBa,
@xal,
@xD5,
@xo4,
Bx6E

(Bits)

@xED,
BB,
exD2,
ax78,

Signature

’ Bob’s
- Sign Private Key

output

status = talib_s.ign_external(atcab_get_device[), private key handle, TA HANDLE INPUT BUFFER, |calculatedHash, 48, signature, &size signature 384);

Q\ MICROCHIP




ECDSA P384 Verify

[ uint8_t calculatedHash[48] = { //"hello-roy"

ax21,
BxFA,
Bx76,
Bx20,
@x9l,
8x96,

Bx26,
Bx3A,
Bxa5,
@x5E,
BxE4,
@xC4,
Bx23,
BxBC,
BxEBE,
@x32,
Bx8E,
BxEl,

@x5E,
@x62,
axea,
BxAo,
BxEBa,
8x26,

[E uintd_t signature[96]

BxIE,
ax76,
BxC3,
Bx98,
BxE3,
ax48,
BxEa,
@xD2,
BxEC,
Bx5E,
BxED,
Bx28,

[H uintd t PrivatekKey[48]

[E static const uint8 _t publicKey[96] =

55
56 exds,
57 @x39,
58 ax31,
5g BxAC,
6@ @x9E,
61 @x25,
B2 “ )
&3
Bx98,
Bx42,
7 ex70,
3 BxB3,
: Bx23,
7@ Bx62,
71 axac,
72 @xBD,
73 BxES,
74 Bxa7,
7 exD3,
7 exBa,
s |
78
5@ BXAS,
81 Bx15,
82 Bxas,
83 BxCC,
54 ax36,
85 Bx2D,
£ b
22
28
39 axl1e,
98 ax2C,
91 @xF2,
92 @xD4,
status =

BxES,
Bx76,
Bx62,
Bx4B,
ax4D,
ax1F,

8x7E,

8xEBE,
8x38,
8xB3,

Bx57,
@xEE,
Bx54,
BxED,
BxE4,
@x30,

BxAa0,

axFg,
@x5E,
@xDE,
Bxod,
@x45,
ax2C,

Bxea ,
Bx55,
ex21,
@x50,
Bx55,
ex18,
BxAC,
BxAZ ,
BxE4,
@xa7,
Bx6a,
Bx72,

=1

@x8E,
BxEE,
Bxas,
@x70,
ax7F,
BxCC,

@xaD,

Bx3F, 8x92,
Bx7E, BxEe,
@x7F, 8x95,

@xEA,
@x9F,
@xE7,
@xDA,
@xEA,
866,

@x1a,
@xaF,
@x7E,
@A,
@xCA,
@x79,
@xB80,
@x18,
@xD1,
@xC2,
@D,
BxAC,

@xo8,
Bxd5,
BxAD ,
@x9B,
BxF3,
BxET,

axDF,
8x9D,
Bx26,
Bx7E,

exC2,
@x7F,
Bx96,
Bx6E,
Bx63,
ex4E,

Bx18,
BxF3,
@xCB,
BxEF,
BxE2,
Bx7F,
@x2F,
@x7E,
Bx8C,
Bx6A,
BxeD,
BxGA,

Bxda,
BxE7,
Bx3A,
BxC2,
Bx1E,
BxCD,

@xEE,
@xE7,
Bxo4,
Bx63,

{

BxAS,
@xCe,
ex34,
8x30,
@x19,
8xaC,

@xEF,
@x1B,
BxFa,
Bx45,
BxCE,
@xEB7,
BxED,
Bx88,
BxFF,
BxE6,
BxCs,
Bx74,

@x88,
@xEa,
Bxcdl,
Bx7F,
axCa,
BXES,

@xE3,

axen,
BxEl,
Bx64,

ax28,
@x8E,
@x52,
BxEA,
exla,
Bx9a

BxAT,
BxaE,
BxFC,
@x72,
BxE6,
@xEB,
@x28,
Bxaa,
BxAF,
Bx86,
@x2F,
BxAB,

@x20,
BxEA,
Bxel,
ax0s,
axa4,
BxGE

8xBD,
axan,
exD2,
Bx78,

s | B
Public Key
Bob
KpruB

Alice

01100...111011C
—

®

Verify

Digital

Bo

1100...111011

®

P

Bob’s
Private Key

-

ignature

Sign Bob

KPRIV

Yes/No

talib_verify(atcab_get device(), TA_KEY TYPE_ECCP384, TA HANDLE_INPUT BUFFER, TA HANDLE_INPUT BUFFER, signature,

TA_SIGN_P384 SIG_SIZE, calculatedHash, TA VERIFY P384 MSG_SIZE, publicKey, TA ECC384 PUB_KEY SIZE, BisVerified); @MICROCHIP



Lab7 — ECDSA Sign & Verify
using TA100

Use: Lab7.txt



Step 7-1

* Use the pre-provisioned Device keys to run Sigh & Verify
* Copy functions from Lab7.txt to main.c, Program & Run!

vold SignAndverify 384 Internal(wvoid)

= {
uintle_t size signature_384 = 95;
printf{"\r\n5ign again from Written Prikey:%r\n"};
status = talib_sign_external(atcab_get_device(), @x@2, private_key handle, TA_ HANDLE_INPUT_BUFFER,| calculatedHash, 43, signature, &size signature_384);
CHECK_STATUS(status);
printf("\rinGet Signature:\rin"};
print_bytes(signature,size_signature_334);
printf("\rinVerify again:\rin");
status = talib _verify({atcab_get_dewvice(), TA_KEY_TYPE_ECCP384, TA_HANDLE_INPUT_BUFFER, public_key handle, signature,
TA SIGN_P384 SIG SIZE,| calculatedHash, TA VERIFY P384 MSG_SIZE, NULL, TA ECC384 PUB KEY SIZE, &isVerified);
= if(status == ATCA_SUCCESS && isVerified == true){
: printf("ECD5A384 Verify successfully \n"); &8 RealTerm: Serial Capture Program 2.0.0.70 - 0 X
jelse{
1 printf{"ECDSA3ZE4 Verify Failed \n"); [Hello™ Roy is Here??]
}
fign again from Written PriKey:
1
. et Signature:
. . . 24666c4868ba?lddefbbc?adleeeed252d5fa?fbaBeed3ell bAFS56Ff 182 fc562b27chbaedadel dBbal
int main(veid) 51011636 7dbd202f5f e P4dcB4f £ cb Va226cchb 57484799 7 ecBcad824773788667F af 59d5554adb
=Ry h8hd?528439ch31c4d58be1f 367795a4

SYSTEM Initialize();

ECDEAZE84 Uerifufy successfullytt

printf{"\r\n[Hello~~ Roy is Here!!]Wr\n"};

SignAndverify 384 Internal();

You could press “reset button” to retry to
g get different “signature” each time, every

1

Ly signature could get verified. MICROCHIP

[




Lab 7 - Practice
1. Use 2nd pair Private key to do Sign, then

2. Use 1st pair Public key to verify, should be failed

3. Use 2nd pair Public key to verify, should be Successful

Element Name

Private Key @ 0x8007 Private Key ECC P384 (Fixed Private Key)

Public Key @ 0x8006 Public Key ECC P384 (Fixed paired Public key)

Private Key @ 0x8008 Private Key =~ ECC P384 (Random Device Private Key)

Public Key @ 0x800C Public Key ECC P384 (paired Device Public key)

signerCert @ 0x8201 Data Example Signer Certificate (Hold signer Public key)
deviceCert @ 0x8200 Data Example Device Certificate (Hold Device Public key)

88 RealTerm: Serial Capture Program 2.0.0.70

[Hello™™ Roy is Herettl

Sign again by 2Znd pair PriKey Chandle Bx8888>:

Get Signature:

B6723hB6E7IFA6L A2 ?5d1 21649651 8F8d4175a3e M F7AbLSA3IB4AR4A5e P82 c651Yee2f dac
8d8al15hc?2371ab?2dd552f82630a1302dbb22bbdde?37c2Ba2ead2bb269bfe23bled1aaddccl24

cbdciBhabab4cdl FE48A263F abcA?87d

Uerify by 1st pair Pubkey Chandle Bx880686>:
ECDEAI84 Uerify Failed??

Verify by Znd pair Pubkey Chandle BxB8BACH:
ECDEAJE4 Uerify successfullytt

Microchip Proprietary and STRICTLY Confidential
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Let’s start the Lab7 & practice
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Message Authentication

Certificates

c\ MICROCHIP



The example of Message Authentication

Hi Bob, | have a
message for you
from your mom.

Thank you! It's
good to hear
from my mom!

Hi Alice, can you
please give my son a
message for me?

Bob doesn’t know
me. How will he
trust the message
is genuine?

Who the heck are
you and what
have you done
with my mom?!

No problem! Give him
this certificate of
message authenticity.

Sorry! I'm Alice and
here is a certificate
from your mom so you
can trust the message
iS genuine.

Bob’s Mom

Microchip Proprietary and STRICTLY Confidential ® MlCROCHlp



Certificate is used to prove some information
Use Public key to verify a certificate

pros "N

w

st

Al

Signature
sign r' (the proof)

APRIV

(need proof)

Signature
(the proof)

(need proof)

ﬁ\ MICROCHIP
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(need proof)

Signature

(the proof)

Lab8 — Read out Device
Certificate from TA100

Use:Lab8.txt

ﬁ\ MICROCHIP



Step 8-1

* Copy functions from Lab8.txt to main.c, Program & Run!

vold Read Device Certificate(wodid)
{
char data_buf3[1leea];
size t size = (size_t)sizeof(data_buf3);
status = +talib_read bytes zone(atcab_get dewvice(}, @ /*not used*/, @xB288, 8, data_buf, sizeof(DeviceCert));
CHECK_STATUS(status);
printf("Read out Signer Certificate’rin™);
print_bytes{data_buf, sizeof(DeviceCert));
status = atcab_basebdencode(data_buf, (size t)sizeof(DeviceCert), data_buf3, &size);
CHECK_STATUS(status);
printf("\r\nBasesd formathrin");
printf("----- BEGIN CERTIFICATE----- AUF
for(int i = @; i<size; i++) [Hello™ Roy is Here?!?]
I Read out Signer Certificate
rintf("%c", data buf3[i]): 3A82A18d3082P1128214758a17Adf d1P1c6d3Ib41571d20c?36d226081cB84h3ARaA0AR2a8648ce3dB4
P * - ! A303302a3112301806A355048aAcA?4d6263726f636869703114301206A35504A30cAh44d434850828
5349474e4552301e178d32333035333020328313034375a170d3233383632393A38313834375a382a
printf("\rin----- END CERTIFICATE----- Wehnhrhn™y; 3112381 0860355840a8cA74d696 372686 36869783114361 286835584830c8b4d43485820444556 49
} 43453076301 006A72a8648ce3dB2A1A6A52hE1A4AA22A3620004187ea??ddfeeed3bd2chh3f229de?
AdBaf2307eef26%aeld2d4b3?f 75763647881 h3h91876eb584ch9947c2cb4d?F673205e3127h17d
2ff4aABele8788adi1998433e3891 Vhc5a8PAc?1h15a52 788891 cB1f9h488e127782d24F 8BaB8bET
int main({wvoid) chadlBABaB6cB82a8648ce3dB483AIAIGIAA3A66A231AALE4bclbdBlelcl6?46aB62bfb38a22463e89
I 6f51db21c3bbbfd3biBA88bEPe?212c9d41cachdoB2a?fcboh36eBaBaf?c?af23100a5BAh?bdf Padlbe
. a1 f68edboBB22fc2692ebh21abB2af8ccBcItIded26c56df53eA525dalll1fA4a32a8dcal256125837069
SYSTEM Initialize(); 3
printf({"\r\n[Hello~~ Roy is Here!!J\rin™); Base64 format
. . MIIBjTCCARI CFHWEF? /RichT t BUxBgyT hZJrgchLMAoGCCgGSM49BAMDMCoxEJNG
Read _Device Certificate() BgHUBAoMCU1 pY¥3Ju¥2hpe DEUMBI GA1UEAwuwLTUNIUCET SUAORU I wHhc MM jMuNT My
MDgxMDQIWhc MM jHwN I SHDgxHDQ3W jAgMRI wEAY DUGQGKEDA 1NallNyh2Moask AxFDAS
while (1) BgHUBAMMCA1 DS FAgREUVWS UMFMHY wEAYHKoZ] = jACAQYFK4EEACI DY gAEEHG6 pnd./u
4 7Azuz +SnecHCul wf uAmmuHE1 LN 185 JZHiBs kY dut¥ TGml £ Jxk2 £ Z=1 F4xJF?
i +f ?KCOPoe [ »RGZBDP JCRe BocHehFalnil ke gf mBi0GEe CAk+AgLjButMAoGCCgG
} SH49BAMDAZ KAMGY CHQC458FtgeHBallaoY»+= 1 i JGPo lvllds hu?ZvB7EIl i4f pl S yd
} QcrFlgKp/Ge24KignJoCHQC1CSvf e kFs 20 ?WCCLEBJpLlrlasCol =1 wl PcBmxW31 Py
U12gERBEo ygMyilhl1YMHuwaaM=

END CERTIFICATE




Step 8-2

* Decode Certificate to see its details

[Hello™ Roy is Here??]

Read out Signer Certificate
3082018d308201120214758a17dfd181c6d3h41571d208c936d926h81cB84h30RaB6N82a8648ce3dB4
A303302a31123010060355040aAcA?4d6963726f636869703114301206035504030cAh4d43485020
5349474e4552301e170d3233303533303038313034375a170d3233303632393038313034375a302a
31123018068355040aBcP?4d6963726f63686970311430120603550403AcAh4d4348502044455649
43453076301006072a8648ce3dB20106052h8104002203620004107%ea?9ddfeee3bhd2chh3£929de?
AdAaf2387eeP26%ae1d2d4h37f957e63647881h3h?1876eh584c69947c9ch4d9f673205e3127h17d
f9ff4aB8e3e8788ad11998433e30917bc5a878c71h15a52788891c81f9h488e197782d24Ff80a8h8f
chad3P0Paf6B82a8648ce3dA40930A30A369003066023108h84hc16d81lelc16946a862hfh38a22463e89
6f51db21c3b6b6fd3b1888h87e9212c9d41cac5d6B2a%fcb6h3beBaBal?c?aB231080a50hhdf 7ad416¢c
f68ed6B822fc2692eh21ahB2aB8ccB8c353dcd26c56df53eA525dal111fA4a32a8dca256195837869

a3

Baseb4 format
BEGIN CERTIFICATE
MIIBjTCCARICFHUWKF? /RAchT tBUxBgyThZJrgc hLMAoGCCqGSM49BAMDMCoxEjAQ
BgNUBAoMCU1pY3Ju¥2hpcDEUMBI GA1UEAwwLTUNIUCBTSUAORVUI wHhec NMjMuNT Muw
MDgxMDQ3WhcNMjMuNjISMDgxMDQ3U jAGMRI wEAYDUQQKDA 1NallNybh2Noa®AxFDAS
BgNUBAMMCOA1 DSFAgREUUWSUNFMHY wEAYHKoZ1 z jACAQYFK4EEACI DYgAEEH6 pnd./u
47B8suz+SnecNCvIwfuAmmuHS1LN/1X5 jZH kY dutYTGmUf Ixk2f Zz 1 FAxJ7F?
+f 9KCOPoe I »rRGZBDP jC ocMchFalUnil fmBi0GEeCAk+AgLj8utMAoGCCqG
DA2KAMGYCMQC tgeHBalao¥Yr+: JGPo lvldshuw?ZvB7EI i4f pISyd
gKp/Gs24KignJoCMQC1C5vfekFs?o07UCCL8JpLyrIasColzIwliPcOmxW31 Py
:R8EoygNyiUhlYNwaaM

END CERTIFICATE

ASM.1 JavaScript decader X  +

C & lapo.t/fasnijs/

SEC 2023 schedule a Customer Visit sche.. [ Taiwan Weekly Rep... & hitp

ASN.1 JavaScript decoder

BgNVBACMCULpY3IwY2hpcDEUMBIGALIUEAWWL TUNIUCEBTSUdORY ITwHh MM MwNT M
MDgxMDQ3WhcMMMwN ] ISMDgxMDQ3W ] AgMRIWEAYDVQOKDA LN aWNyb 2 Mo aXAxFDAS
BgNVBAMMCR1DS FAZREVIWSUNFMHYWEAYHKoZ Iz jACAQYFKAEEACIDY gAEEHERpNd /U
47@suz+SnecNCvIwfulmmuHSILN/ 1XS JZHIBs 7Y dutyTamUf Ixk2fZzIF4xI7F9
+fOKCOPoeIrRGZEBDPjCReBHocMcbFalUniTlkcg fm2ioaXeC@k+AgL i ButMADGLCga
SM49BAMDAZ KAMGYCMQC458FtgeHBalaoYr+zi1i1GPolvUdshw7Zve7ELi4fpIsyd
QcrFlgkKp/Gs524Kign]oCMQC1CsvfekFs2o7WCCLEIpLriasColzIwlPc@mx31Pg

Ul2gEREEoyghlyivhlviwaalld

with hex dump || with definitions | decode |

Drag or load file: | Choose File | No file chosen |
Load examples: | PKCS#7/CMS attached signature (DER) v || load |

Definitions:

Microchip Proprietary and STRICTLY Confidential @ MlanCHlp


https://lapo.it/asn1js/

Step 8-3

 Decode Certificate to see details

information

BgHVBACMCULpY3IvY2hpcDEUMBIGALIUEAWwWLTUNIUCEBTSUAORY IvHhcl
MDgxMDQ3Wh cNMIMwN I5MDgxMDQ 30 AgMR TWEAYDVQQKDA INaWHy b 21k
BgHVEAMMCE1DSFAZREVHSUNFMHYWEAYHK0Z Iz JOCAQYFK4EEACIDY gL
47@suz+SnecNCvIwfulmmuHS1LN/ IX5jZHIBs 7Y dutYTamUf Ixk2f L
+TOKCOPoeIrRGZBDPjCRe8locMcbFaUnilkcgfma@ioaxXeCok+AgLisu
SM49BAMDAZKAMGYCMQC458FtgeHBalaoYr+2z111GPolvldshw?Zve7E
QcrFlgKp/Gs24KignloCMQClCsvfekFs9o0TWCCLEIpLlriasColzIwlP
U12gERBEayghyivhlYNwaaM=

+ ||

Information
from Bob’s
\" [o]11]

BgNVBAoMCULpY31vY2hpcDEUMBIGALIUEAwWL TUNIUCE TSUAORY TwHh cNMMwNT Mw
MDExMDQ3Wh cNM Ml T 5MDgxMDQ 30 ] AgMR TWEAYDVQQKDA 1NakNyb 2HoaXAXFDAS
BghVBAMMC@1DSFAEREVHSUNFMHYWEAYHKoZ Iz JACAQYFKAEEACIDY gAEEHGpnd fu
478suz+SnecNCvIwfulmmuHS1LN/ IX5JZHiBs 7Y dutYTGmUT Ixk2fZzIF4xI7F9
+f9KCOPoeIrRGZEDPjCReSWocMcbFalniTkcgfm@ioaxeCok+AgLiButMADGLCga
S | g na t ure SM49BAMDAZKAMGYCMQC458FtgeHBalaoYr+ziilGPolvUdshw7Zve7EI14TpISyd
QcrFlgkp/Gs24KignloCMQClCswfekFs207WCCLEIpLriasColzIwlPc@mxl31Pg

(t h e p roof) Ul2gERBEoygNyivhlYNwaaM=

V O p Proprietary ana onriae

© 2024 Microchip Technology Inc. and its subsidiaries




Step 8-4

 Look into the certificate

FELIENE (5 e l") 3¢ 52 21 50 3@ 82 @1 12 82 14 75 8A 17 DF D1 @1

A it} 671831502767148530280642950023447620806652642379 6 D3 B4 15 71 D2 @C 33 6D 92 6B &1 C& 46 30 8A
@6 €8 2A 86 48 CE 3D €4 @3 @3 20 2A 21 12 20 1e

elem
PENTIFIER 1.2.848.10045.4.3.3 ecdsallithsHA3B4 (ANSI x2.c @6 @3 55 84 BA OC @9 4D 69 63 72 6F 63 68 69 70

ed)p elem) 31 14 30 12 @6 83 55 @4 @3 @C @B 4D 43 43 50 20
em) 53 49 47 4F 45 52 3@ 1E 17 @D 32 33 3@ 35 33 38
E (2 elem) L . o 30 38 31 3@ 34 37 5A 17 @0 32 33 30 36 32 39 3@

31 12 30 1@ @6 @3

e
in icroch
ke TBS From DeviceCert[4
UE;'EE :E:ZE:#‘IE';iER ro eVI Ce e r ? 24 86 48 CE 3D @2 @1 06
i MCHP SIc..c.. 28 @4 18 7E A9 9D DF EE
SEQUENC 2D @4 F2 3@ JE E@ 26 5A
UTCTime 2023-{/-30 88:1¢ I h 64 78 81 B3 B9 18 7&_EE
UTCTime 2823-86-29 88:1¢
Se () ength = 274+4 (0x112+4) &
SET (1 elem

SEQUENCE (2 elem)
OBIECT IDENTIFIER 2.5.4.18 organizationName (X.52@ DN comp 57 75 20 24 F8 @A 88 8F CB AD 30 04 05 05 2A 86

D1 19 9@ 43 3E 3@ 91 7B

38 89 1C 81 F% B4 83 E1

UTFBString Microchip 48 CE 3D @4 @3 @3 @3 59 63 3@ 66 62 31 8@ B8 4B
SET (1 elem) €1 6D 81 E1 C1 65 46 A3 62 BF B3 8A 22 46 3E 89
SEQUENCE (2 elem) 6F 51 DB 21 C3 B6 6F D3 B1 @8 8B §7 E% 21 2C 9D
OBJECT IDENTIFIER 2.5.4.3 commonName (X.526 DN component) 41 CA C5 D6 82 A9 FC 6B 36 E@ AS AB 9C 9A 82 31
UTF8String MCHP DEVICE @@ AS @B 9B DF 7A 41 6C FG 8E D& 88 22 FC 26 92
SEEUELTEE [ sl EE 21 AB @2 A@ BC C§ C3 53 DC D2 6C 56 DF 53 E@

SEQUENCE (2 elem)
OBJECT IDENTIFIER 1.2.840.10045.2.1 ecPublicKey (ANSI X9.62 p :2 DM AP B2 WEIHGEBEW®
i )]

OBJECT IDENTIFIER 1.3.132.8.34 secp384rl (SECG (Certicom) nam 5

SEQUENCE (2 elem) e et
OBJECT IDENTIFIER 2.5.4.1@ organizationName (X.528 DN comp 97 78 20 24 F& @A 8B 8F CB AD 30 0A 06 03 2A 86

UTFBString Microchip 48 CE 3D 84 @3 @3 232 59 oo B@VE6N62 31 @@ B8 4B

SET (1 elem ) €1 6D 81 E1 C1 69 46 A8 62 BF B3 8A 22 46 3E 89
SEQUENCE (2 elem) 6F 51 DB 21 C3 B6 6F D3 Bl @8 8B 87 E9 21 2C 9D
OBJECT IDENTIFIER 2.5.4.3 commonName (X.520 DN component) #1 CA €5 D6 @2 A9 FC 6B 36 E@ A3 A@ 9C 9A @2 31
UTF8String MCHP DEVICE ©@ A5 @8 9B DF 7A 41 6C F6 8E D6 @8 22 FC 26 92
SEQUENCE (2 elem) EB 21 AB @2 A@ BC C8 C3 53 DC D2 6C 56 DF 53 E@

SEQUENCE (2 elem)
OBJECT IDENTIFIER 1.2.840.18@45.2.1 ecPublicKey (Al MSI xg 52 i 2 BeB e R Lt s D Wl e G bl (B ID b
OBJECT IDENTIFIER 1.3.132.8.34 se p384 r1 (SECG (Cert
BIT STRING (776 bit) eaaemeaaealaaaeau1111@1@1@1991190111911191111111191110111@9011191111

SEQUENCE (1 elem)

OBJECT IDENTIFIER 1.2.840.10045.4.3.3 ecdsaWithSHA384 (ANSI X9.62 ECDSA algorithm with SHA384)
BIT STRING (832 bit) 001100000110911 1000110091 1911100001201011 1120000101 1211..
SEQUENCE (2 elem)
Offsct: 207 B4 bit) 2836573824453609677129271972585399383085386921300228806581230263634745.
Length: 2+18284 b'lt) 2540280387646520598361340535081751616043438046271317354236864857793794..

BENVE 6;;::#"“5‘1) IpcDEUMBT GALU EAwu L TUNTUCE TSUAORY TwHh cHIM{MuliTHy -
e P 51DgxMDQ3 1 AgHR TwEAYDVOQKDA LNakiyb 2NoaXAXFDAS
BENVE ISUNFMHYWEAYHK0Z 1z §@CAQY FK4EEACIDY=AEEHBDNd /U

static const uint8_t DeviceCert[] = {
0x82 x02, 0x14, 0x75, Ox8A, Ox17, OXDF, 0xD1, 0xO01,

Ox0A, 0x0C, Ox09 Ox4D Ox69 0x63 0x72 0x6F 0x63 0x68 0x69 0x70 0x31 0x14 0x30 0x12
0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, Ox0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 0x44, 0x45, 0x56, 0x49,
0x43, 0x45, 0x30, 0x76, 0x30, 0x10, 0x06, 0x07, Ox2A, 0x86, 0x48, OxCE, 0x3D, 0x02, 0x01, 0x06,
0x05, 0x2B, 0x81, 0x04, 0x00, 0x22, 0x03, 0x62, 0x00, 0x04, 0x10, Ox7E, OxA9, 0x9D, OxDF, OxEE,
OxE3, OxBD, 0x2C, 0xBB, 0x3F, 0x92, 0x9D, OxE7, 0xOD, Ox0A, 0xF2, 0x30, Ox7E, OxEO, 0x26, Ox9A,
OxE1, OxD2, 0xD4, 0xB3, 0x7F, 0x95, 0x7E, 0x63, 0x64, 0x78, 0x81, 0xB3, 0xB9, 0x18, 0x76, OXEB,
0x58, 0x4C, 0x69, 0x94, 0x7C, 0x9C, 0x64, 0xD9, 0xF6, 0x73, 0x20, Ox5E, 0x31, 0x27, 0xB1, Ox7D,
OxF9, OxFF, Ox4A, 0x08, OxE3, OxES8, 0x78, Ox8A, 0xD1, 0x19, 0x90, 0x43, Ox3E, 0x30, 0x91, 0x7B,
0xC5, 0xA8, 0x70, 0xC7, 0x1B, 0x15, OxA5, 0x27, 0x88, 0x89, 0x1C, 0x81, OxF9, O0xB4, 0x88, OxE1,
0x97, 0x78, 0x2D, 0x24, OxF8, Ox0A, 0x8B, 0x8F, OxCB, OxAD, 0x30, Ox0A, 0x06, 0x08, 0x2A, 0x86,
0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x03, 0x69, 0x00, 0x30, 0x66, 0x02, 0x31, 0x00, OxB8, Ox48B,
0xC1, 0x6D, 0x81, OxE1, OxC1, 0x69, 0x46, 0xA8, 0x62, OxBF, 0xB3, Ox8A, 0x22, 0x46, 0x3E, 0x89,
0x6F, 0x51, 0xDB, 0x21, 0xC3, 0xB6, 0x6F, 0xD3, 0xB1, 0x08, 0x8B, 0x87, OxE9, 0x21, 0x2C, Ox9D,
0x41, 0xCA, 0xC5, 0xD6, 0x02, OxA9, OxFC, 0x6B, 0x36, OXEO, OxA8, OxA0, 0x9C, 0x9A, 0x02, 0x31,
0x00, OxA5, 0x0B, 0x9B, OxDF, 0x7A, 0x41, 0x6C, OxF6, Ox8E, 0xD6, 0x08, 0x22, OxFC, 0x26, 0x92,
OxEB, 0x21, 0xAB, 0x02, 0xA0, 0x8C, 0xC8, 0xC3, 0x53, 0xDC, 0xD2, 0x6C, 0x56, OxDF, 0x53, OxEO,
0x52, 0x5D, OxAO, Ox11, Ox1F, 0x04, OxA3, 0x2A, 0x8D, OxCA, 0x25, 0x61, 0x95, 0x83, 0x70, 0x69,
OxA3

Wcrochip Proprietary and STRICTLY Confidential @ MlCROCHlp
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Lab 8 - Practice

1. Try to Read out the Signer Certificate
2. Use ASN.1 to decode the TBS area & Signature

Private Key @ 0x8007 Private Key ECC P384 (Fixed Private Key)
39 22 21 A2 BB 82 81 2A Ae @3 82 91 02 92 14 1A 39 82 @1 A3 3@ 82 @1 24 A@ @3 @2 91 B2 @2 14 1A
Public Key @ 0x8006 Public Key ECC P384 (Fixed paired Public key) 98 87 AE Bl BS5 87 @2 A9 63 CE C7 C6 B9 47 AB SB 9B 87 AE Bl B5 87 82 A9 63 CE C7 C6 B9 47 AB 5B
AE 55 A4 30 @A @5 @8 2A 86 48 CE 3D @4 @3 @3 30 AE 55 A4 3@ @A @6 @5 2A 86 48 CE 3D @4 @3 83 3@
Private Key @ 0x8008 Private Key ECC P384 (Random Device Private Key) 28 31 12 30 10 @5 @3 55 @4 @A OC @9 4D 69 63 72 25 31 12 30 1@ @6 ©3 55 04 OA @C @9 4D &9 &3 72
F 63 68 6% 70 31 12 36 1@ @6 ©3 55 @04 03 0C @9 6F 63 68 69 7@ 31 12 3@ 1@ 06 03 55 @4 @3 @C a9
Public Key @ 0x800C Public Key ECC P384 (paired Device Public key) 40 432 48 50 26 52 4F 4F 54 3@ 1E 17 60 32 33 38 4D 43 483 5@ 28 52 4F 4F 54 3@ 1E 17 @D 22 33 3@
35 33 3@ 3@ 38 3@ 36 31 33 5A 17 @D 32 332 3@ 36 35 33 38 38 38 3B/ 36 31 323 54 17 6D 32 323 29 36
signerCert @ 08201 Data Example Signer Certficate (Hold signer Public key) N | | oucenis meanzuen
- - = - - 14 30 12 86 ©3 55 @4 @3 @C @B 4D 43 48 50 20 53 14 3@ 12 @5 ©3 55 @4 83 GC OB 4D 43 48 58 28 53
deviceCert @ 0x8200 Data Example Device Certificate (Hold Device Public key) 49 47 4E 45 52 30 76 30 1@ 66 87 2A 86 48 CE 3D 49 47 4E 45 52 30 76 30 10 O6 07 2A 86 48 CE 3D
@2 @1 @6 ©5 2B 81 @4 @@ 22 @3 62 @@ @4 FF 1C 54 @2 91 @6 ©5 26 81 04 @@ 22 @3 &2 00 @4 FF 1C SA
Bl RealTerm: Serial Capture Program 2.0.0.70 - O X AD 4D 1D 48 C5 94 A3 F& (7 4D @@ 75 15 @3 54 86 AD 4D 1D 48 C5 94 A3 F8 (7 4D @@ 75 15 @3 54 36
A2 B@ 1B DB 12 CC E6 CD 3D E2 D7 FE 51 63 4E 89 A2 B@ 1B DB 12 CC E6 CD 3D E2 D7 FE 51 &3 4FE 89
] A CF 4D F4 SE 18 GF 24 62 26 &7 7F 23 D3 81 4F 20 CF 4D F4 SE 18 6F 24 62 26 67 7F 23 D& 81 4F 20
S T e T ] A1 BS E® 33 3F 36 BF E7 D2 B3 D8 23 26 7E 78 51 A1 BS E9 33 3F 36 BF E7 D2 B3 D8 22 26 7E 78 51
Ag 5' A% 2 A AR3A201 620 I hE B7A2a%63ce 6 h9 AR 26608 B2 63 FF EC 57 75 B8C €@ &6 A4 18 85 13 31 E2 A3 B9 63 FF EC 57 75 8C C@ &6 A4 18 85 13 31 E2 A3
8648 A4A3033028 A1PP6E A4PaBc B9 4d6 96 663686970 A1 P06 6 A4@30cA9 8F BD 78 9B 4F 56 12 20 33 @D 41 2F F38 A3 13 30 8F BD 7B 9B 4F 56 12 2@ 33 @D 41 2F FE A3 13 3@
i 1850285241 4 H i 1 B3iR38 3830 1 Hi6 2380383030 11 38 @F @6 ©3 55 1D 13 @1 @1 FF @4 @5 38 @3 @1 11 3@ @F @6 @3 55 1D 13 ©1 @1 FF 94 @5 3@ 03 91
‘.‘5‘ : E 55;5” E Ha l 5 b263 72616 l::lr.srr rﬁ frf H4H3 B ’ 1d 5 45 @1 FF 3@ @4 @6 B3 2A 86 48 CE 3D 24 23 83 83 &7 21 FF 3@ @A O6 @3 2A 86 48 CE 3D 04 B3 83 93 &7
A ATE ARE 29 B hibl Peccted? deddIf sE163de B9 EAIF ACol1 86 FIAE 226 E 1B A @2 3@ 54 @2 3@ 29 77 3B 6D E2 32 47 49 C4 DA FS oo 3@ 64102 30 2 77 38 6D E2 32 47 49 C4 DA F5
90 s lg.'ﬁ s B 26 0 A6 G T T 9h . A CC DA 9D C% @9 Ee 72 D& 29 Al BD 53 @A 1F FF 2@ CC DA 9D €9 @9 E6 72 D& 29 Al BD 52 @A 1F FF 2@
5 7 ‘ Af B6 B A1 6 40530830108 PAaRGAE 228648 A48383036 D3 Bl 82 AC @9 1@ 8D Be &F 4C 93 B6 7@ ED @2 95 D3 Bl 8% AC ©% 18 8D B& &F 4C 93 B6 7@ ED @2 395
AA3 A6 29 . 2 9 : 2076 h29 H i BY 171 @8 h AD F2 54 15 D1 82 38 76 17 1A E@ 5F 52 E8 97 A8 AD F2 54 15 D1 22 38 76 17 1A E@ SF 52 EE 97 A@
8 ?3h670edB2? 023876 i 827aB28f Yeabsh? 01496285 HE 28 F7 E7 A6 SB 9C AE A7 72 @1 49 62 25 DD A@ @7 28 F7 E7 A6 5B 9C AF A7 72 91 49 62 85 DD A® @7
b i 60 774310 FS FF B7 D7 Al 6C 7B @@ 7F 71 EC 72 BA B &F 04 FS FF BT D7 Al 6C 78 @@ 7F 71 EC 72 BA BE &F @4
B s 0 C5 55 7A E4 99 D9 Fe €5 55 7A E4 99 DS F@
”:- 'l‘l ITi g R AY DUQQDDA 'rs'o PT1G c
k A L I'l E N 'l L} :I T N i ' 2 :* j T : - H D-F_FSE : 4
() D a [A () E () E () A () ()
b bl R T R SR b Length: 44298
0 : J AZgQY hRMx4qOP DIHQS ~4a {(constructed)
APEgHUHRMBALSEBTADAQ fio GSM49BAMDAZ cAMGY 0 L
¥ 0 0 A DtA 8 1QUAQ 4F9S6 Je Value: :
ey 16 (8 elem) @ MICROCHIP



Let’s start the Lab8 & practice
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Data of Arbitrary Length

Message

@

€33d55sqd8a752185

Fixed Length Hash (Digest)

Microchip Proprietary and STRICTLY Confidential

Hash Function

SHA384

c\ MICROCHIP



Lab 9-1 Calculate digest using
Online SHA384

Web Tool based

SHA384
SHA384 online hash function

IIIII

https://emn178.github.io/online-tools/sha384.html @Mlcnocmp



https://emn178.github.io/online-tools/sha384.html

Step 9-1-1

* Fill “hello-roy” into upper frame (input side)
* Change the input type to “Text”

* Get the digest of “hello-roy” from below frame (output side)

SHA384 e

CRC-16
SHA384 online hash function
[he1lo-roy ) MD2
MD4

MD3

%] %] —
[ ]
[=)] oy

co
P

Input type [Text v SHA512
SHA512/224

SHA512/256

Hash | EAuto Update

48215eT%eac2a82835Ta625e9T7fc60b31768adee7963452ac29a594dabb3d6a9b51b945e
a63191a2596262c664e8c%a

[ T B 5 R 5 T 5 I [ T ¥ B ¥ 5 N S I ¥

z £ £ £ I £ I I I I I

= T T = * B B > B
Lo Lo e ]

SHA384 digest

Keccak-224
Keccak-256

Keccak-384 @ MlCROCHlp



Lab9-2 — Calculate Device Certificate
TBS digest

Web Tool based




Step 9-2-1

* Copy the Device Certificate TBS area hex (as Lab8)
* Use tool — CryptoTools to extract binaries

static const uint8_t DeviceCert[] = {

0x30, 0x82, 0x01, 0x8D, 0x30, 0x82, 0x01, 0x12, 0x02, 0x14, 0x75, Ox8A, 0x17, OxDF, OxD1, 0x01,
0xC6, 0xD3, 0xB4, 0x15, 0x71, 0xD2, 0x0C, 0x93, 0x6D, 0x92, 0x6B, 0x81, 0xC8, 0x4B, 0x30, 0x0A,
0x06, 0x08, 0x2A, 0x86, 0x48, OxCE, 0x3D, 0x04, 0x03, 0x03, 0x30, Ox2A, 0x31, 0x12, 0x30, 0x10,
0x06, 0x03, 0x55, 0x04, 0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, Ox6F, 0x63, 0x68, 0x69, 0x70,
0x31, 0x14, 0x30, 0x12, 0x06, 0x03, 0x55, 0x04, 0x03, 0xOC, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20,
0x53, 0x49, 0x47, Ox4E, 0x45, 0x52, 0x30, Ox1E, Ox17, 0x0D, 0x32, 0x33, 0x30, 0x35, 0x33, 0x30,
0x30, 0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x36, 0x32, 0x39, 0x30,
0x38, 0x31, 0x30, 0x34, 0x37, Ox5A, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 0x06, 0x03, 0x55, 0x04,
0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 0x31, 0x14, 0x30, 0x12,
0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 0x44, 0x45, 0x56, 0x49,
0x43, 0x45, 0x30, 0x76, 0x30, 0x10, 0x06, 0x07, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x02, 0x01, 0x06,
0x05, 0x2B, 0x81, 0x04, 0x00, 0x22, 0x03, 0x62, 0x00, 0x04, 0x10, Ox7E, 0xA9, 0x9D, OxDF, OxEE,
OxE3, 0xBD, 0x2C, 0xBB, 0x3F, 0x92, 0x9D, OxE7, 0x0D, 0x0A, 0xF2, 0x30, Ox7E, OXEQ, 0x26, 0x9A,
OxE1, 0xD2, 0xD4, 0xB3, Ox7F, 0x95, 0x7E, 0x63, 0x64, 0x78, 0x81, 0xB3, 0xB9, 0x18, 0x76, OXEB,
0x58, 0x4C, 0x69, 0x94, 0x7C, 0x9C, 0x64, 0xD9, 0xF6, 0x73, 0x20, Ox5E, 0x31, 0x27, 0xB1, Ox7D,
0xF9, OxFF, Ox4A, 0x08, OxE3, OxE8, 0x78, 0x8A, 0xD1, 0x19, 0x90, 0x43, 0x3E, 0x30, 0x91, 0x7B,
0xC5, 0xA8, 0x70, 0xC7, 0x1B, 0x15, OxA5, 0x27, 0x88, 0x89, 0x1C, 0x81, OxF9, 0xB4, 0x88, OxE1,
0x97, 0x78, 0x2D, 0x24, OxF8, 0x0A, 0x8B, 0x8F, 0xCB, OxAD, 0x30, 0x0A, 0x06, 0x08, 0x2A, 0x86,
0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x03, 0x69, 0x00, 0x30, 0x66, 0x02, 0x31, 0x00, 0xB8, 0x4B,
0xC1, 0x6D, 0x81, OxE1, OxC1, 0x69, 0x46, 0xA8, 0x62, OxBF, 0xB3, Ox8A, 0x22, 0x46, 0x3E, 0x89,
0x6F, 0x51, O0xDB, 0x21, 0xC3, 0xB6, Ox6F, OxD3, 0xB1, 0x08, 0x8B, 0x87, OXE9, 0x21, 0x2C, 0x9D,
0x41, 0xCA, 0xC5, 0xD6, 0x02, 0xA9, OxFC, 0x6B, 0x36, OXEO, 0xA8, 0xAO0, 0x9C, 0x9A, 0x02, 0x31,
0x00, 0xA5, 0x0B, 0x9B, OxDF, 0x7A, 0x41, 0x6C, OxF6, 0x8E, 0xD6, 0x08, 0x22, OxFC, 0x26, 0x92,
OxEB, 0x21, O0xAB, 0x02, 0xA0, 0x8C, 0xC8, 0xC3, 0x53, 0xDC, 0xD2, 0x6C, 0x56, OxDF, 0x53, OxEO,
0x52, 0x5D, OxA0, Ox11, Ox1F, 0x04, OxA3, 0x2A, 0x8D, 0xCA, 0x25, 0x61, 0x95, 0x83, 0x70, 0x69,
OxA3

Y Microchip Proprietary and ST
’

@ Crypto Helper - O

Quick Parse ECC P256

Input

0XDA, DX0C, 0X03, 04D, 0X635, 0X63, 0X72, 0X6F, 0X63, 0x63, 0X69, 0X70, 0X31, 0X14, 0X30, 0X12,
0XD6, 0X03, 055, 0XD4, 0X03, DX0C, 0X0B, 0x4D, 0X43, 0X48, DX50, 0x20, 0X44, 0x45, 0x56, 0X43,
0X43, 0x45, 0X30, 0X76, 0X30, 0X10, 0X06, 0X07, 0X2A, 0X86, X438, DXCE, 0x3D, 002, 001, 0XD6.
0X05, 0X28B, 0X81, 0x04, 0X00, 0X22, 0X03, 062, 0X00, 004, 0X10, 0X7E, 0XAS, 0X3D, OXDF, OXEE,
0XE3, 0xBD. 0X2C, 0XBB, 0X3F, 0x52, 0X5D, OXE7, 0X0D, 0X0A, 0XF2, 0Xx30, OX7E, DXED, 0X26, 0X9A,
OXET, 0XD2, DXD4, 0XB3, DX7F, 0%35, OX7E, OX63, D64, 0x78, 0x81, 0XB3, 0XBY, 0x18, 0x76, OXEB,
058, 0X4C, 0X63, 0x34, OX7C, OX3C, 0X64, 0XD3, 0XF6. 0X73, 0X20, DX5E, 031, 0X27, 0XB1, 0X7D,
OXF9, 0XFF, 0x4A, 0xD8, OXE3, DXES, 0x78, 0X8A, 0XD1, 0X19, 0x30, 0%43, 0X3E, 0x30, 0x31, 0X7B,
OXC5, DXAB, DX70, DXC7, 0X1B, 0X15, DXAS, 027, 088, 0x83, 0X1C, 0X81, 0XF9, 0XB4, 0X38, 0XE1,
0X597, 0x78, 0X2D, 024, DXF8, DX0A, 0X8B, 0X8F, DXCB, DXAD

7DFD101C6D3B41571020C5360926B81C34B300A060
0205 -333[‘.‘353"353033313%4 A302A3112301006035504
E3D02010605288104002203620004107EAS3D

JCICE4DIF673205E3127817DFIFF4ADBEIESVE8AD 119

.‘Bda =1 NDBDBBD"AB‘I 123010060355040A0C094D6963726F6 3686970311

Copy (F1) Hex Amay (F2)

FCHIP




Step 9-2-2

* Paste binaries to online SHA384 to calculate digest

W Crypto Helper - O

Quick Parse  ECC P256

Input

0XDA, DX0C, 0X0S, 0X4D, 0X65, 0x63, 0X72, 0X6F, 0X63, 068, 0X69, 0X70, 0X31, 0X14, 0X30, 0x12,
0XD6, 0x03, 0X55, 0X04, 0X03, 0X0C, 0X0B, 0x4D, 0X43, 048, 050, DX20, Dx44, DX45, 0X56, 0X49,
0%43, 0x45, 030, 076, 0x30, 0X10, 0X06, OX07, 0x2A, 0x86, 0x48, 0XCE, 0x3D, 0x02, 0x01, 0X06,
0XD5, 0X2B, 0X81, 0X04, 0X00, 022, 0x03, 0X62, 0XD0, 0X04, 0X10, 0XVE, DXAS, 09D, 0XDF, OXEE,
0XE3, 0XBD, 0x2C, 0XBB, 0x3F, 0%92, O0x3D, OXE7, 0X0D, 0x0A, 0xF2, 0X30, 0X7E, OXED, 0X26, OX3A,
0XE1, DXD2, 0xD4, 0XB3, 0X7F, 0X35, 0X7E, 063, DX64, DX78, 0x81, 0XB3, 0XBY, 0X18, 0X76, OXEB,
0X58, 0x4C, 0X63, 0X94, 0X7C, 0X3C, 0X64, 0XD3, DXF6, 073, 0x20, OX5E, 031, 0X27, 0XB1, OX7D,
0XF9, OXFF, 044, 0X08, 0XE3, OXES, 0X72, 0X8A, 0XD1, 0X19, 0X90, 0x43, 0X3E, 030, 0X51, 0X7B,
OXC5, DXAB, 0X70, DXCY, DX1B, 0X15, DXAS, 0X27, Dx88, 0X83, 0X1C, 0x81, OXF3, 0XB4, 0x83, OXE1,
0X57, 0X78, 0X2D, 0X24, DXF8, 0X0A, 0X8B, 0X8F, OXCB, OXAD

Qutput
308201120214758A170FD101C6D3B41571D20C9360926B8 1C34B300A06082A8643CE3D040303302A31123010060355040A0C034D6963726F 6368657
3012060355040:30C0B4D434850205349474E4552301E17003233303533303038313034375A17003233303632393038313034375A302A3112301006035
DADC094D6963726F636869703114301206035504030C084D43485020444556494345307630100607248648CE3D02010605285104002203620004107EATID
2CBB3F9250E7DDOAF2307EED269AE10204B37F957E63647881B3B91876EB584C69947C5CE4DF673205E3 1278 17DFIFF4ADBEIERBTBBAD 119
C5A870CT1B15452788891C81FIBABEE197782D24F80A8BEFCBAD

1

SHA384

SHA3E84 online hash function

308201120214753A17DFD101C6D3B41571D20C9360%26B81CE84B300A06082A8648CE3DB4G
303302A31123016860355040A0C084D6563726F62368697083114301206035584030C0B4043
4858205349474EA552301E1768D323330353330308383130834375A176D32333036323938383
13834375A302A311230160060355040A08C094D6963726F636869703114301206035504830C
8B4D4348502044455649434536876301006872A3648CE30020166052B81040022836208041
@7EASSDDFEEEZED2CEB3F929DE7ODOAF2307EEO269AE1ID2DAB37FO57EG3647881B3B21876
EB584C65947C9C64D9F673285E3127B17DFOFF4AG8ESES788AD11990433E38917BC5A870C
J1B15A52788891C81F9BAB8E197782D24F80ASB8FCBAD

i |
T Remember to change this to Hex!

Hash | B Auto Update

532a500c48d3945T5df6cdB8d98958d0aa5408d719706TTe20c423ca38Tbbd21881590738F4
8b%al67d5efbcb878046249

Capy {F1) Hex Amay (F2)

Microchip Proprietary and STRICTLY Confidential

Device Certificate SHA384 digest

i
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CryptoTools - further function (option)
1. Copy the binaries to its input side

@ Crypto Helper

O

*

2. Press the “Hex Array” Button to get hex array, easy to use in code

Quick Parse ECC P256

Input

532A500C48D3945F5DFECD8D9I8I58D0AA540D719706FFE20C423CA3BFBBD21881590738F48B9A167D5EFBC678046249

Qutput

532A500C48D35945F5DF6CDED58558D0AA5400719706FFE20C423CA38FBED21881590738F48B9A167D5EFBCE878046245

Copy (F1) Hex Amay (F2)

opr!

@ Crypto Helper

Quick Parse ECC P256

Input

- O X

532A500C48D35945F5DFECD8058558D0AA540D719706FFE20C423CA38FBEBD 21881590738F48B9A167D5EFBCE78046245

Qutput

[48] = { (53, Ox2A, (50, Bx0C, (x48, (xD3, 54, x5F, (x50, 0xF6, &eCD, (xBD, 0x58, (x5, (x8D, (xDA,
(A5, (4D, (xD7, (19, x70, (e6F, BcFE, 0x20, (C4, (23, (nCA, (38, (nFB. (xBD, 0x21, (=83,
(x15, 0x90, 0«73, 0xBF, (48, (xB3, OxA1, 0x67, OxD5, OxEF, 0xBC, (x68, (78, (04, (=62, (x4, }

Output

[48] = { (53, (x2A, (x50, 0x0C, Ox48, 0xD3, (w54, (eBF, x50, OF6, IeCD, (B0, (58, (55, (=80, DDA,
(AD, (e, (D7, (19, 070, 0x6F, OxFE, (20, (xC4, (23, (CA, (238, (xFB. (xBD, (=21, (=38,
(15, 090, 073, OxBF, (=48, 0xBY, BeAl, 0x67, BxD5, O<EF, 0xBC, (68, (78, 04, Ox62, 049, };

Copy (F1) Hex Amay (F2)

.»\ MICROCHIP



Lab 9 Practice — extract the Device signhature

* Copy the Device Certificate

signature hex (as Lab 8)

* Paste the signature R into CryptoTools
* Paste the signature S into CryptoTools

static const uint8_t DeviceCert[] = {
0x30, 0x82, 0x01, 0x8D, 0x30, 0x82, 0x01, 0x12, 0x02, 0x14, Ox75, 0x8A, 0x17, OxDF, 0xD1, 0x01,
0xC6, 0xD3, 0xB4, 0x15, 0x71, 0xD2, 0x0C, 0x93, 0x6D, 0x92, 0x6B, 0x81, 0xC8, 0x4B, 0x30, Ox0A,
0x06, 0x08, 0x2A, 0x86, 0x48, OxCE, 0x3D, 0x04, 0x03, 0x03, 0x30, Ox2A, 0x31, 0x12, 0x30, 0x10,
0x06, 0x03, 0x55, 0x04, 0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, Ox6F, 0x63, 0x68, 0x69, 0x70,
0x31, 0x14, 0x30, 0x12, 0x06, 0x03, 0x55, 0x04, 0x03, 0xOC, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20,
0x53, 0x49, 0x47, Ox4E, 0x45, 0x52, 0x30, Ox1E, 0x17, Ox0OD, 0x32, 0x33, 0x30, 0x35, 0x33, 0x30,
0x30, 0x38, 0x31, 0x30, 0x34, 0x37, Ox5A, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x36, 0x32, 0x39, 0x30,
0x38, 0x31, 0x30, 0x34, 0x37, Ox5A, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 0x06, 0x03, 0x55, 0x04,
0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, Ox6F, 0x63, 0x68, 0x69, 0x70, 0x31, 0x14, 0x30, 0x12,
0x06, 0x03, 0x55, 0x04, 0x03, Ox0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 0x44, 0x45, 0x56, 0x49,
0x43, 0x45, 0x30, 0x76, 0x30, 0x10, 0x06, 0x07, Ox2A, 0x86, 0x48, OxCE, 0x3D, 0x02, 0x01, 0x06,
0x05, 0x2B, 0x81, 0x04, 0x00, 0x22, 0x03, 0x62, 0x00, 0x04, 0x10, Ox7E, 0xA9, 0x9D, OxDF, OxEE,
OxE3, 0xBD, 0x2C, 0xBB, Ox3F, 0x92, 0x9D, OxE7, OxOD, 0x0A, OxF2, 0x30, Ox7E, OxEOQ, 0x26, Ox9A,
OxE1, 0xD2, OxD4, 0xB3, Ox7F, 0x95, Ox7E, 0x63, 0x64, 0x78, 0x81, OxB3, 0xB9, 0x18, 0x76, OxEB,
0x58, 0x4C, 0x69, 0x94, 0x7C, 0x9C, 0x64, 0xD9, 0xF6, 0x73, 0x20, Ox5E, 0x31, 0x27, 0xB1, Ox7D,
0xF9, OxFF, Ox4A, 0x08, OxE3, OxE8, 0x78, 0x8A, 0xD1, 0x19, 0x90, 0x43, Ox3E, 0x30, 0x91, 0x7B,
0xC5, 0xA8, 0x70, 0xC7, 0x1B, 0x15, 0xA5, 0x27, 0x88, 0x89, 0x1C, 0x81, OxF9, OxB4, 0x88, OxE1,
0x97, 0x78, 0x2D, 0x24, 0xF8, 0x0A, 0x8B, 0x8F, OxCB, 0xAD, 0x30, Ox0A, 0x06, 0x08, Ox2A, 0x86,
0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x03, 0x69, 0x00, 0x30, 0x66, 0x02, 0x31, 0x00, 0xB8, 0x4B,
0xC1, 0x6D, 0x81, OxE1, OxC1, 0x69, 0x46, 0xA8, 0x62, OxBF, OxB3, Ox8A, 0x22, 0x46, 0x3E, 0x89,
0x6F, 0x51, 0xDB, 0x21, 0xC3, 0xB6, Ox6F, 0xD3, 0xB1, 0x08, 0x8B, 0x87, OXE9, 0x21, 0x2C, 0x9D,
0x41, 0xCA, 0xC5, 0xD6, 0x02, 0xA9, OxFC, 0x6B, 0x36, OXEO, OxA8, 0xA0, 0x9C, 0x9A, 0x02, 0x31,
0x00, OxA5, 0x0B, 0x9B, OxDF, 0x7A, 0x41, 0x6C, 0xF6, Ox8E, 0xD6, 0x08, 0x22, OxFC, 0x26, 0x92,
OxEB, 0x21, OxAB, 0x02, OxAO, 0x8C, 0xC8, 0xC3, 0x53, 0xDC, 0xD2, 0x6C, 0x56, OxDF, 0x53, OxEO,
0x52, 0x5D, 0xA0, O0x11, Ox1F, 0x04, OxA3, 0x2A, 0x8D, 0xCA, 0x25, 0x61, 0x95, 0x83, 0x70, 0x69,
O0xA3

b

Microchip Proprietary and STRICTLY Confidential

@ Crypto Helper — O

Quick Parse ECC P256

Input

0xB3, 048,

0XC1, 06D, 0x81, 0XE1, 0XC1, 0XE3, 0X46, 0XAL, 0x62, 0xBF, 0XB3, 0X8A, 0X22, 0k46, 0X3E, 0X83,

OXEF, 051, 0XDB, 0X21, 0XC3, 0XB6, 0X6F, 0XD3, 0xB1, 0x08, 0X8B, 0X87, OXES, 0x21, 0X2C, 0X3D0,

0x41, DXCA, 0KCE, 0XD6, 0X02, AT, 0XFC, 0XEB, 036, DXED, 0XAZ, 0XAD, 0XSC, DX5A0XAS, OX0B, 0X5B, OXDF, 0X7A, 0X41, OX6C, 0XF6, 0X3E, 0xD6,
003, 022, OXFC, 0%26, 0X92,

OXEB, 0x21, 0KAB, 0X02, 0XAD, 0XaC, 0XC3. 0KC3, 0X53, 0XDC, 0XD2, 0X6C, 0x56, 0XDF, 0xX53, OXED.

0x52, 0xED, 0XAD, 017, 0XTF, 0X04, 0XA3, 0X2A, 0X8D, DXCA, 025, 0X61, 0X55, 0X83, 070, 0X69,

0xA3

Output

B34BC16081E1C16946A862BFBI8A22463E856F510B21C3B66FD3B 108888 7ES21 2C9D41CACED602A5FC6BIGEDABADSCIAARDBIBDF 7A416CFEBEDGNE2
FC2692EB21AB02ADSCCEC3530CD26C56DF53E05250A0111F04A32ABDCA256135837063A3
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Lab9-3 - Calculate SHA384
using dsPIC33CK

Assembly based
Use: Lab9.txt

sha384.c
sha384 asm.s

c\ MICROCHIP



Step 9-3-1

* Add sha384.c & sha384 asm.s into project
* Copy functions from Lab9.txt to main.c, Program & Run!

* Compare the result with Lab 9-1.

void test_dsPIC_SHA384(void)
{
Projects x| Files | Services 3. u%ntﬁ_t data[] = "hello-roy";
_— 4 uint64d_t buffer[88];
i1 Header Fies : uint8_t digest[48];
+ﬁ‘ Important Files _ L .
41 (f Linker Fies ' SHA512 Initialize(SHA2_ 384, buffer);
‘"Gﬁ Source Files : SHA512 DataAdd {dat?, 9);
) mainc SHA512 Calculate (digest);
- #-{[f] MCC Generated Files print_bytes(digest,48);
: §~~%1] sha3s4.c ¥
i &] sha334_asm.5
;" Librarics int main({void)
+ﬁ:‘ Loadables + {

SYSTEM_Initialize( N

printf("\r\n[Hello~~ Ro

ItESt_dSPIC_SHﬂ.BB-:l( );

while(1)
{
¥

is Here!!]\r\n")

S® RealTerm: Serial Capture Program 2.0.0.70 - O x

L
[Hello™ Roy is Here?t?l
48215efYeac2aB2B839fab25ef M chBh3176Padee??63452ac29a994dabh3dba?bh?1h?45ea631%1a

i596262t:664est:9a

48215ef9eac2a82839fab25e3f7fcbOb31760adee7963452ac29a994dabb3d6a9b91b945e
ab3191a2596262c664e8c%a

SHA384 digest

ﬁ\ MICROCHIP



Let’s start the Lab9-1~9-3
& practices
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Lab10 — Verify Device Certificate

Use: Lab10.txt
sha384.c
sha384 asm.s

c\ MICROCHIP



Step 10-1

* Add sha384.c & sha384 asm.s into project (Same as Lab 9)
* Copy functions from Lab10.txt to main.c, Program & Run!

wold Caleulate Cert TBS{uint?_t *data, nintlé_t length, uint?_t *digest)

(S} S8 RealTerm: Serial Capture Program 2.0.0.70 — a x

nintéd _t buffer[80];
nintléd_t 1,1 = length/128 index = 0; [Hello™ Roy is Here??l

A . ice Certificate TBS Area:
SHAS1Z Initialize(SHAD 384, buffer); B112A214758a17dfd1P1c6d3h41571d20c936d926h81c84h30PaB6A82a8648ce3dA4A3A3302a
for(i=0; i<i;i++, indext=1283{ 301 PA6P35504RaPcA4d6963726F 6368697031143 0120603550403 AcPh4d43 4850205349474

SHAS12 Dataddd (&data[index], 128): - - - 4552381 1 78d3233303533303038313034375a170d3233303632393038313834375a382231123818

= : : int manvold) L5B4BaBcB?4d6963726£ 63686970311 4301 28603550483 0cBh4d43 485020444556 49 43453876
} B6B72a8648ce3dB201 86652 h81 040022 A36200041 B7ea99ddf eee3bd2cbh3F929de?0d0af 230
SHAS12_Datahdd&datalindex], length-index); =l ZeeB269ac1d2d4h37F 95766 3647881h3h91876eh584c69947c9c64d9£ 6732050312 7h1 7df 9 £ 4208

788ad11998433e30%17bc5a878c71b15a52788891c81£9bh488e197782d24f 8Ba8hEf chad

SHAS12 Calculate (digest);

STSTEH_InltlEllleI: :I; alculate the Device Certificate TBS area SHA3B4 digest:

£32a5P8c48d3245f5df 6cdB8d?89258dPaa540d719706f fe28c423cal8fbbd2188159A738f 48h%alb6?

i : : ! i Sefhchb878046249
wold Verfy Device Certificatel woid) .
=l printff UMD yice Ceptificate Signature:

inti . h84bclb6d8lelcib?46a862bfbiBaZ22463e8926f51db21c3bb66fd3IhiB8EbB7e?212c?d41cachdbbB2a?
printf( B fcbh3bePaBal?cP?aaSBh?hdf 7a416cf68edbBB22fc2692eb21abB2aB8cc8c353ded26c56df53eA52
print_bytes{DeviceCert_ToBelSign drea,278); B B o Sdali11fB4a32aB8dca25619583786%a3

Verlifv Device Certificate();
. . . . Bigner Public key:
Calculate Cert TES(DeviceCert ToBedign Area,278, DeviceCert ToBeSlgn Hash); ffichaad4dlid4Bc594a3fEc?4dBB?515035486a2bB1bdbliZccebed3ide2d?feb1634e89cf4df 4518
printfi y: bf246226677123d8814F28a1b%e9333Ff36bfe?d2b3d823267e7B51b763F fec5??58ccPA6ha4188513
print_bytes{DeviceCert_ToBelign Hash,48); whl ].El: ]. :l 31e2a38fhd?h?h4f561220338d4121 18
printf( 3 { Device Certificate Uerify successfullytt
print_bytes{DeviceCert_sig, 96); }
P

printf{ 1 }
print_bytes{3igner_PubKey,96); F
printf{ 1

status = tallb_verify{atcab_get_device(), T4 _KEY TVPE_ECCP284, TA_HANDLE INPUT_EUFFER, Th_HANDLE INFUT_EUFFEER, DeviceCert_sig,
TA_SIGN_P384_SIG_SIZE, DeviceCert_ToBefign Hash, TA VERIFY P284 MEG_RIZE, Slgner_PubKey, TA_ECC384_PUE_KEY_SIZE, &lsVerified);

if{status == ATCA SUCCESS &% isVerified == trued{
printf{ 1;
telsef

" g @ MICROCHIP
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Packs

Lab 10 — Practice — Verify Signer Certificate

* Get the Signer Certificate TBS area. (refer to Lab 8 practice)
* Get the Signer Certificate Signature. (refer to Lab 8 practice)

* Root Public key is placed in main.h

* Use Root Pub key to verify the Signer Certificate. (refer to Lab10)

Source

210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228

&l

Start Page

History by

-

x | ] main.c = | B mainh x

]

AT SE

e R

..... &

static comst uint?_t Signer PubEevw[96] =

[xFF,
003,
0xA3,
0x&1,
0=x7E,
0x31,

Oxlc,
0x54,
0x4E,
0z4F,
0=z70,
0zEZ,

(x54,
0x88,
089,
0220,
0x51,
O3,

(xaD,
Oxid
0xCF,
Ozl
0=xE9,
0x4F,

(xdD,
0xEN,
0x4D,
0xEB9,
0xA3,
0xED,

0x1D,
0x1E,
0xF4,
0xE9,
0xFF,
0x7B,

0x40,
0xDE,
0x5E,
033,
0xEC,
0x9E,

static const uint? t Eoot_PobKew[94] =

0zD5,
Dxz98,
0x70,
0xC5,
Dxz60,
[xiF,

0=zD9,
0zBa,
0x0F,
0x73,
0x8D,
0xB1,

0xB4, 0xFD,
0xBE7, 0xFé,
0xFE, 0x53,
Oxa9, 0xBB,
0xF4, 0x4E,
0x57, 0xIE,

0x93,
0x63,
0x5D,
0x77,
(xfd,
(xD4,

Oxla,
0xEC,
0292,
0x1E, 0xED,
0xB&, OxdD,
Oxdd, Oxal,

0xD2,
0x23,
Ox58,

0xC5,
Oxl2,
Oxl1%,
0x3F,
0x57,
0xdF,

0x04,
0x50,
0x83,
0xa9,
0x95,
0x94,

||I i
<@

0x094,
0xCe,
0xAF,
0x36,
0x75,
Ox36,

0xD#d,
0x78,
0xCF,
Dx53,
0xED,
0x37,

Oxal3,
0xEf,
0x24,
0xEF,
0z,
0xl12,

0xEl,
0x02,
0x07,
0xE0,
0x2F,
0x52,

3

0xF&,
0xCD,
0x62,
0xE7,
0xC0,
0x20,

0x0D,
Oxi,
0xEY,
0x77,
0x76,
0xD&,

&2

0xC7,
0x3D,
0x26,
002,
OxAé,
0x33,

0x4D,
0xE2Z,
0xzA7,
0xB3,
OxzAd,
0z00,

0xz19,
0x5F,
0xz35,
0x31, DxAC,
0x3E, Ox7E,
0x58, 0xC3,

096,
0xz82,
0x5E,

Microchip Proprietary and STRICTLY Confidential

000,
0xD7,
0x7F,
0xDd,
0x18,
Oxd1,

0xzE4,
0xEE,
0z586,
0z51,
0xz03,
0xz89,

0x75,
[xFE,
Dx23,
Dx23,
Dx85,
0=2F,

0x15,
0x51,
0xD&,
0x24,
0x13,
0xzFa

0zB3,
0xED,
0xFE,
0xDB, 0x72,
0xEC, 0xA9,
0x29, 0xEB

0=z4F,
Oxdd,
0xCE,

=

B (5
e

=

=

= &

B 5 5D

=

(5 W

=a R = (=

=

=

=

Py 20 15
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=
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Chain of trust — using Certificates verification

PC (Host) PCIE (Device)

@ Signer Certificate

Signer Public Key Signature

@ Device Certificate
< wﬁ‘

Device Public Key

Root Public Key

—
o 2

Lab10 Practice

Key & Signature

Signer Public Key
Key & Signature

Signature

P

Device Public Key

Device Private Key
I Random
Challenge | I « Lab?7

(From Host)

Signature

Element Name Type/Notes

Public Key @ 0x8006 Public Key ECC P384 (Fixed paired Public key)

Private Key @ 0x8008 Private Key ~ ECC P384 (Random Device Private Key)

Public Key @ 0x800C Public Key ECC P384 (paired Device Public key)
m— Example Sign Hol

deviceCert @ 0x8200 Data Example Device Certificate (Hold Device Public key)




Let’s start the Lab10 & practice
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aliand SEC training » materials » keys324

Mame

D device.csr

| | signer.csr

|:] Device_pri3dd.key
D Device_pub3id.key
|:] root_pri3éd.key

|:] roct_pub38d.key

The End

|:] Signer_pri3 84 key
|:] Signer_pub3&d.key
5] device

il root384

5] signer

D root384.srl

|_'] signer.srl
@ extensicnFile

@ openss|_operation

If you wanted to generate your own
Root/Signer/Device Certificates & Keys,
Please refer to “openssl_operation.txt”

Questions?
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