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Mapping and Loading
Techniques on PIC32




i Objective
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e Considerations while designing a
bootloader on the PIC32

e Mapping the application into different
memory regions

e Run-time library loading technique
and its applications
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e Bootloader Basics

e Designing Bootloader on the PIC32
e Memory architecture, Bootloader placement
e Handling device configuration registers, interrupts
e Flash controller registers

e Application Mapping
e Lab 1: Understanding the linker scripts
e Lab 2: Application and Bootloader mapping
e Merging the Hex Files

e Run-Time Library Loading Technique

e Concept
e Lab 3: RTLL usage

e Microchip PIC32 Bootloader Solutions

- - - _—_ - - ,.
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MR Bootloader Basics
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e Piece of code which runs at start-up
soon after reset

e Limited functionality:
e Firmware upgrades
e Application integrity verification
e Run the application
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Why Bootloader?
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e Technical personnel required
e Expensive programmers
e Additional software
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asrems 2013 Bootloader

USB/UART/ Ethernet

e Firmware upgrade - DIY

e No additional hardware

e Simple PC host application
e Avoids expensive recalls




DAEEEE Real World Examples
e Firmware upgrades to:
e MP3 Players
e Mobile Phones
e Set-top boxes
e Satellites

e In PC, OS installation using Bootable
CD ROM
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Concept
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Reset

Partition
/

Run Application

Flash Program Memory
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Reset

Erase

N

Flash Program Memory
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Reset

New
Application

Program

N

Flash Program Memory
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Reset

Reset
@Clocks/Peripha%

Trigger Present? Yes
: o No
Valid Application? —>| Firmware Upgrade Mode
A
Stay in a
loop and execute
. Command
Run Application commands from
PC

. ——— e e —_— .
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Triggers

e |/O pin status check
e Wait for PC command with time-out
e No application/application corrupted
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Bootloader
Commands
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e Mandatory Firmware Upgrade
Commands:

e Erase Flash
e Program Flash
e Verify Flash




M.cgm Commana Seguence
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Erase (Start Address, End Address)

Ack
<
Program (Hex Record)
Ack
<€
Calculates Verify (Start Address, End Address)
CRC
—
CRC
<
Compare
>

CRCs
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Erases
Flash

Programs
Hex
Record

Calculates
CRC
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Designing Bootloader on
PIC32




Wh t should one kn ow -
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e PIC32 memory architecture

e Partitioning the Flash

e Handling the interrupts

e Handling device configuration registers
e Flash controller registers

e Linker script basics

e Editing the linker scripts




MICROCHIP
MASTERs 2012

PIC32 Memory Architecture




—MIHDCHIP J PIC32 Memory Architecture
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Dev Config Reg OxBFCO2FFF
Boot Flash -
Reserved ©) OXlFCOZ/FFF Dev Config Reg
SFRs LL]
Reserved (Q Boot Flash
Program Flash Reserved
Reserved < SFRs
RAM OxA0000000 Reserved
: Ox9FCO2FFF Program Flash
Dev Config Reg Reserved
Boot Flash - - RAM
Reserved @) 0x00000000
m n
Program Flash (Q PhyS|cal
Reserved
S AM Memory Map
0x80000000

Virtual Memory Map
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MICROCHIP KSEG1 Memory Map
MASTERSs 2012
OxBFCO2FFF Device \ / Device 0x1FCO2FFF
Configuration Configuration
OxBFCO2FFO Registers Registers 0x1FCO2FFO0
0xBFCO2FEF 0x1FCO2FEF
Boot Flash Boot Flash
0xBFC00000 Ox1FC00000
Reserved Reserved
0xBF900000 0x1F900000
0xBF8FFFFF Ox1FEFFFFF
SFRs _ SFRs
0xBF800000 o { 0x1F800000
<
0xBD010000 Reserved Reserved
0xBDOOFFFF g“l Eg;gﬂi‘i
Program Flash Program Flash X
0xBD00000D 0x1DO00000
Reserved
0xA0008000 Reserved 0x00008000
OxAQOO7FFF 0X00007FFF
RAM K RAM 0x00000000
0xA0000000 /

Physical Memory Map

KSEG1- Virtual Memory Map

o
1658 BTL o
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MICROCHIP KSEGO Memory Map
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/ Device 0x1FCO2FFF
OX9F CO2FFF Device N Configuration
Configuration Registers 0x1FCO2FF0
: 0x1FCO2FEF
OxOFCO2FF0|  Registers Soot Flash
Ox9FCO2FEF 0x1FC00000
Boot Flash
Reserved
0x9FC00000 0x1F900000
0x1F8FFFFF
SFRs
Reserved { 0x1F800000
=]
0x9D010000 o > >
0X9DOOFFFF ® Reserved
X 0x1D010000
Program Flash 0x1DOOFFFF
0xSD000000 Program Flash
0x1D000000
0xBo00s000 |  ooorved e
0x00008000
0x80007FFF . 0x00007FFF
RAM K 0x00000000
0x80000000 %

KSEGO-Virtual Memory Map Physical Memory Map

O : '
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mersce P|C32 Memory Architecture

MASTERs 2012

o KSEGO Is cacheable
o KSEG1 is non-cacheable

e Executable code in KSEGO/KSEG1
address space

e Physical Memory access - Bus Masters
only

® SFRs not accessible iIn KSEGO
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Partitioning the Flash

©2012 Microchip-Technology incorporated:. Al Rights Reserved: 1658 BTL 25



MICROCH Flash Partitioning
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_ Device Ox1FCO2FFF )
O p t | O n 1 Configuration
Registers 0x1FCO2FFO0 >_ B o0t FI as h
O0x1FCO2FEF
Bootloader :> Boot Flash
0x1FC00000 ./
Reserved
Ox1F900000
Ox1F8FFFFF
SFRs
0Ox1F800000
Reserved
0x1D080000
Program Flash(® B Ap p l I Cati .
0x1D000000 Fl as h
Reserved
0x00020000
RAME) 0x0001FFFF
0x00000000

- — . O e
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Flash Partitioning

Option 2

Bootloader Part-1

—

Bootloader Part-2

Application

Ox1FCO2FFF )

Device
Configuration
Registers 0x1FCO2FFO0 >_ B o0t Fl as h
O0x1FCO2FEF
Boot Flash
0x1FC00000 ./
Reserved
Ox1F900000
Ox1F8FFFFF
SFRs
0Ox1F800000
Reserved
0x1D080000
o | 1RO Application
Program Flash
0x1D000000 Fl as h
Reserved
0x00020000
RAM) 0x0001FFFF
0x00000000

© 2012 Microchip fe&mo!ogy Incorporated. Al Rights Reserved: —

O : '
1658 BTL Slide 27




MICROCHIP
MASTERs 2012

Handling the Interrupts
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MicROCHIP |n!errup% Hana‘mg ' .
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Reset

e IVT re-mappable at
run time

e Bootloader and
application can
have separate IVTs

e Easy to design

Flash Program
Memon
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Write Protecting the
Bootloader




MicRoCHIP Write Protecting
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e BWP bit in CFGO locks Boot Flash

e PWP bits in CFGO locks selected pages
of program Flash
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Handling Device
Configuration Registers
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Configuration Registers

110111010011101

110101010101110 — prngram F|ash{2}

Configuration

111110011111101

~|: Device
Configuration
Registers
Boot Flash
110111010011101
110101010101110
Device
Configuration Reserved
Register
Settings
111110011111101 SERs
Bootloader.hex
Reserved

Reserved

Application.hex

- -
©2012 Microchip-Technology Incorporated. Al Rights Reserved:

RAMI2)

1658 BTL

0x1FCO2FFF ™\

Ox1FCO2FFO
Ox1FCO2FEF

> Boot Flash

Ox1FCO0000 S/

0x1F900000
0x1F8FFFFF

Ox1F800000

0x1D080000
Ox1DO7FFFF

Application
Flash

0x1D000000

0x00020000
Ox0001FFFF
Ox00000000
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Device
» Configuration
Registers
001010111 Boot Flash
No Over- 110111010011101
. 110101010101110
ertlng Device i k
Configuration -
Register
Settings
111110011111101 SFRs
Bootloader.hex
Reserved
‘ 001010111
110111010011101
\110101010101110 — F&rngram F|ash{2}
Device
Configuration
Register
Settings Reserved
111110011111101
Application.hex RAM(2)

© 2012 Microchip Technology Incorporated. All Rights Reserved:

Conflguratlon Registers

0x1FCO2FFF ™\

Ox1FCO2FFO
Ox1FCO2FEF

> Boot Flash

Ox1FCO0000 S/

0x1F900000
0x1F8FFFFF

Ox1F800000

0x1D080000
Ox1DO7FFFF

Application
Flash

0x1D000000

0x00020000
Ox0001FFFF
Ox00000000

1658 BTL
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. Y. Handling Dev
MICROCHIP

MASTERs 2012 Conflguratlon Reg|SterS

Design hint

e Implement a check in the bootloader to
avoid overwriting or erasing configuration
registers

e Application re-uses the configuration
settings from the Bootloader
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How do you upgrade device
configuration registers in an
emergency?
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McRSwe In an Emergency

MASTERs 2012

N
e Primary Bootloader Degg;;gg'g Boot
downloads secondary _ - Flash
bootloader BEQ{{‘Oa;ger
J
e Secondary bootloader
upgrades Device Secondary A
Configuration Bootloader
Registers + Primary Application
Bootloader >  Flash
e Take care; device
bricks in case of
power loss y

O
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Flash Controller Registers

©2012 Microchip-Technology incorporated:. Al Rights Reserved: 1658 BTL 38
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sh Controll

er - SFRs

©2012 Microchip Technology incorporated: All Rights Reserve

0011 - Row Program,

0100 - Erase Page,
0001- Word Program

d.

1658 BTL

MICROCHIP FI a
MASTERs 2012
Bit Bit Bit Bit Bit Bit Bit Bit
Name 3123157 | 30/12214/6 | 29/21/113/5 | 28/20M12/4 | 27M19/M11/3 | 26/18/10/2 | 2517191 24/16/8/0
NVMCON 31:24 — — — — — — — —
2316 — — — — — — — —
15:8 WR WREN WRERR LVDERR. LVDSTAT — — —
70 — — — — NVMOP<3:0>
bit 15: WR: Write Control bit
bit 14: WREN: Write Enable bit
bit 13: WRERR: Write Error bit (Read Only)
bit 12: LVDERR: Low-Voltage Detect Error bit (Read Only)
bit 11: LVDSTAT.: Low-Voltage Detect Status bit (Read Only)
bit 3-0: NVMOP<3:0>: 0101 — Erase Program Flash,




MICROCHIP
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Flash Controller - SFRs

NVMADDR

31:24

NVMADDR<31:24=

2316

NVMADDR<23:16=

158

NVMADDR<15:8>

70

NVMADDR<7:0>

bit 31-0: NVMADDR<31:0>: Flash Address bits

Page Erase: Address identifies the page to erase
Row Program: Address identifies the row to program
Word Program: Address identifies the word to program
Bulk/PFM Erase: Address is ighored

= — b
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merocwe  FlASh Controller - SFRs
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NVMDATA 31:24 NVMDATA<31:24>
23:16 NVMDATA<23:16=
15:8 NVMDATA<15:8>
70 NVMDATA<7:0>

bit 31-0 NVMDATA<31:0>:

Flash Programming Data bits. Used only for word
programming

© 2012 Microchip Technology incorporated. Al Rights Reserved:



merocwe  FlASh Controller - SFRs
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NVMKEY 31:24 NVMKEY<31:24>
23:16 NVMKEY<23:16>
15:8 NVMKEY<15:8>
10 NVMKEY<7:0=

bit 31-0 NVMKEY<31:0>:

Sequence to unlock any NV Operation.
1) Write 0xAA996655 to NVMKEY
2) Write 0x556699AA to NVMKEY




merocwe @S Controller - SFRSO:
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NVMSRCADDR | 31:24 NVMSRCADDR<31:24>
2316 NVMSRCADDR<23:16=
158 NVMSRCADDR<15:8>
70 NVMSRCADDR<7:0>

NVMSRCADDR<31:0>:
Source Data Address hits

Physical address of the data to be programmed into
the Flash when the NVMOP<3:0> bits are set to

perform row programming

— = B
- — e —_—
© 2012 Microchip Technology Incorporated. All Rights Reserved: 1658 BTL
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MICHDCHIP . F I a
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sh Controller - SFRs

Page Erase Steps

NVMADDR = Address of Flash Page to Erase
NVMCON ->WREN = 1 (Enable Write)
NVMCON->NVMOP = 4 (Set Erase Operation)
NVMKEY = 0xAA996655 (Unlock Sequence)
NVMKEY = 0x556699AA

NVMCON->WR = 1 (Start Erase Operation)
Wait for WR bit to clear

Check NVMCON->WRERR/LVDERR bits

© 2012 Microchip-Technology incorporated.-Alt Rights Reserved.—— -



2:?:1': " Flash Controller - SFRs

Word Programming Steps

NVMADDR = Word Address of Flash
NVMDATA = Word to write

NVMCON ->WREN = 1 (Enable Write)
NVMCON->NVMOP =1 (Word Programming)
NVMKEY = 0xAA996655 (Unlock Sequence)
NVMKEY = 0x556699AA

NVMCON->WR =1 (Start Word Programming)
Wait for WR Dbit to clear

Check NVMCON->WRERR/LVDERR bits

—— e —— . — i o
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2:?:1': " Flash Controller - SFRs

Row Programming Steps

NVMADDR = Row Address

NVMSRCADDR = Source Buffer Address
NVMCON ->WREN = 1 (Enable Write)
NVMCON->NVMOP = 3 (Set Row Programming)
NVMKEY = 0xAA996655 (Unlock Sequence)
NVMKEY = 0x556699AA

NVMCON->WR = 1 (Start Row Programming)
Wait for WR Dbit to clear

Check NVMCON->WRERR/LVDERR bits

—— e —— . — i o
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wesee  Flash Controller - SFRs
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Bulk Erase Program Memory

NVMCON ->WREN = 1 (Enable Write)
NVMCON->NVMOP =5 (Bulk Erase Operation)
NVMKEY = 0xAA996655 (Unlock Sequence)
NVMKEY = OXx556699AA

NVMCON->WR =1 (Start Bulk Erase)

Wait for WR Dbit to clear

Check NVMCON->WRERR/LVDERR bits




merecne [JeS|IgNing PIC32 Bootloader
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So far we have learned...
e PIC32 Memory Architecture
e Ways to Partition the Flash
e Handling Interrupts
e Handling Device Configuration Registers
e Flash Controller
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Mapping
Application/Bootloader




A Mapping Application

MICROCHIP

e 2012 Bootloader
Agenda
e Linker Script Basics

e Contents of Linker Script Files
eolab1l

e Application/Bootloader Mapping
Steps

e Lab 2
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MICROCHIP
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Assembly Source
Files (*.S)

Tool Flow

C Source Files
(*.c)

U

v

| Archiver (Librarian) I‘i (*.0)

v

Object File Libraries
(*.a)

i[ C Compiler ]

v

Source Files (* . 5)

Assembler

v

Object Files

© 2012 Microchip Technology incorporated. Alf Rights Reserved.

* hex

1658 BTL

Linker Script
(*.1d)

User Input

52




MicRackp Linker Script
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Tells the linker where to place the
following:

e Reset Address of an image
e C-Startup code

e Interrupt Vector Table (IVT)
e Text and Data sections




MicRackp Linker Script
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Additionally informs the location and
size of:

e RAM
e SFRs
e Device Configuration Registers
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PIC32 Linker Script
Arrangement




merace  P]C32 Linker Script Files
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f* Default linker =script, for normal executables *f
OUTPUT_FOPRMAT ("elfiZ-tradlittlemips")

OUTPUT_ARCH (pic3Zmx) 6|f32p|C32mXX

ENTEY{ reset)

. (Common to all part
* Prowvide for a minimum stack and heap =size

* - min stack size - represents the minimum space that must be made r1lJrT1t)EEr55)
* available for the stack. Can be overridden from
* the command line usinhg the linker's —--defsym option.
+*
*
*

- _min heap size - represents the mninimum space that must be made

availahle fD;*t****t****t****t****t****w****w****w****w****t****t****t****w****w****w*

the command L. . . . L
% Processor-specific object file. Contains 3FER definitions.

. . . R AN N A A A A A NN A A AN N N R R AT AT T T IR F R AT TTTNN S
EXTEPFN (_min stack_size _min heap g5

PROVIDE{ min stack size = Ox400) ; |INPUT("processor.oM)
IDEl min heafrswJdze = 01 ;
INCLUDE procdefs.1d

j*#****#****#****#****#****#****#****#****#****#****#****#****#****#****#*

% For interrupt wector handling
wt**w*w***wtwwwwtww*wt*w*wt*w*wtw*w*w***wtw**wtw*w*w*wwwt***wt**w*w*w*wtw;

PROVIDE [ wector sSpacing = 0x00000001) ;
_ehazse _address = 0xSFC01000;

fﬁtﬁﬁﬁﬁtﬁWﬁﬁtﬁﬁWﬁﬁﬁﬁﬁﬁtﬁﬁﬁﬁtﬁﬁWﬁtﬁﬁﬁﬁtﬁﬁﬁﬁtﬁWﬁﬁtﬁﬁﬁﬁtﬁﬁﬁﬁtﬁﬁﬁﬁtﬁﬁﬁﬁtﬁﬁﬁﬁtﬁ

¥ Memory Address Equates
tttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttf

_RESET ADDE = OxBFCO0000;

_BEV_EXCPT ADDR = OxBFCO0350;

_DEG _EXCPT ADDR = OxBFCO0450;

_DBEG_CODE_ADDR = OxBFCO2000;
procdefs_|d _GEN EXCPT ADDR = ehase address + 0x180;

(F)Eirt r]LJIIIt)EBr f*#*##*###**##***#****#****#*##*###**##***#****#****#*##*###**##***#****#*

Specific) : Memory Regions

F MWMornmrrr rocrdicis wmrithent sttrdlnitess sormiot e tissdl o srmbhenedd ooetdsome




wesoe  PIC32 Linker Script Files
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procdefs.ld
e Device specific header file
e Defines Memory Regions

elf32pic32mx.x

e Default linker file common to all
devices

e Maps code sections to memory
regions




MicROCH Focus on Procdefs.ld
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e procdefs.ld has to be modified for
iImage mapping

e There Is nothing to modify In
elf32pic32mx.x




MICROCHIP
MASTERs 2012

Contents of Procdefs.ld

©2012 Microchip-Technology incorporated:. Al Rights Reserved: 1658 BTL o9



'ector Spacing and Exception Base
rsrere 201z Address

/****************************************

For interrupt vector handling
****************************************/

_vector spacing= 0x00000001;
_ebase address = 0x9FC01000;

. = 0 = . . N - s - — = )
©2012 Microchip-Technology incorporated.-Alt Rights Reserved. 1658 BTL




P Memory Address Equates

MASTERs 2012

/****************************************

Memory Address Equates
****************************************/
_RESET ADDR= 0xBFC00000;

_BEV_EXCPT ADDR= 0xBFC00380;

_DBG_EXCPT ADDR= 0xBFC00480;
_DBG_CODE_ADDR= OxBFC02000;

_GEN EXCPT ADDR= ebase address+0x180;
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Memory Regions

MEMORY

{

kseg0 program mem (rx)
kseg0_boot mem
exception mem

ksegl boot mem

debug exec mem

config3
config2
configl
config0

ksegl data mem (w!x)

sfrs

:ORIGIN

ORIGIN
ORIGIN
ORIGIN
ORIGIN
ORIGIN
ORIGIN
ORIGIN
ORIGIN

ORIGIN

ORIGIN

0x9D000000,
0x9FC00490,
0x9FC01000,
OxBFC00000,
O0xBFC02000,
0xBFCO2FFO,
OxBFCO2FF4,
OxBFCO2FFS8,
0xBFCO2FFC,
0xA0000000,
0xBF800000,

LENGTH
LENGTH
LENGTH
LENGTH
LENGTH
LENGTH
LENGTH
LENGTH
LENGTH
LENGTH
LENGTH

0x8000
0x970
0x1000
0x490
OxFFO
0x4
0x4
0x4
0x4
0x2000
0x10000

Slide 62
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Boot

Flash <

Reset

Vector

Program

Flash

Mem

ory Region - Alignmen

Ksegl KsegO Physical

address address address

Config 0, Config 1, Config2, OxBFCO2FFF Ox1FCO2FFF
Config3 (Device Config Reg) OxBFCO2FFO Ox1FCO2FFO
debug_exec_mem OxBFCO2FEF Ox1FCO2FEF
(Debugger Code) OxBFC02000 0x1FC02000
exception_mem Ox9FCO1FFF Ox1FCO1FFF
(IVT) 0x9FC01000 0x1FC01000
kseg0_boot_mem Ox9FCOOEOQO Ox1FCOOEOQOO
(Not Used) 0x9FC00490 0x1FC00490
ksegl_boot_mem 0xBFC0048F Ox1FCO048F
(C Startup Code) OxBFC00000 Ox1FC00000

Sfrs OxBF8FFFFF Ox1F8FFFFF

(Peripheral Registers) OxBF800000 Ox1F800000
kseg0_program_mem Ox9DO7FFFF Ox1DO7FFFF
(All C Files) 0x9D000000 0x1D000000

| mmu

ksegl_data_mem OxAQO01FFFF Ox0001FFFF

(RAM) 0xA0000000 0x00000000

©2012 Microchip Technology Incorporated.-Alt Rights Reserved.
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Contents of
elf32pic32mx.x




meosoe  €If32pic32mx.x in Brief
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e Maps standard code sections to memory
regions defined in Procdefs.Id

e For example:

e .startup -> ksegl boot _mem
bss -> ksegl data_mem
text -> ksegl program_mem
heap ->ksegl data mem
Stack ->ksegl data mem
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Lab 1
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mM_lcncu:Hlp _ | Lab 1
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Objective
e Locate procdefs.ld file

e Understand the contents of
procdefs.ld file

e Locate the template of main linker
script file

e Take a brief look into the main linker
script file
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Application/Bootloader
Mapping




MICROCHIP B ! !ur ! !HJeC||Ve
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Reset

Partition
/

Flash Program Memory

1658 BTL Slide 69
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MICROCHIP How to achieve?
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Remap the following in procdefs.ld

ksegO _program_mem

Text and Data Sections

ksegl boot mem

C- Startup Code

exception_mem

Interrupt Vector Table

debug exec_mem

Debugger Executive Code

configO, configl, config2
and config3

Device Configuration
Registers

ksegl data mem

RAM Location

sfrs

Special Function Registers




MICROCHIP
MASTERs 2012

Step by Step Approach

©2012 Microchip-Technology incorporated:. Al Rights Reserved: 1658 BTL 71



w2 Step 1- Select procdefs.Ic
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e Choose correct procdefs.ld for the
selected part number from

“C:\Program Files\Microchip\MPLAB
C32\pic32mx\lib\proc™

e Copy procdefs.ld into the project folder
of bootloader and application project




McRacHe Step 2 -.Copy main linker script file

e Copy “elf32pic32mx.x" into the project
folder of bootloader and application
projects from

“C:\Program Files\Microchip\MPLAB
C32\pic32mx\lib\ldscripts”

e Rename the file to “elf32pic32mx.ld”




merocwe  Step 3 - Bootloader Mapping
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Edit Bootloader’s procdefs.ld to rearrange the Memory

Regions
Boot Flash exception_mem
Y Reset Address
Pro[ram Rearrange
Flash

Mapping as per
Default Linker Script

©2012 Microchip-Technology incorporated:. Al Rights Reserved: 1658 BTL

N
exception_mem Boot Flash
V
Place for Program Flash

Application

l

Mapping changed to fit

bootloader in Boot Flash



MICROCHIP Step 4 - ApplicatiOn Mapplng *
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Edit Application’s procdefs.ld to rearrange the Memory

Regions
B T Flash exception_mem Place for T
oot Fas Reset Address Boot Loader Boot Flash
L | keeoibootmem |~ il o
---------------------- Place for
Boot Loader
Rearrange
Program Flash Program Flash
Reset Address >
exception_mem
Mapping as per Mapping changed to fit
Default Linker Script application in Program Flash

©2012 Microchip-Technology incorporated:. Al Rights Reserved: 1658 BTL



MicRocH Important!
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e Align exception_mem on 4KB Flash
Page

e Recommend keeping default length
for:

e exception_mem (IVT)
e ksegl boot mem




MICROCHIP

— Address Equates
Set Address

® ebase address =exception_mem origin
®@ RESET ADDR =ksegl boot mem origin
®@ BEV EXCPT _ADDR

= ksegl boot _mem origin + 0x380




§M~|C|=ID|:H||= | Step O -
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e Add
"elf32pic32mx.ld”
to the project

e Rebuild the
project

— R 5
A ——— - —_— 0
© 2012 Microchip Technology Incorporated. All Rights Reserved: 1658 BTL

Linking

MPLAB X IDE Betab.0

File Edit Miew Mawigate Source Run Debug  Tean

i & D ¢E

I. ..karkerkit ; def

| Projects 10 = | | Files | Claszes

- PIC32_USBHID Bootloader_ProgFlash_Starterkit

-- Header Files

-- Library Files

El Linker Files

elf 32pic3Zm:x.Id

5-[fF Object Files

-- Source Files

ﬁ' Imporkank Files
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Application and
Bootloader Mapping
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Objective

e Edit procdefs.ld of the bootloader project to remap
the bootloader

e Compile and download the bootloader into the
target device using the programmer

e Edit procdefs.ld of the application project to remap
the application

e Compile the application and download the
application into the target device using the
bootloader
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110101010101110
101110111101110
110111010101001
110101010101010
101010101010111
001010100011111
111110011111101

Merging the Hex Files

Bootloader.hex

110101010101110
101110111101110
110111010101001
110101010101010
101010101010111
001010100011111
111110011111101

Application.hex

©2012 Microcﬁip Technology Incorporated:Alt Rights Reserved:

0
1658 BTL

81



meeecwe — NMerging the Hex Files "

MASTERs 2012

e Merge Application image and
Bootloader image for production
programming

e Remove the overlapped sections
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MICHDCHIP - H eX M at e
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Features

e Stand alone command line tool from
HI-TECH C® Compiler

e Merges 2 hex files to produce a single
hex file

e Removes all overlapping sections
automatically

© 2012 Microchip-Technology incorporated.-Alt Rights Reserved.—— -



MG\ % HexMate

MASTERs 2012

Usage

o | Ch AW INDOWS! system32 cmd.exe

C:\Documents and Settings\i114308>e;

E:\>hexmate.exe +bootloader. hex application.hex -(Ocombined.hex

E:\>

The “+” option retains overlapping
sections from bootloader
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Run-Time Library Loading
(RTLL) Technique
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merocwe  RUN-TIMe Library Loadinug
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Agenda
e Usage

e Concept
e Lab-3




Microcie Static Linking
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e Two copies of
the Stack

e Unnecessary
waste of
memory

Flash Memory
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Dynamic
Loadine

e Single copy of
the Stack

o Effective use of
Flash memory

Flash Memory




MICROCHIP Ot h er Us ag e
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e Dynamically linking a Library subjected
to the Open Source End User License
Agreement
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Concept
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e Run-Time Resolution
of Library API
addresses

RTLL

Flash Memory




MicROCH How is it Achieved?
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e Library exposes its API
addresses using a
standard structure

e Location of standard
structure 1s known to
application

e Application digs out the
library AP| addresses at
run time from standard
structure

Flash Memory
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Library.hex
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MASTERs 2012
Reset ?

Open and initialize the Library
libHandle = dlopen (“Module Name”, LibraryAddress)

!

Get the Library APl address

libFuncHandle = disym (libHandle , “Func Name”)

!

Call Library APls

libFuncHandle()

——a— = = — 5
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35S

v

Module Header

RTLL Framework

C
>




Application <->Library
AT 2012 Context Saving

MICROCHIP

No context saving mechanism to keep the
design simple
e Library uses application’s stack

e Library uses application’s heap

e Only application uses GP register. GP relative
addressing Is disabled in the library (disabled by
compiler option “-G0”)
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MASTERSs 2012 In AbSOIUte AddreSS

[/Defining Module Header Structure in the Library

// Standard header which must J#& exposed by the library.
const T MODULE DYN HDR  attribute ((address(0x9D06E000))) MogulelLoadHdr =
{

_MODULE HWAME J// name of the Module
llbInlt // start up code
HPIDGS // Humber of procedures

:éxportProchl // Export Procedure Table
}r

© 2012 Microchip Technology Incorporated. Al Rights Reserved. 1658 BTL i 97
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e No ISRs In the library

e No “device configuration register” settings
In the library

e No C-Startup code Iin the library. (No
main() )

e Use linker option “--no-gc-sections”to
disable garbage collection
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RTLL — Lab 3
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Objective

e Export the APIs from a simple Math Library,
compile and build it

e Build an application which calls the Library APIs

e Program the application and library separately into
the PIC32 device

e Debug the application to see how the application
calls these Library APIs using RTLL technigue

—— e —— . — i o
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PIC32 Bootloader
Solutions from
Microchip
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Solutions available so far...

UART Bootloader

Ethernet Bootloader

USB HID Bootloader

USB Mass Storage Bootloader
SD Card Bootloader




mesocwe  AN1388 - UART

— —— 0

Bootloader

MASTERs 2012

©2012 M

Download image from PC

Bootloader mapping
e Fits well inside 12KB Boot Flash

User application can occupy entire program Flash

Hardware required
e Explorer 16 Board + PIC32 PIM

Default baud rate — 115200 (Changeable by setting
DEFAULT _BAUDRATE)

= : - :
icrochip-Technology incorporated.-Alt Rights Reserved. ' 1658 BTL Slide 103




e AN1388 - USB HID Bootloader
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e Download image from PC

e Bootloader mapping
e C-Startup code and IVT mapped in Boot Flash
e Rest of the bootloader in program Flash (around 12KB)

e Hardware required
e PIC32 USB Starter Kit OR PIC32 Ethernet Starter Kit

e Uses Microchip’s USB device stack

e VID and PID modifiable using USB VENDOR_ID
and USB PRODUCT ID
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88 - Ehernet Bootloader

e Download image from PC

e Bootloader mapping
e C-Startup code and IVT mapped in Boot Flash
e Rest of the bootloader in program Flash (around 20KB)

e Hardware required
e PIC32 Ethernet Starter Kit OR
e Explorer 16 Board + PIM + Ethernet PICtail™ Plus Board

e Uses Microchip’s TCP/IP stack

e Device static IP address, UDP port and MAC
address are configurable
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e One PC application for UART/USB HID and
Ethernet Bootloader

%" PIC32 Bootloader Application ¥1.2 x|

—i_ommunicaktion Settings

Bootloader Yer Laad Hex File Erase

—Sertial Pork
Corn Park Baud Rate

[comt =] |11s200 7| W Enable

Fragran Werify Rum &pplication

Erase-Pragram-Yerify Conneck

—ISE
VIO PID I

ID:{#DB ||:|:-:|:|3c ™ Enable | ]

—Ethernet
IP &ddress
192 . 18 . 1 .11

DP Park

Ry [~ Enable

- —— — o - . N
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- P e A

ard Bootloader

e Programs the image from SD card

e Bootloader mapping
e C-Startup code and IVT mapped in Boot Flash
e Rest of the bootloader in program Flash (around 12KB)

e Hardware required

e Explorer 16 Board + PIM + PICtail™ Daughter Board for
SD card

e Uses Microchip’s File system
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MASTERs 2012 BOOtIOader

e Programs the image from USB Thumb Drive

e Bootloader mapping
e C-Startup code and IVT mapped in Boot Flash
e Rest of the bootloader in program Flash (around 24KB)

e Hardware required
e PIC32 USB Starter Kit OR PIC32 Ethernet Starter Kit

e Uses Microchip’s USB Host Stack

- - —
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A5 AN1388 - Bootloader General

MICROCHIP

MASTERs 2012 Sett i n g S

e APP FLASH BASE ADDRESS

e Tells the bootloader the start address of the Flash
reserved for the application

e APP_FLASH END_ ADDRESS

e Tells the bootloader the end address of the Flash
reserved for the application

e USER APP RESET ADDRESS

e Bootloader loads program counter with this address to
begin running the application

. = 0 = . . N - s - — = ) . .
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e Bootloader Basics

e Designing the Bootloader on the
PI1C32

e Application Mapping

e Run-Time Library Loading
Technique




'fi‘::i?l‘: - Additional Resources

e Application Notes

e AN1388 (PIC32 Bootloader)

e AN1367 (Porting the Helix MP3 Decoder onto
Microchip's PIC32MX 32-bit MCUSs )

e Data Sheets
o DS61143 (PIC32MX3XX/4XX Data Sheet)

e DS61156 (PIC32MX5XX/6XX/7TXX Family Data
Sheet)

o DS61168 (PIC32MX1XX/2XX Family Data
Sheet)
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Itional Resources

e Other Documents

e DS51833 (M
Utilities for P

e DS51686 (M
Guide)

PLAB® Assembler, Linker and
C32 MCUs User's Guide)

PLAB XC32 C Compiler User’s
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